Breach Notices Received by the FTC

The FTC's Health Breach Notification Rule requires vendors of personal health records and PHR related
entities to notify the FTC if they experience a breach of security involving unsecured PHR identifiable health
information. The following breaches have been reported to the FTC.

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

9/27/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

10/5/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

10/8/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
3

10/9/2009
Lost or stolen credentials

Lost or stolen credentials
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Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

10/23/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

10/25/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

10/26/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

11/11/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

11/12/2009
Lost or stolen credentials

Lost or stolen credentials
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Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

11/24/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

12/1/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

12/14/2009
Lost or stolen credentials

Lost or stolen credentials

Microsoft Corporation

City and State:
Approx. # of Individuals Affected:

Date Breach was Discovered:
Type of Breach:

Type of Information Involved:

Redmond, WA
1

12/15/2009
Lost or stolen credentials

Lost or stolen credentials
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