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not identical, but for ease of reference we are submitting a single set of comments to all
of the federal agencies with proposals outstanding. When appropriate, we identify
particular agency proposals about which we have concerns.

The Coalition is comprised of thirteen nationally recognized companies and
associations representing diverse economic sectors, including manufacturing, retail,
financial services, and media. The member companies themselves, and their affiliates or
subsidiaries, include banks and savings associations regulated by the Office of the
Comptroller of the Currency (“OCC”), the Federal Deposit Insurance Corporation
(“FDIC”), or the Office of Thrift Supervision (“OTS”). The member companies also
have affiliations with other financial institutions, including securities firms and insurance
companies, that will be subject to the privacy regulations of either the Securities and
Exchange Commission (“SEC”), the Federal Trade Commission (“FTC”), or the states.

The Coalition consists of companies that have successfully operated in traditional
ways for many years and that now supplement their operations with technology, the
Internet, and electronic transactions. The Coalition believes that electronic commerce
presents an enormous potential for cost-effective development of new and improved
markets, products, and services to better serve customers throughout the world. The
growth of electronic commerce and the Internet will provide unprecedented opportunities
for customers to access useful information, obtain customized products and services, and
make more informed choices.

The Coalition recognizes that consumer privacy issues are an important aspect of
the development of electronic commerce. The Coalition believes that government
regulation of this nature should protect the legitimate interests of consumers in preserving
existing legal protections while allowing the development of new electronic market
channels. Such regulation should achieve a reasonable and practical balance between
consumer interests and expectations in the privacy and security of data and transactions
and the legitimate interest of business in using information to improve the quality,
efficiency, and cost-effectiveness of products and services.

The Coalition supports the structure and general requirements of Title V of the
Gramm-Leach-Bliley Act (“Title V" or the “G-L-B Act”). That is, customers should be
informed of their financial institution’s privacy policies. If the institution plans to
disclose nonpublic personal information about them to a nonaffiliated third party for
marketing purposes unrelated to the financial institution’s business, the customers should
be given reasonable advance opportunity to opt out of that arrangement.

In developing the proposed rules, the agencies have conscientiously adhered to
the core principles of Title V. This is a disciplined approach that the Coalition
wholeheartedly endorses. It is critical that it be continued in the final regulation.
Adherence to the Title V principles will be the cornerstone for a consistent set of rules on
consumer privacy. The Coalition members (and thousands of other U.S. companies)
operate on a worldwide basis, and consistent rules are essential for efficient operation.
Inconsistent rules will impose multiple and possibly conflicting burdens on financial



institutions, and the complexity of issues will undermine compliance efforts.
Recognizing this danger, Congress instructed the agencies to strive for consistency, and
in the proposed rules they have by-and-large done so.

Outside the agencies and the proposed rules, however, consistency is already at
risk, and the Coalition urges the agencies to stay the course they have begun. The
Coalition understands that some state regulators believe that the G-L-B Act directly
authorizes state regulators (without applicable state statutory authority) to issue rules that
go beyond the terms of the G-L-B Act. There is no foundation for such a view, either
under the express terms of the G-L-B Act or under the principles of federalism. We
would ask the agencies to confirm this point in the preambles to the final rules.

Further, the G-L-B Act was adopted, and the proposed rules are now being
reviewed, within a larger international context involving the European Union (“EU”) and
its Directive on Data Protection (“the Directive”). The Directive requires an “adequate”
level of privacy protections. An important issue still under negotiation between the U.S.
and the EU is whether a financial institution’s compliance with Title V will constitute a
safe harbor that would be deemed adequate. The Coalition believes that Title V
compliance should entitle a financial institution to a safe harbor because Title V 1s the
expression of the U.S. Congress’ decision on appropriate privacy measures and because
Title V does in fact strike the appropriate balance. In these circumstances, it is important
that the final regulations follow the contours — as the proposed rules do now — of Title V.
We have no reason to think that the agencies may issue regulations that would exceed the
requirements of Title V, and any effort to do so would jeopardize these negotiations.

The Coalition’s more specific comments follow, addressing the effective date,
definitional issues, the privacy notifications, and the opt-out process. Our comments are
mainly limited to the clarification of provisions that seem to be of uncertain meaning and
to suggestions for less burdensome approaches in some areas where there would be no
real impact on consumer privacy. In many instances additional examples may be helpful
so that financial institutions have a better sense of the scope of their obligations.

L Effective Date

Implementation of the new privacy regulations will require extensive planning
and business strategy, as well as significant systems changes for many institutions. The
agencies have requested comment on whether they should extend the effective date of the
final rules. Under section 510 of Title V, final rules should be issued by May 12, 2000,
and would then take effect on November 13, 2000. The immediate practical impact
would be that by December 13, 2000 (that is, within 30 days of the effective date),
institutions would be required to send privacy notifications to all of their customers.
Financial institutions also would have to have their opt-out procedures in place, which
would then trigger a 30-day period before the institution could disclose protected
information to a nonaffiliated third party for marketing and other purposes.



The agencies have asked for comment whether they should exercise their
authority under section 510(1) to extend the effective date. The Coalition believes that
the final rules should provide that, while the obligations of sections 502 and 503 of the
G-L-B Act and the implementing regulations become effective six months following the
adoption of the final rules, compliance with such obligations is voluntary until twelve
months after the effective date (i.e., until November 13, 2001). The December 13
notification date will mean that institutions must prepare very substantial mailings for the
holiday season and at the same time that they are preparing end-of-year tax statements for
their customers. Further, creating an effective opt-out program, in which an institution
does not inadvertently fail to honor an opt-out, is a difficult administrative undertaking,
and six months is likely to be insufficient time for a financial institution to develop and
test its system.

In addition, the agencies should consider extending the 30-day requirement for
notifications to all existing customers to 90 days. Institutions with large customer bases
usually communicate with their customers on a staged basis, rather than all at once, and
do not have the resources to handles a distribution to all customers at the same time.
Thirty days would be insufficient, given resource constraints, to comply with the initial
notification requirement for all customers; ninety days, however, give these institutions
an opportunity to distribute the notifications through their usual channels.

II. Definitions

“Financial institution.” Title V defines “financial institution” as one, “the business
of which is engaging in financial activities as described in section 4(k) of the Bank
Holding Company Act of 1956.” Section 4(k) is a provision added by the G-L-B Act to
the Bank Holding Company Act, and it enables qualifying bank holding companies to
engage in a wider variety of activities than previously permitted. Although section 4(k)
lists several examples of financial activities, it ultimately gives broad discretion to the
Federal Reserve Board (“FRB™) (in conjunction with the Treasury Department) to define
other activities as financial.

The proposed definition is difficult for many kinds of companies to anticipate,
because it is open-ended and enables the FRB to add new businesses to the definition
over time. If left unaddressed, this situation will create serious business planning issues
for companies that do not own banks but that nonetheless find themselves labeled
“financial”. Accordingly, the Coalition would suggest that the FRB not declare a new
activity to be financial in nature without a notice-and-comment rulemaking process. This
is the only means by which a company not currently subject to the regulation will learn
that its activity may be considered within the universe of financial activities.

“Financial product or service.” The agencies define the term “financial product or
service” by incorporating the same reference to section 4(k) of the Bank Holding
Company Act that makes the definition of “financial institution” potentially open-ended.
The agencies have broad discretion to define “financial product or services;” there is no
definition in Title V for this term as there is for “financial institution.” The Coalition




would, therefore, suggest that the agencies adopt a definition that is more aligned to what
consumers would reasonably expect their financial products and services to be: “a
deposit, savings, or demand account, a loan or other extension of credit, an investment in
equity or debt, insurance against unforeseen events, or management or advice regarding
these products.”

“Affiliate” and “Control.” Whether disclosures of protected information are
covered by the opt-out requirements depends on whether the recipient is an affiliate. The
proposed rules of the banking agencies and the FTC use definitions from section 23 A of
Federal Reserve Act to determine whether an affiliate relationship exists: it does so when
one company owns 25% or more of a class of voting securities, has the power to appoint
a majority of the board of directors, or otherwise can direct the management or operations
of the institution. The FTC proposal asks whether a more flexible standard should be
applied. The SEC proposes a more liberal approach, in which contractual arrangements
may create an affiliation for privacy purposes. Control, according to the SEC proposal,
“means the power to exercise a controlling influence over the management or policies of
a company whether through ownership, securities, by coniract or otherwise.”

The Coalition agrees with the SEC approach to this issue and urges that the other
agencies’ regulations be revised to conform with it. Not only is a common definition by
all agencies sound public policy, but the SEC interpretation, in particular, recognizes the
full range of ways in which one company may control another and thus create an affiliate
relationship.

“Consumer.” The G-L-B Act defines this term generally as someone “who obtains
... financial products or services which are to be used primarily for personal, family, or
household purposes.” As to this term, however, the proposed regulations extend further
than the statute to cover any individual who merely submits an application, a response
form, or otherwise provides nonpublic personal information to a financial institution in
connection with obtaining a loan or account or insurance product, but never actually
obtains the product from the institution. The statutory definition explicitly is limited to
individuals who in fact “obtain” a financial service or product and does not cover those
who apply for but do not receive such a service or product. The Coalition would
therefore urge the agencies to limit the definition to individuals who in fact receive a
financial service or product.

“Customer Relationship.” The proposed rules indicate that a financial institution
that purchases a loan from another financial institution thereby establishes a customer
relationship with the borrower and that the selling institution also retains the customer
relationship if it continues to service the loan. The Coalition believes that an institution
that sells a loan should not be regarded as having a continuing customer relationship with
the borrower. For example, a financial institution may arrange with its independent
dealers for the dealers to originate credit with customers, which the institution agrees to
purchase (and handle the administrative aspects thereof) within a short time after the
origination. The dealer would be required to provide an initial privacy notice when the
contract is originated, but thereafter the privacy obligations, including the annual




notification, should rest with the institution rather than with the dealer. The Coalition
accordingly urges the agencies to make clear in the final rules that the customer
relationship between a borrower and a dealer or other originating institution ceases when
the credit is sold to another institution.

“Nonpublic personal information” and “publicly available information.” Most
proposals (except those of the FRB and the SEC) offer two alternatives, which vary based
on the analysis of public information. Under “Alternative A,” information is publicly
available only if the institution in fact obtained it from a public source. “Alternative B”
treats information as publicly available if it can be so obtained, even if the particular
information in question did not come from a public source. The FTC has raised the
question whether there is some middle ground between the two alternatives.

The Coalition supports Alternative B. The fundamental policy of Title V is to
“respect the privacy of ... customers.” A customer cannot reasonably expect that
information about him or her that is otherwise available in a public place nevertheless
should be treated as private. It makes little difference from the consumer’s perspective
whether information that is publicly available in fact came from such a source. The only
real function that Alternative A will serve will be as a platform for litigation or other
disputes over whether information that is publicly available in fact came from a public
source. In other words, Alternative A presents a regulatory burden for financial
institutions with no discernible public benefit. Alternative B strikes the appropriate
balance between consumer privacy and the ability of financial institutions to conduct
their business without undue restraint.

In addition, the Coalition would recommend that a list of customers not be treated
as nonpublic personal information. Any time that an individual writes a personal check
or uses a credit card, he or she is disclosing to a third party the fact that he or she is a
customer of that institution. The individual could not have any reasonable expectation of
privacy regarding his or her customer relationship with the institution, and the final
regulation should make this point clear.

“Widely distributed media.” Under the proposals, publicly available information
consists of federal, state, or local government records, disclosures to the public that are
required by federal, state, or local law, or “widely distributed media.” This last category
includes the telephone book, TV or radio, newspapers, and an Internet site available to
the general public. The examples should, of course, be expanded to include books and
magazines.

These examples, however, include an unduly narrow exception for information
available over the Internet, by excluding any password-protected sites. Some newspapers
are placed on password-protected sites; under the proposals, the hard copy is publicly
available (although it is not free), while the electronic version is not publicly available.
Similarly, a locality whose land records are by definition publicly available may also
allow on-line access, but only with a password. Under the proposals, the on-line records,
which would be identical to the publicly available physical records, might still be deemed



protected. As a general principle, information that is publicly or widely available in one
form should be treated as widely distributed in all forms. In order to treat written and
electronic documents in the same way, the reference to password protections should be
dropped. The example should instead refer to a site that can be accessed by a member of
the general public.

“Aggregated data.” The proposals request comment on the application of the
term “nonpublic personal information” to data aggregation. The agencies ask whether
the term should cover information about a customer that contains no indicators of a
customer's identity. The example cited in most of the proposals is mortgage loan data
that currently are disclosed to third parties to make market studies. We note that credit
scoring could be affected if aggregated data is treated as nonpublic personal information.

The Coalition supports the interpretations that exclude aggregated data from the
definition of public personal information. With indicators of customer identity
eliminated, the aggregated data prevent the user from learning anything about identifiable
customers. There can be no reasonable expectation that data that preclude the
identification of individuals are entitled to special privacy protection. An interpretation
that aggregated data are protected would disrupt much of the consumer analysis that
many companies now undertake and that result in innovative financial products and
services.

III.  Notification Requirements

The Coalition supports the basic principle of notification to customers of a
privacy policy, but the proposals raise a series of compliance issues that should be
resolved before final rules are issued.

Timing. The proposed regulations are not clear on the timing of the initial
privacy notification and should be resolved in a manner consistent with the statute. The
G-L-B Act requires that the initial notice be provided “at the time” of establishing a
customer relationship. The proposals, however, require notice “prior to” the
establishment of the relationship, although the preambles suggest the initial privacy
notification may be provided at the same time as the Truth-in-Lending and other required
initial disclosures.

We do not believe the phrase “prior to” is consistent with the statute and, more
importantly, that it does not capture the full range of circumstances in which a customer
relationship is created. For example, for certain in-person transactions, the notification is
most suitably provided when an individual appears to complete the transaction. For other
transactions by mail, such as the opening of a credit card account, the individual typically
will reply by mail to a solicitation, and the issuing bank will respond by mail, enclosing a
credit card. This mail response from the credit card bank is the most effective time for
the notification because the individual will be sure to open the envelope and read the
enclosed material. The individual may at that point accept or reject the card. The “prior
to” language, however, suggests that the notification must accompany the solicitation.



This procedure would not likely be effective, since many individuals throw away
solicitations unopened, yet it would impose a tremendous expense on the industry.
Accordingly, the “prior to” language should be replaced with language that tracks the
statute: “at the time that” a customer relationship is established. The final regulations
should incorporate the clarification now in the preambles that initial privacy notifications
may be provided at the same time as the Truth-in-Lending and other required notices.

The Coalition further urges the agencies to provide additional flexibility to
financial institutions on the timing of the initial notification. Some institutions may find
it convenient to provide the initial notification before a customer relationship is
established. Some credit transactions, though, present circumstances in which a
notification is likely to be meaningful only when provided within a reasonable period
after a customer relationship is formed. For example, certain preapproved credit card
solicitations permit a consumer to accept the solicitation and begin using the credit line
before the credit card itself is sent to the consumer. Inclusion of a privacy notification
with the solicitation would impose an unnecessary expense on the soliciting institution
without advancing consumer interests; the only effect would be to send notifications to
individuals who do not provide any information and who do not become customers.
Similarly, some financial institutions permit a consumer who opens a credit card account
at the point of sale to use the card immediately. Typically a third party accepts the
application at the point of sale. The institution cannot necessarily rely on the third party
to make the necessary notification, and the point of sale is likely not the most convenient
time for a customer to review a privacy policy. A more effective means of
communication would be to include the notification with the card itself (if the card is sent
later) or with other welcoming materials from the institution. The final rules should,
therefore, make some provision for the initial notification with a reasonable period before
or after formation of the customer relationship — provided that the financial institution
makes no disclosure of protected information about the customer to a nonaffiliated third
party until after the privacy notification and opt-out notice have been provided and until
after the customer has had a reasonable time in which to exercise the opt-out.

Joint accounts. The agencies have asked for comment on privacy notification to
holders of joint accounts. This issue has been addressed in regulations implementing the
Equal Credit Opportunity Act, the Truth-in-Lending Act, and the Truth-in-Savings Act:
under these regulations, notification to one customer or to a principal customer is
sufficient disclosure.2 The Coalition urges the agencies to adopt a consistent approach in
the final rules.

Annual notices. For open-end credit plans, the proposed regulations state that a
financial institution is not required to send the annual section 503 privacy notice to a
customer with whom the institution no longer has a continuing relationship. For
example, in connection with open-end credit accounts where statements and notices are

2 See 12 C.F.R. § 202.9(f) (equal credit opportunity); 12 C.F.R. §§ 226.5(d), .17(d) (truth in lending); 12
C.F.R. § 230.3(d) (truth in savings).



no longer sent, the institution is no longer considered to have a continuing relationship
with the consumer, giving rise to the annual notice requirement.

We applaud the agencies for this position and the final rules should retain this
example. Without this bright-line test, financial institutions would face substantial
uncertainty regarding whether credit card accounts, which may be kept available for
cardholder use despite a year or more of inactivity, would need to be closed to avoid the
annual notice requirement.

Also, it should be clarified that the term “notices” in the above example does not
include collection notices sent to charged-off accounts. Otherwise, financial institutions
will be required to go through the elaborate and expensive process of providing annual
notices to consumers in connection with charged-off accounts, the costs for which will
ultimately be borne by the customers in good standing.

Electronic disclosures. The proposals permit the privacy notification to be
delivered electronically “if the customer agrees.” The Coalition assumes — and it would
make sense to assume — that a customer who initiates an electronic transaction has agreed
to receive the necessary privacy notification electronically. We would ask that the final
rules be clarified to confirm this point.

Content. The proposals require the initial and annual notifications to include an
explanation of the opt-out right for disclosures to nonaffiliated third parties, including the
methods by which the consumer may exercise the right. An institution may offer a more
simplified notice under the proposed rule, however, if it can represent that it does not
disclose information to affiliates or nonaffiliates. The Coalition appreciates the basic
point of these provisions, but in their present form, they contain two elements that are
likely to create compliance issues for institutions as they attempt to adhere to Title V.

First, under the terms of the proposal, an institution that discloses protected
information only to affiliates or only to nonaffiliates where the disclosures are exempt
from the opt-out requirements nevertheless would be required to create an opt-out
process. That is, an institution that shares information only with an affiliate would still,
under the proposals, be required to develop an opt-out process — even though Title V is
clear that the opt-out requirement does not apply to disclosures to affiliates. This process
will be one a customer will never have cause to review, and will be an unnecessary
burden for the institution. This result is not mandated by Title V.

Second, the inclusion of the opt-out process in the privacy notices complicates
matters for institutions that may or may not make disclosures triggering the opt-out in the
future. For these institutions, there is a substantial possibility that the opt-out described
in the notification will be insufficient, when the time comes, to meet the requirements of
the opt-out regulation itself. The institution might also later decide to offer partial as well
as full opt-outs, but the possibility of a partial opt-out cannot be described until a concrete
disclosure arrangement is in place. Such an institution then will be required by the opt-



out regulation to send a second notice, and the original opt-out process in the notification
will have achieved no result.

In light of these issues, and the fact that a detailed description of the opt-out
process in the notification is likely to be more confusing than helpful to customers, the
Coalition recommends that the requirement of the description be omitted from the final
regulation. Institutions still would have the option of describing the process in the
notification. The structure of the proposed regulations also builds in an incentive for
those institutions that are able to describe the opt-out process at the inception of the
customer relationship to do so because the institution can meet the notification and opt-
out requirements in a single communication.

Disclosures as permitted by law. The proposals invite comment on whether the
statement by a financial institution that it will make disclosures as permitted by law is a
sufficient disclosure for the privacy notification. Because the concept of customer
privacy protected by Title V does not extend to disclosures that the law permits, the
Coalition believes that the proposed language is appropriate. Customers are unable to
object to such disclosures, so requiring a more detailed description merely imposes a
greater burden on financial institutions without furthering customer interests.

IV.  Opt-Out

The Coalition supports the concept, embodied in Title V’s opt-out process, that a
consumer should be able to instruct a financial institution not to disclose protected
information to a non-affiliate for certain purposes. The proposed regulations contain
some features that need correction or improvement so that institutions will be able to
achieve compliance without undue burden.

Reasonable opportunity to opt-out. The Coalition urges the agencies to include an
additional example of a reasonable opt-out mechanism: a toll-free telephone number. A
financial institution should be allowed to notify consumers or customers of a toll-free
telephone number that they may call to exercise their right to opt out. Since mail delays
involved in a response would not be an issue, the Coalition suggests that 15 days advance
notice for this kind of mechanism would be sufficient. This procedure would reduce the
paperwork burden that the opt-out presents for financial institutions, and, since telephone
operators presumably would be entering opt-out information electronically, would
probably reduce the risk of errors in the opt-out process.

Exercise of the opt-out. The Coalition would urge the agencies to clarify two
aspects of the exercise of the opt-out in order to reduce the possibility of disputes over
whether a consumer effectively opted out. First, the final rule should provide that a
financial institution may require consumers to respond to the address, telephone number,
or e-mail address provided in the opt-out notice in order for the opt-out to be effective.
Allowing a consumer otherwise to select his or her own method of opting out will place
an insurmountable burden on financial institutions in trying to keep track of opt-outs.
Second, a financial institution should be able to require certain identifying information
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from the consumer in the opt-out that will enable the institution to link the opt-out to the
appropriate account.

Disclosures to service providers — use in credit scoring or other analysis. Certain
disclosures to nonaffiliated service providers are permitted by Title V, provided that,
among other requirements, the recipient uses the information solely for the purposes for
which the information was received. The agencies have requested comment on whether
third parties who receive information to process transactions should be permitted to use
this information to improve credit scoring models or analyze marketing trends, so long as
the third party does not maintain the information in any way that would permit
identification of a particular consumer.

The Coalition believes such use would be consistent with the statute and would
not affect the privacy expectations of customers. Of course, if the term “nonpublic
personal information” is defined to exclude similar aggregations of data (see our
comments above, p. 7), this result would necessarily follow. But even leaving that
definition aside, analysis of data that relate to a transaction involving the customer should
be regarded as a part of that transaction. The purpose of such analysis is to improve the
procedures of the original financial institution or the third party and cannot have an
adverse effect on the transaction that the customer has requested. The opt-out here would
disrupt the regular order of business by compromising the analysis. The analysis would
be based on incomplete groups of data, and would have no benefit for institutions or
consumers. Please note that under the Coalition’s suggested interpretation, the service
provider would not be entitled to engage in marketing or sales based on that information
(without going through the opt-out procedure).

Joint agreements. Under Title V, the opt-out is not required for disclosures to a
nonaffiliated third party pursuant to a joint financial institution marketing agreement,
provided that certain requirements are met.3 The agencies have requested comment on
whether the regulations should require a financial institution to take steps to assure itself
that the product being jointly marketed and the other participants do not present undue
risks for the institution. The Coalition would suggest that no such revision is necessary
and might ultimately impair a financial institution’s risk management process.

All corporations, and especially such financial institutions as banks, securities
firms, and insurance companies, are expected to have in place appropriate risk
management systems. The nature of the systems may vary on an institution-by-
institution basis, subject to such variables as an institution’s actual exposure on a given -
risk, its size, and the nature of its business. The basic point, though, is that each financial
institution already is required to understand the risks that all of its transactions present
and to have appropriate policies or procedures to manage or control these risks.

3 Of course, the Gramm-Leach-Bliley Act also permits other disclosures to nonaffiliated third parties where
no joint agreement exists, but where the third party is performing services on behalf of the disclosing
institution.
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Certainly, traditional financial institutions will be subject to examination and
supervision on precisely this point — whether they have managed their privacy-related
risks appropriately. Making this particular risk management issue the subject of a
specific regulation will tend to create a one-size-fits-all approach to privacy risks, which
invariably will prove excessive in some instances and insufficient in others.

Co-branding and affinity programs. The final regulations should make it clear, by
way of example, that certain credit card programs — co-branded and affinity cards — are a
matter of notice and consent, rather than notice and opt out. By entering into the co-
brand or affinity program, the consumer has chosen to participate in an arrangement
which necessarily involves the use of information by both the financial institution and the
co-brand or affinity partner in connection with what is essentially the same customer
relationship.

Private label credit card programs. The opt-out exemption in the proposed rules
for private label credit card programs does not appear to be substantively identical to the
statutory language, although the preamble to the proposals states that any language
changes are “only stylistic” and “intended to make the exceptions easier to read.” The
Title V exemption covers disclosures “in connection with-- ... maintaining or servicing
the consumer’s account ... with another entity as part of a private label credit card
program or other extension of credit on behalf of such entity.” See section 502(e)(1)(B).
The proposed regulations, however, limit the exemption to disclosures that are made “to
maintain or service” such an account. The phrase “in connection with” is critical to
private label credit card programs. A key purpose of this exception is to permit the
sharing of information between card-issuing institution and its partner (typically a non-
financial institution or organization). This enables the partner to tailor products or
membership benefits to its customers or members. From the customer’s perspective, the
institution he or she is dealing with — and the one that he or she would expect to have
protected information about customers — is the partner of the issuing bank. A customer
who holds a card with the name of a major retailer on it expects that his or her
transactions are with the retailer. The proposed rules, however, would erode this whole
series of expectations simply because a retailer has made the economic decision to out-
source its credit function to another entity.

This wording of the exception for private label credit card programs was,
moreover, carefully negotiated during Congress’ final deliberations on Title V and the
G-L-B Act. The agencies should not, even if inadvertently, reverse Congress’ intent and
should revise the regulations to capture the meaning of the statute.

As with co-brand and affinity programs, a consumer’s consent to information
sharing with the retail partner is implicit in the private label relationship, and this fact
should be acknowledged in the final rule. Therefore, the final rule should, by way of
example, make it clear that such consent exists in a private label relationship.

Exercising the opt-out in a private label credit card or co-branded or affinity card
program. The Coalition is concerned that once a customer has signed on to a private
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label credit card or co-branded or affinity card program, he or she may later opt out of
information sharing between the institutional participants in the program. One purpose of
such programs is to expand the offerings to customers, including discounts, coupons, and
special products. This enables a retailer to offer discounts to the cardholders after
analyzing the information that the private label credit card issuer has collected.

Similarly, co-branded or affinity card programs permit the co-brander of the card, or the

* affinity group, to receive information and tailor programs to their customers or members.
An opt-out, however, enables a customer to “free-ride” on the program. Accordingly, the
Coalition urges that the regulation recognize that a financial institution whose customer
opts out have options either to move the account to a different part of the institution or to
close the account.

Consumer consent. The proposed rules exempt a financial institution from the
opt-out requirement if a consumer has consented to the disclosure and has not revoked
the consent. The revocation would be effective simply by exercising the opt-out. This
last phrase about revocation is not a part of Title V and raises substantial uncertainties
and possibly tremendous administrative expense for financial institutions. A financial
institution could, for example, receive a consent and proceed on the basis of that consent.
The customer could then opt-out, although since opt-outs would cover all disclosures,
most institutions would probably handle them in different channels than the consent. Yet
if the opt-out came in before the disclosure was made, then the institution would face
some liability. The Coalition urges the agencies to return to the statutory language and
make clear that consents for one-time disclosures — e.g., that a mortgage lender may
disclose information about a borrower to a property insurer — are not revocable. Also,
institutions should be permitted to prescribe reasonable methods for revoking consent and
should have a reasonable time period, say, 30 days, in which to make the revocation
effective.

Limits on re-disclosure and re-use. The agencies have requested comment on
whether the regulations should require a financial institution that discloses nonpublic
personal information to a third party to develop policies and procedures to ensure that the
third party complies with the limits on redisclosure of the information. The Coalition
believes that such a requirement is unnecessary and would proved to be inordinately
burdensome. To the extent that the disclosing financial institution may have liability for
improprieties at the recipient third party, the institution should already have in place
procedures to manage this risk that are tailored to the institution’s own circumstances. A
required set of procedures will, in fact, merely complicate the institution’s efforts to
promote compliance by the third party. Additionally, to the extent that the financial
institution does not face liability for events at the third party, the financial institution
would not be in a position to exert any control over compliance by the third party, and the
regulations should not mandate such a task.
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Account numbers. The Coalition believes that the final rules should permit
disclosure of account numbers to unaffiliated third parties in situations where customers
have consented. The affirmative consent process — effectively an “opt in” — should
remove any concern about customer privacy. With respect to other potential risks, the
disclosing institution will still have an obligation to protect customer data, and the
recipient institution likewise will be subject to requirements now in the FTC proposal that
limit its ability to re-disclose or re-use the information.

Furthermore, the Coalition believes that provided that a recipient receives only an
account number in encrypted form, without a decryption key, it should be outside the
scope of the section 502(d) prohibition. As the agencies discuss in the preambles, the
section 502(d) prohibition is designed to avoid the risks associated with direct access by a
third party to a consumer’s account, whereby the third party can directly post charges or
debits to the consumer’s account by using the account number. These risks are not
present, however, when encrypted accounts numbers are used, because the third party
marketer cannot use these numbers to post a charge or debit against a consumer’s
account.

Additionally, the agencies should clarify that the proscription on the disclosure of
account numbers to third parties for marketing purposes applies only to marketing on
behalf of the third party, rather than on behalf of the institution making the disclosure.
Many financial institutions out-source their billing operations to third parties, which
necessarily includes account numbers, and is a form of disclosure permitted by the
statute. As part of the out-sourcing, however, many institutions ask that the third parties
include an advertising insert on behalf of the institution. This is a form of marketing that
the institution is permitted to engage in directly, that is time-honored, and that is not
especially intrusive for customers. The statute does not specifically bar this practice, and
the Coalition asks that the agencies recognize it as a permissible one.

Finally, the prohibition on sharing account numbers is intended to address
situations where the recipient of the account number does not have another legitimate
business need for such information, other than for marketing purposes. In certain
situations, for example private label credit card programs and many affinity programs, the
account number is the key customer identifier and both the financial institution and the
retailer or affinity partner are appropriately in possession of the number at all times. For
example, a retailer may use an account number as a club membership number, or it may
use the account number to maintain a loyalty or rewards program. Section 504(b) of the
G-L-B Act provides the regulators with the authority to grant additional exceptions to
section 502(d) that are consistent with the purposes of the G-L-B Act. The Coalition
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believes that the final Rule should make it clear, by way of example, additional exception
or otherwise, that section 502(d) does not prohibit a financial institution from providing
account numbers to its private label retailer or similar partners. Congress simply did not
intend to so interfere with long-standing relationships.

* * *

We appreciate the opportunity to comment on the proposals, and would be
pleased to respond to any questions that you may have.

Sincerely,

™

P
/74_ i

Susan Pinder
Chairman
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