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INTRODUCTION

Peer-to-peer ("P2P") softare providers , such as KaZaA, Grokster, Morpheus, and

Limewire, distribute free file-sharing softare to end-user consumers throughout the U.S. and the

world. The P2P software enables consumers who are par of the P2P network to easily search

millons of other in-network consumers ' personal folders for fies , including images and videos

and to download them free of charge. The P2P providers profit by sellng advertisements that

appear both on their websites and on the users ' computers when they employ the file-sharing

softare. Some of these advertisements are generated by third-par software providers who

parner with P2P softare providers to bundle their software with the P2P softare in exchange

for a fee. Several P2P providers also profit by selling "premium" fie-sharing softare that is "

free " typically at a subscription cost to the end-user of around $30.00.

. I

Whle P2P software is "free" to download, it comes at a high and undisclosed price to

consumers. Consumers "pay" dearly for their use ofthis product through increased securty

vulnerabilities , reduced performance of their computers and lost privacy. They also subject

themselves to a varety of legal risks, including prosecution for copyright infringement or even

unlawfl distribution of pornography. Teenagers and even children are among the most frequent

users of P2P networks, and parents may not be aware their children have downoaded the

softare, or of the tyes of materials to which their children are thus exposed. This paper

examines the undisclosed price (i. injur) consumers incur in the use ofP2P softare, the role

P2P providers play in causing that injur, and finally whether the P2P providers ' business

practices violate Section 5 of the FTC Act or the Children s Online Privacy Protection Act.

P2P softare providers do not adequately, if at all, inform consumers of the securty and

privacy risks associated with downoading and using their software to share fies over P2P

networks. Specifically, these providers omit material information concernng the risk of viruses

This paper was prepared on behalf of the Recording Industr Association of America.



that are spread throughout these networks. Nor do these providers adequately disclose that the

software they offer comes bundled with third-par software that collects personally identifiable

information from consumers. In some instances, this software monitors the unsuspecting user

key strokes and Internet sites visited. The disclosures P2P providers do provide of such matters

if any, often are buried in the fine print of lengthy End User License Agreements ("EULAs

Consumers, including teens and children, who download P2P softare from these sites most

often do not understand these EULAs, assuming they even ever read them given their daunting

lengt and complexity. Moreover, users may have no incentive to search for these bured

disclosures in EULAs after reading some P2P providers ' large print claims prominently

displayed on their websites , which promise , for example , that the software contains no spyware

and otherwise highlight the benefits of the product without mentioning the very real risks

associated with downloading files on P2P networks.

As a result of these deceptive practices, consumers are deceived regarding the ultimate

amount of privacy and security risk involved with sharing fies on P2P networks. Consequently,

consumers suffer injuries in the form of viruses, widespread dissemination of their personally

identifiable information, the clogging-up of their computer bandwidth and processing capacities

reams of spam e-mail, and, at the extreme, the unowing and nonconsensual use of their

computers by third paries. These deceptive and unair acts, and the injuries they cause, warant

FTC investigation and possible enforcement action under Section 5. Such action would be

consistent with past FTC enforcement actions against Microsoft, Guess, and others, for makng

deceptive promises to consumers about the safety of their personal information on the Internet.

An additional cost to P2P users is the litigation risk they face from using P2P software to

engaged in unauthorized fie sharing over the Internet. File-sharers, including many college

students, are faced with the very real possibility of prosecution for such activities, as evidenced

by the nearly 2 000 lawsuits filed since July of2003 by the Recording Industr Association of

America ("RI") on behalf of major record companes. The P2P providers do not adequately



war their customers of this litigation risk, although some providers ' EULAs include fine print

disclaimers about how they do not condone copyright infringement. Some providers, such as

Blubster, have gone even fuher and now advertise new P2P softare that supposedly ensures

users ' anonymity so as to insulate the user from litigation risk.

These representations raise several critical questions under Section 5. Do the P2P

providers ' assertions that they do not condone copyright infringement mislead users , paricularly

youthful , vulnerable users, into believing that file sharing on P2P networks is safe, when in fact

just the opposite is tre? Do P2P providers have the requisite substantiation under Section 5 to

support such express and implied claims that, for example , use of certain software wil protect

users from being sued?

Finally, P2P networks raise a host of issues associated with the distribution of violent

pornographic and even ilegal content. While the use of proper notice and labeling of violent or

sexually explicit lyrcs and other content has become a widespread practice among legitimate

distributors of music and other media, such protections are nonexistent on P2P networks.

Moreover, P2P softare converts each in-network computer into a potential distribution chanel

for pornography, including ilegal pornography. Such issues raise a myriad of issues under

Section 5 , including whether P2P providers should be required to disclose on their websites the

risks associated with downloading violent, mature, pornographic or even ilegal content

especially as these risks relate to the use of P2P networks by children.

An FTC investigation of P2P providers to further develop the facts and evidence related

to the above consumer injuries attibutable to the use of P2P networks, and enforcement actions

if waranted, would advance consumer sovereignty - the core principle underlying consumer

protection enforcement under Section 5. Such actions would assist consumers in makng

adequately informed decisions about the risks inherent in downloading and using P2P software.

See Section V infra.



II. THE RISE AND MECHANICS OF P2P FILE-SHARNG

P2P File-Sharing Continues to Escalate

A multitude of Internet sites curently offer free downloads of P2P software. The

identities of these sites are fluid and many new sites continue to emerge. Durng the first half of

2003 alone

, "

no fewer than 50 new versions of ' peer-to-peer ' or P2P file- trading softare

programs emerged on the Internet.
3 At the start of July 2003

, the single m st popular network

KaZaA, had a monthy audience in the U.S. of approximately 14 millon unque users. The

most popular sites , based on the total number of downloads of client softare , are the following:

Software Estimated Total Downloads

KaZaA Media Desktop 2. 343 millon

Morpheus 4.0.2 122 milion

iMesh 4.2 71 milion

Audiogalaxy Satellte 0.609 31.5 milion

LimeWire 3. 20.5 milion

BearShare 4.4 19 milion

Grokster 2. 9 milion

Blubster 2. 5 milion

Ares Galaxy 1.8. 3 milion

XoioX Ultra 5 million

Brian Krebs Online Piracy Spurs High-Tech Arms Race TechNews.com (June 26 , 2003).

See Leslie Walker Music Pirates Post-Newsweek Business Information Inc. (July 20, 2003). "Unique Users
are defmed as the total number of individuals who used the application in question at least once in the reported
month. All unique users are unduplicated (only counted once). See Comscore.com Press Release

, "

Online Music

Sales Decline Three Times Faster Than Overall Music Shipments , As File Sharing Applications Continue to Thrive

(Nov. 4, 2002).

Approximate number of total downloads of client softare worldwide as of April 12 , 2004. See
ww.download.com.



Mechanics of P2P File-Sharing

Consumers ' downloading of music begins with a visit to an Internet website

offering P2P client software, where consumers downoad P2P software and install it on their own

computers free of charge or for a fee if they prefer "ad free" software. This process can take as

little as a matter of minutes, depending on the speed of a user s Internet connection. Once

installed on a user s hard drive , the software most often contains default settings that

automatically make all fies on each user s hard-drive - including but not limited to MP3 music

files - available to the entire P2P network with no affirmative designation required by the user.

The softare enables each user to search, browse and download all fies on the computers of

other network users that have been automatically designated for "sharing," or in more limited

instances , voluntarily designated.

As the char 'above demonstrates, the major P2P networks include milions of users.

Today s networks operate on a decentralized model, meaning that browsing and downoading 

files occurs directly between network users (called "peers ), with no intervention by or reliance

on a central host or server (the "peer-to-peer" model thus contrasts with a traditional "client-

server" system used, for example, in most workplace network environments).

Music is by far the most popular tye of fie transferred on P2P networks. The ability to

compress music into an MP3 format which is quickly and easily transferred with no discernable

loss in sound quality has contributed signficantly to the growt of file sharing on P2P networks. 

MP3 is curently the most widely used digital format for music. Developed in the 1980s, the MP3 format is
based on an algorith that compresses a digital music fie so that it can more easily and quickly be copied and
transferred over the Internet.

Pew Internet & American Life Project Music Downloading, File-Sharing and Copyright (July 2003); see FTC
Consumer Alert File Sharing: A Fair Share? Maybe Not (July 2003) ("If you don t check the proper settings when
you install the softare , you could open access not just to the fies you intend to share, but all other information on
your hard drive.

Another factor faciltating the growth of fie sharing has been the steady increase in capacity of most
commercially available computer hard-drives. In 1992 , the average PC hard-drive was 120 megabytes. Today, the
average hard-drive has a capacity of 40 gigabytes, more than a 300 times greater increase. Les Grossman s All
Free Time (May 5 , 2003). This enables a user to store many more digital fies (including MP3 fies) on his or her
computer.



Once logged onto a P2P network, a user can conduct a simple keyword search for a desired arist

and/or title , or opt simply to browse through the fies made available by other users.

Files stored on computers with broadband Internet connections remain available for

sharng on the network regardless of whether the individual user is using the computer or has an

Internet browser open at the time. "If you have a high-speed or ' broadband' connection to the

Internet, you stay connected to the Internet uness you turn off your computer or disconnect your

Internet service. These ' always on ' connections may allow others to copy your shared files at any

time. What's more, some file-sharng programs automatically open every time you tur on your

computer.

III. PROVIDERS OF P2P SOFTWARE DO NOT ADEQUATELY DISCLOSE
THE RISK OF VIRUSES ON P2P NETWORKS

The FTC and others have noted that the spread of viruses over P2P networks is a

common, material danger associated with P2P usage. As the FTC wared consumers in July

2003

, "

(fJiles you download could be mislabeled, hiding a virus or other unwanted content."

The FTC' s waring is supported by substantial evidence which demonstrates that P2P networks

are a virtal grid though which viruses are broadly disseminated among consumers. Internet

sites that distribute P2P file-sharng softare, however, contain no clear and conspicuous

warngs or disclosures about the risks associated with downloading a virus through file sharg

on P2P networks.

There is a high risk that P2P network users ' computers wil be infected with a virus.

These viruses are commonly distributed thoughout the Internet in general, while others are

specifically designed for dissemination through P2P networks. Our initial analysis, based on

information provided by Symantec Securty and attached as Exhibit 1 shows that many of the

most dangerous computer viruses in existence are spread on the major P2P networks. Over one

FTC Consumer Alert File Sharing: A Fair Share? Maybe Not (July 2003).



hundred of these viruses are found on KaZaA and Morpheus; A significant number of viruses

also appear on Limewire, iMesh, BearShare, and Grokster. These viruses often are masked as

seemingly desirable files that consumers, paricularly children, would want to downoad. As

shown on Exhibit 2 these viruses appear on P2P networks under fie names such as "The

Ermine Show (Full Album).exe " and "Lord of the Rings Screensavers.scr." Utilizing file names

associated with these and other pop culture icons, viruses traded on P2P networks often are

capable of avoiding anti-virus software installed on a user s computer or a corporation s network

as the requesting user has voluntarily requested to receive the fie, not knowing it is infected.

Thus, viruses traded on P2P networks "can circumvent most email or Web download anti-virus

so utlOns.

The viruses impose grievous har for individual consumers misfortnate enough to

download them. For example, W32.HLL W.Maax mm is a virus that spreads through Microsoft

Outlook and several P2P software programs. The virus specifically targets users ofKaZaA

Morpheus, Edonkey, Grokster, Limewire , and BearShare, although it can be spread through other

programs as well. System fies from the P2P programs are overwitten by the virus name

introducing the virus onto the host computer. After this has been completed, the virus modifies

the Autoexec.bat fie. The next time the computer is restared, the modification wil

. j

automatically cause the C and D drives to be formatted. The virus will also attempt to halt any

anti-virus or security processes that attempt to shut it down. 

Another virus, W32.Naco. , of which there are many varants, operates in a similar

maner. In this case, however, the author of the virus has compressed and encryted the virus 

that any attempts to remove it by antiviral softare will be delayed. The virus searches for

specific folders, many of which are specific to P2P programs such as KaZaA, Morpheus

Palisade Systems, Executive Sumary of Peer- to-Peer Study Results at 3 (March 2003).

Symantec Security Response - W32.:mL W.Maax
htt://securityesponse.symantec.com/avcenter/venc/ data/ptiw3 2.hllw .maax mm.html.



Limewire, Grokster, and BearShare. If these folders are found on the system, the worm copies

itself into the folder using a variety of names. All other fies in the same folder as the viruses are

deleted, and the D drive is completely formatted. By using varous pseudonyms, the virus can

run many copies of itself at the same time, disrupting the host system fuher and making anti-

VIruS attempts more dIffcult.

Another example is Fizzer, a virus that plagued KaZaA users in May 2003:

KaZaA and KaZaA users ' susceptibility to viruses is well
ilustrated by the Fizzer worm discovered in May 2003. Fizzer
spreads though the KaZaA network by creating multiple copies of
itself with different names and placing them in the victim
computer s dedicated KaZaA fie-sharing folder. As soon as this
happens, Fizzer becomes "available" to every other KaZaA user.

Fizzer is a dangerous worm. It includes a keylogger that intercepts
and records all keyboard strokes into a separate log file, and a
backdoor utility that allows the worm s "master" to control the
infected computer via IRC (Internet Relay Chat) chanels as well
as via HTTP and Telnet protocols. It also attempts to doWnload
updated versions of its own executable modules, and scans the
memory of victim computers to shut down the active processes of a

range ofthe most widely used anti-virus programs.

Viruses like Fizzer can devastate an individual user s computer, making it virtally

unusable and beyond repair. Moreover, through e-mails, an unowingly infected P2P user may

spread the virus to others not sharing files on a P2P network. Such dangers are especially ripe

for business computer networks , where infected files downoaded by one employee can spread

rapidly throughout the network via inter-office e-mail.

Despite these known and real dangers, the providers of P2P softare provide little to no

disclosure of the risks to consumers. Indeed, a preliminar review of the Internet sites of maj or

Symantec Security Response - W32.Naco.Dt&mm
htt://securityesponse.symantec . com! avcenter/venc/ data/pf/w32 .naco.dt&mm.html.

KaZaA: The Hidden Threat from Peer to-Peer Networks PestPatrol Educational White Paper at 7 (June 2
2003).



P2P software providers revealed no clear and conspicuous disclosures on the risks of contracting

a computer virus via file sharing on P2P networks. This complete lack of disclQsure by P2P

providers warants an FTC investigation as to whether P2P providers are violating Section 5 by

failing to include material information regarding the risks of viruses inherent in their softare

programs.

IV. CONSUMERS AR HARMED THROUGH P2P SOFTWAR
PROVIDERS' POTENTIALLY DECEPTIVE PRACTICES
CONCERNING SPYW AR/ADW 

Another consumer har associated with the acquisition of P2P softare arises from the

unowing acquisition of spyware/adware. A consumer may acquire this software either through

downloading P2P software from providers such as KaZaA, Morpheus and Limewire, or through

the fies the consumer subsequently downloads offP2P networks.

P2P software providers often parner with the providers of adware/spyware, profiting on

the inclusion of such third-par softare with their popular P2P programs. The fundamental

purose of spyware is "to gather information about the user, and relay it back to the ad server so

The largest P2P softare provider , KaZaA, while not clearly and conspicuous disclosing the risk of virses on

P2P networks, evidently is aware that such risk exists. Specifically, among the embedded softare that downloads

automatically with the KaZaA softare is Bullguard P2P, softare designed to guard users' computers :tom virs
attacks on P2P networks. This discussion of Bull guard is buried on page 5 , paragraph 9.4.3 ofKaZaA's EULA.

While KaZaA should be, perhaps, applauded for taking steps to safeguard its users' computers against virses spread

through P2P networks (although we curently have no data on the actual effectiveness of this softare at preventing

virses), this stil does not remedy KaZaA' s lack of clear and conspicuous disclosure to consumers of the risks
associated with virs attack on P2P networks before they download or purchase KaZaA's softare. See Federal
Trade Commission Policy Statement on Deception, appended to Clifdale Assocs. 103 F.TC. at 180 (Disclosures of
qualifying information must be clear and conspicuous. Moreover written disclosures or fme print may be insuffcient
to correct a misleading representation - in this case, that KaZaA's softare is safe to use.) (hereinafter "Deception
Statement"). Moreover, as explained above, many of the virses spread though the P2P networks are imune to the

antiviral softare.

See Center for Democracy & Technology, Comments and Request to Participate: FTC April 2004 Spyware
Workshop at 2 (March 5, 2004) ("'Spyware' . . . maybe bundled with other :tee applications, including peer-to-peer

fie sharing applications (or) may be distributed through deceptive downloading practices.) (hereinafter " CDT

Comments); Palisade Systems, Executive Sumar of Peer- to- Peer Study Results at 2 (March 2003) ("Applications
such as KaZaA and BearShare require usersto install spyware on their computer as par of the licensing agreement.

Spyware tracks the activities of the user and reports them to a third-par organization.


