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I

INTRODUCTION'

Peer-to-peer (“P2P”) software providers, such as KaZaA, Grokster, Morpheus, and
Limewire, distribute free file-sharing software to end-user consumers throughout the U.S. and the
world. The P2P software enables consumers who are part of the P2P network to easily search
millions of other in-network consumers’ personal folders for files, including images and videos,
and to download them free of charge. The P2P providers profit by selling advertisements that
appear both on their websites and on the users’ computers when they employ the file-sharing
software. Some of these advertisements are generated by third-party software providers who
partner with P2P software providers to bundle their software with the P2P software in exchange
for a fee. Several P2P providers also profit by selling “premium” file-sharing software that is “ad
free,” typically at a subscription cost to the end-user of around $30.00.

While P2P software is “free” to download, it comes at a high and undisclosed price to
consumers. Consumers “pay” dearly for their use of this product through increased security
vulnerabilities, reduced performance of their computers and lost privacy. They also subject
themselves to a variety of legal risks, including prosecution for copyright infringement or even
unlawful distribution of pornography. Teenagers and even children are among the most frequent
users of P2P networks, and parents may not be aware their children have‘downloaded the
software, or of the types of materials to which their children are thus exposed. This paper
examines the undisclosed price (i.e., injury) consumers incur in the use of P2P software, the role
P2P providers play in causing that injury, and finally whether the P2P providers’ business
practices violate Section 5 of the FTC Act or the Children’s Online Privacy Protection Act.

P2P software providers do not adequately, if at all, inform consumers of the security and
privacy risks associated with downloading and using their software to share files over P2P

networks. Specifically, these providers omit material information concerning the risk of viruses

1
This paper was prepared on behalf of the Recording Industry Association of America.
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that are spread throughout these networks. Nor do these providers adequately disclose that the
software they offer comes bundled with third-party software that collects personally identifiable
information from consumers. In some instances, this software monitors the unsuépecting user’s
key strokes and Internet sites visited. The disclosures P2P providers do provide of such matters,
if any, often are buried in the fine print of lengthy End User License Agreements (“EULAs”).
Consumers, including teens and children, who download P2P software from these sites most
often do not understand these EULAs, assuming they even ever read them given their daunting
length and complexity. Moreover, users may have no incentive to search for these buried
disclosures in EULAs after reading some P2P providers’ large print claims prominently
displayed on their websites, which promise, for example, that the software contains no spyware,
and otherwise highlight the benefits of the product without mentioning the very real risks
associated with dovs;nloading files on P2P networks.

As a result of these deceptive practices, consumers are deceived regarding the ultimate
amount of privacy and security risk involved‘ with sharing files on P2P networks. Consequently,
consumers suffer injuries in the form of viruses, widespread dissemination of their personally
identifiable information, the clogging-up of their computer bandwidth and processing capacities,
reams of spam e—ﬁlail, and, at the extreme, the unknowing and nonconsensual use of their
computers by third parties. These deceptive and unfair acts, and the injuries they cause, waﬁant
FTC investigation and possible enforcement action under Section 5. Such action would be
consistent With past FTC enforcement actions against Microsoft, Guess, and others, .for making
deceptive promises to consumers about the safety of their personal information on the Internet.

An additional cost to P2P users is the litigation risk they face from using P2P software to
engaged in unauthorized file sharing over the Internet. File-sharers, including many college
students, are faced with the very real possibility of prosecution for such activities, as evidenced
by the nearly 2,000 lawsuits filed since July of 2003 by the Recording Industry Association of
America (“RIAA”) on behalf of major record companies. The P2P providers do not adequately
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warn their customers of this litigation risk, although some providers’ EULAs include fine print
disclaimers about how they do not condone copyright infringement. Some providers, such as
Blubster, have gone even further and now advertise new P2P software that suppoéedly eﬁsures
users’ anonymity so as to insulate the user from litigation risk.2

These representations raise several critical questions under Section 5. Do the P2P
providers’ assertions that they do not condone copyright infringement mislead users, particularly
youthful, vulnerable users, into believing that file sharing on P2P networks is safe, when in fact
just the opposite is true? Do P2P providers have the requisite substantiation under Section 5 to
support such express and implied claims that, for example, use of certain software will protect
users from being sued?

Finally, P2P networks raise a host of issues associated with the distribution of violent,
pornographic and e\;en illegal content. While the use of proper notice and labeling of violent or
sexually explicit lyrics and other content has become a widespread practice among legitimate
distributors of music and other media, such prdtections are nonexistent on P2P networks.
Moreover, P2P software converts each in-network computef into a potential distribution channel
for pornography, including illegal pornography. Such issues raise a myriad of issues under
Section 5, including whether P2P providers should be required to disclose on their websites the
risks associated with downloading violent, mature, pornographic or even illegal content,
especially as these risks relate to the use of P2P networks by children.

An F TC investigation of P2P providers to further develop the facts and evidénce related
to the above consumer injuries attributable to the use of P2P networks, and enforcement actions
if warranted, would advance consumer sovereignty — the core principle underlying consumer
protection enforcement under Section 5., Such actions would assist consumers in making

adequately informed decisions about the risks inherent in downloading and using P2P software.

See Section V, infra.



II. - THE RISE AND MECHANICS OF P2P FILE-SHARING
A. P2P File-Sharing Continues to Escalate
A multitude of Internet sites currently offer free downloads of P2P’lsoftware. The
identities of these sites are fluid and many new sites continue to emerge. During the first half of
2003 alone, “no fewer than 50 new versions of ‘peer-to-peer,” or P2P file-trading software
programs emerged on the Internet.”3 At the start of July 2003, the single most popular network,
KaZaA, had a monthly audience in the U.S. of approximately 14 million unique users.4 rThe

most popular sites, based on the total number of downloads of client software, are the following:

Software Estimated Total Downloads5
KaZaA Media Desktop 2.6 343 million
Morpheus 4.0.2 122 million
iMesh 4.2 71 million
Audiogalaxy Satellite 0.609 31.5 million
LimeWire 3.8.9 20.5 million
BearShare 4.4 19 million
Grokster 2.6 9 million
Blubster 2.5 4.5 million
Ares Galaxy 1.8.1 3 million
XoloX Ultra 2.5 million

Brian Krebs, Online Piracy Spurs High-Tech Arms Race, TechNews.com (June 26, 2003).

See Leslie Walker, Music Pirates, Post-Newsweek Business Information Inc. (July 20, 2003). “Unique Users”
are defined as the total number of individuals who used the application in question at least once in the reported
month. All unique users are unduplicated (only counted once). See Comscore.com Press Release, “Online Music
Sales Decline Three Times Faster Than Overall Music Shipments, As File Sharing Applications Continue to Thrive’

~ (Nov. 4, 2002). :

5
Approximate number of total downloads of client software worldwide as of April 12, 2004. See

www.download.com.



B. Mechanics of P2P File-Sharing
Consumers’ downloading of music begins with a visit to an Internet website

offering P2P client software, where consumers download P2P software and instali it on their own
computers free of charge or for a fee if they prefer “ad free” software. This process can take as
little as a matter of minutes, depending on the speed of a user’s Internet connection. Once
installed on a user’s hard drive, the software most often contains default seﬁings that
automatically make all files on each user’s hard-drive — including but not limited to MP3 music
ﬁlesﬁ— available to the entire P2P network with no affirmative designation required by the user.7
The software enables each user to search, browse and download all files on the computers of
other network users that have been automatically designated for “sharing,” or in more limited
instances, voluntarily designated.

As the chart'above demonstrates, the major P2P networks include millions of users.
Today’s networks operate on a decentralized model, meaning that browsing énd downloading of
files occurs directly between network users (called “peers”), with no intervention by or reliance
ona centrél host or server (the “peer-to-peer” model thus contrasts with a traditional “client-
server” system used, for example, in most workplace network environments).

Music is by far the most popular type of file transferred on P2P nf:tworks. The ability to
compress music into an MP3 format which is quickly and easily transferred with no discernable

loss in sound quality has contributed significantly to the growth of file sharing on P2P ne’fworks.8

MP3 is ciu:rently the most widely used digital format for music. Developed in the 1980s, the MP3 format is
based on an algorithm that compresses a digital music file so that it can more easily and quickly be copied and
transferred over the Internet.

Pew Internet & American Life Project, Music Downloading, File-Sharing and Copyright (July 2003); see FTC
Consumer Alert, File Sharing: A Fair Share? Maybe Not (July 2003) (“If you don’t check the proper settings when
you install the software, you could open access not just to the files you intend to share, but all other information on
your hard drive.”).

Another factor facilitating the growth of file sharing has been the steady increase in capacity of most
commercially available computer hard-drives. In 1992, the average PC hard-drive was 120 megabytes. Today, the
average hard-drive has a capacity of 40 gigabytes, more than a 300 times greater increase. Les Grossman, It’s All
Free, Time (May 5, 2003). This enables a user to store many more digital files (including MP3 files) on his or her
computer.



Once logged onto a P2P network, a user can conduct a simple' keyword search for a desired artist
and/or title, or opt simply to browse through the files made available by other users.

Files stored on computers with broadband Internet connections remain available for
sharing on the network regardless of whether the individual user is using the computer or has an
Internet browser open at the time. “If you have a high-speed or ‘broadband’ connection to the
Internet, you stay connected to the Internet unless you turn off your computer or disconnect your
Internet service. These ‘always on’ connections may allow others to copy your shared files at any
time. What’s more, some file-sharing programs automatically open every time you turn on your

9
computer.”

1. PROVIDERS OF P2P SOFTWARE DO NOT ADEQUATELY DISCLOSE
THE RISK OF VIRUSES ON P2P NETWORKS

The FTC andhothers have noted that the spread of viruses over P2P networks is a
common, material danger associated with P2P usage. As the FTC warned consumers in July
2003, “[fliles you download could be mislabeled, hiding a virus or other unwanted content.”w
The FTC’s warning is supported by substantial evidence which demonstrates that P2P networks
are a virtual grid through which viruses are broadly disseminated among consumers. Internet
sites that distributé P2P file-sharing software, however, contain no clear and conspicuous
warnings or disclosures about the risks associated with downloading a virus through file sharihg
on P2P networks.

There is a high risk that P2P network users’ computers will be infected with a virus,
These viruses are commonly distributed throughout the Internet in general, while others are
specifically designed for dissemination through P2P networks. Our initial analysis, based on
information provided by Symantec Security and attached as Exhibit 1, shows that many of the

most dangerous computer viruses in existence are spread on the major P2P networks. Over one

FTC Consumer Alert, File Sharing: A Fair Share? Maybe Not (July 2003).
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hundred of these viruses are found on KaZaA and Morpheus; A significant number of viruses
also appear on Limewire, iMesh, BearShare, and Grokster. These viruses often are masked as
seemingly desirable files that consumers, particularly children, would want to doMoad. As
shown on Exhibit 2, these viruses appear on P2P networks under file names such as “The
Ermine Show (Full Album).exe,” and "‘Lord of the Rings Screensavers.scr.” Utilizing file names
associated with these and other pop culture icons, viruses traded on P2P networks often are
capable of avoiding anti-virus software installed on a user’s computer or a corporation’s network,
as the requesting user has voluntarily requested to receive the file, not knowing it is infected.
Thus, viruses traded on P2P networks “can circumvent most email or Web download anti-virus
solutions.”11

The viruses impose grievous harm for individual consumers misfortunate enough to
download them. F o'r example, W32.HLLW Maax@mm is a virus that spreads through Microsoft
Outlook and several P2P software programs. The virus specifically targets users of KaZaA,
Morpheus, Edonkey, Grokster, Limewire, and BearShare, although it can be spread through other
programs as well. System files from the P2P programs are overwritten by the virus name,
introducing the virus onto the host computer. After this has been completed, the virus modifies
the Autoexec.bat file. The next time the computer is restarted, the modification will
automatically cause the C and D drives to be formatted. The virus will also attempt to halt any
anti-virus or security processes that attempt to shut it down.12

Another virus, W32.Naco.D@mm, of which there are many variants, operatés in a similar
manner. In this case, however, the author of the virus has compressed and encrypted the virus so

that any attempts to remove it by antiviral software will be delayed. The virus searches for

specific folders, many of which are specific to P2P programs such as KaZaA, Morpheus,

Palisade Systems, Executive Summary of Peer-to-Peer Study Results at 3 (March 2003).
* Symantec Security Response — W32.HLLW Maax@mm,
http://securityresponse.symantec.com/avcenter/venc/data/pf/w32.hllw.maax@mm.html.
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Limewire, Grokster, and BearShare. If these folders are found on the system, the worm copies
itself into the folder using a variety of names. All other files in the same folder as the viruses are
deleted, and the D drive is completely formatted. By using various pseudonyms, fhe virus can
run many copies of itself at the same time, disrupting the host system further and making anti-
virus attempts more difﬁcult.13

Another example is Fizzer, a virus that plagued KaZaA users in May 2003:

KaZaA and KaZaA users’ susceptibility to viruses is well
illustrated by the Fizzer worm discovered in May 2003. Fizzer
spreads through the KaZaA network by creating multiple copies of
itself with different names and placing them in the victim
computer’s dedicated KaZaA file-sharing folder. As soon as this
happens, Fizzer becomes “available” to every other KaZaA user.

Fizzer is a dangerous worm. It includes a keylogger that intercepts
and records all keyboard strokes into a separate log file, and a
backdoor utility that allows the worm’s “master” to control the
infected computer via IRC (Internet Relay Chat) channels as well
as via HTTP and Telnet protocols. It also attempts to download
updated versions of its own executable modules, and scans the

memory of victim computers to shut down the active processes of a
. .. 14
range of the most widely used anti-virus programs.

Viruses like Fizzer can devastate an individual user’s computer, making it virtually
unusable and beyond repair. Moreover, through e-mails, an unknowinglif infected P2P user may
spread the virus to others not sharing files on a P2P network. Such dangers are especially ripe
for business computer networks, where infected files downloaded by one employee can spread
rapidly throughout the network via inter-office e-mail.

Despite these known and real dangers, the providers of P2P software provide little to no

disclosure of the risks to consumers. Indeed, a preliminary review of the Internet sites of major

13
Symantec Security Response — W32 Naco.D@mm,

http://securityresponse.symantec.com/avcenter/venc/data/pf/w32.naco.d@mm.html.

KaZaA: The Hidden Threat from Peer-to-Peer Networks, PestPatrol Educational White Paper at 7 (June 2,
2003).



P2P software providers revealed no clear and conspicubus disclosures on the risks of contracting

- a computer virus via file sharing on P2P networks.15 This complete lack of disclosure by P2P

IV.

providers warrants an FTC investigation as to whether P2P providers are violating Section 5 by

failing to include material information regarding the risks of viruses inherent in their software

programs.

CONSUMERS ARE HARMED THROUGH P2P SOFTWARE
PROVIDERS’ POTENTIALLY DECEPTIVE PRACTICES
CONCERNING SPYWARE/ADWARE

Another consumer harm associated with the acquiéition of P2P software arises from the
unknowing acquisition of spyware/adware. A consumer may acquire this software either through
downloading P2P software from providers such as KaZaA, Morpheus and Limewire, or through
the files the consumier subsequently downloads off P2P networks.16

P2P software providers often partner with the providers of adware/spyware, profiting on
the inclusion of such third-party software with their popular P2P programs. The fundamental

purpose of spyware is “to gather information about the user and relay it back to the ad server so

The largest P2P software provider, KaZaA, while not clearly and conspicuous disclosing the risk of viruses on
P2P networks, evidently is aware that such risk exists. Specifically, among the embedded software that downloads
automatically with the KaZaA software is Bullguard P2P, software designed to guard users’ computers from virus
attacks on P2P networks. This discussion of Bullguard is buried on page 5, paragraph 9.4.3 of KaZaA’s EULA.
While KaZaA should be, perhaps, applauded for taking steps to safeguard its users’ computers against viruses spread
through P2P networks (although we currently have no data on the actual effectiveness of this software at preventing
viruses), this still does not remedy KaZaA’s lack of clear and conspicuous disclosure to consumers of the risks
associated with virus attack on P2P networks before they download or purchase KaZaA’s software. See Federal
Trade Commission Policy Statement on Deception, appended to Cliffdale Assocs., 103 F.T.C. at 180 (Disclosures of
qualifying information must be clear and conspicuous. Moreover written disclosures or fine print may be insufficient
to correct a misleading representation — in this case, that KaZaA’s software is safe to use.) (hereinafter “Deception
Statement”). Moreover, as explained above, many of the viruses spread through the P2P networks are immune to the
antiviral software.

See Center for Democracy & Technology, Comments and Request to Participate: FTC April 2004 Spyware
Workshop at 2 (March 5, 2004) (““Spyware’ . . . maybe bundled with other free applications, including peer-to-peer
file sharing applications [or] may be distributed through deceptive downloading practices.”) (hereinafter “CDT
Comments™); Palisade Systems, Executive Summary of Peer-to-Peer Study Results at 2 (March 2003) (“Applications
such as KaZaA and BearShare require users to install spyware on their computer as part of the licensing agreement.
Spyware tracks the activities of the user and reports them to a third-party organization.”).
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that accurately targeted advertising can be directed at the user.”17 Such transmission of
information most often occurs without the user’s knowledge. Spyware also can hijack a
consumer’s computer, making its contents and storage capacity available to otheré without a
consumer’s knowledge or consent. Other problems, such as using up computer bandwidth and
processing capacity, and dramatically increasing spam, also are attributable directly to
spyware/adware.

A recent study by the University of Washington finds that P2P networks play a central
role in the dissemination of spyware. Researchers downloaded the ten most popular
shareware/freeware programs, as listed in CNet’s download.com website. Of the four programs
containing spyware, three (KaZaA, iMesh and Morpheus) were P2P file sharing clients.
“Assuming CNet’s data is correct,” the study concludes, “hundreds of millions of users have
been exposed to sp};ware from this source alone.”18

While the computers of all Internet users can become infected with spyware, this study
found that users of P2P software are much more likely to acéuire spyware than Internet users in
general. Specifically, users of KaZaA’s P2P software were 'up to 22 times more likely to become
infected with spyware than Internet users in general, “confirming the intuition that using file-

. . 519 .
sharing software exposes clients to spyware.” = As the study concludes, consumers who acquire

spyware on their computers face multiple serious risks.

Spyware poses several risks. The most conspicuous is
compromising a uset’s privacy by transmitting information about
that user’s behavior. However, spyware can also detract from the
usability and stability of a user’s computing environment, and has
the potential to introduce new security vulnerabilities to the

17
Spyware, Adware, and Peer-to-Peer Networks: The Hidden Threat to Corporate Security, PestPatrol Technical

White Paper (April 2, 2003).

Stefan Saroiu, Steven D. Gribble and Henry M. Levy, “Measurement and Analysis of Spyware in a University
Environment,” (http://www.cs.washington.edu/homes/gribble/papers/spyware.pdf) at 2 (hereinafter “Saroiu™).

Saroiu at 9.
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infected host. Because spyware is widespread, such vulnerabilities
- ., 20 :
would put millions of computers at risk.

A. P2P Software Providers Fail to Adequately Disclose to Consumer‘s the
Inclusion of Spyware/Adware
Many major providers of P2P software claim to be spyware-free. For example,
Limewire states prominently on the opening page of its Website that its software contains “[n]o
spyware . . . EVER!”21 A third-party source quotes Sharman Networks, the distributor of
KaZaA, as claiming that “KaZaA Media Desktop (KMD) . . . made available on KaZaA.com or
Download.com . . . contains NO spyware. Sharman Networks does not condone the use of
spyware nor support the distribution of spyware to others.”22 P2P software provider Morpheus
claims that it “does not bundle malicious spyware.”23
A preliminary review of the software provided by KaZaA, LimeWire, Morpheus and other
P2P providers indicates, however, that such claims are likely deceptive or outright false because
1) the providers fail to clearly and conspicuously disclose that various third-party software
products come imbedded in the P2P software they provide; and 2) as detailed below, the claims
may not be substantiated. Whether this third-party software is called “adware” (as preferred by
the P2P providers) or “spyware” (as used by others) is irrelevant. What is relevant under Section
5 is that such software is included with the P2P software consumers download, most often
without knowledge or consent, and after downloading this software collects and transmits
personally identifiable consumer information to third parties, as well as causes other consumer

.. 24
injuries.

20
d

21 . .
www.limewire.com

2
KaZaA: The Hidden Threat from Peer-to-Peer Networks, PestPatrol Educational White Paper (June 2, 2003).

23
www.morpheus.com/notices.html

24 .
See Saroiu at 1 (“[T]he term ‘spyware’ is commonly used to refer to software that, from a user’s perspective,
gathers information about a computer’s use and relays that information back to third party. This data collection

occurs sometimes with, but often without, the knowing consent of the user.”).
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While P2P software providers fail to tell consumers the whole story when it comes to
bundled third party software, others that distribute their products are much more cautious. For
example, contrary to Limewire’s claim on its own website that no spyware, ever, is included with
its software, a third-party distributor of this software tells a different story, warning its own
customers that Limewire’s software “includes additional applications buncﬂed with the
software’s installer file. Third-party applications bundled with this download may record your
surfing habits, deliver advertising, collect private information, or modify your system
settings.”25

Similarly, contrary to claims by Morpheus that it does not bundle “malicious spyware”
with its P2P software, the University of Washington study found the opposite, that versions of
Morpheus’ P2P software contained spywa;re.26 This study also found a specific type of spyware,
eZula, bundled wit}; Limewire (contrary to its “[n]o spyware . . . EVER!” representation).27

KaZaA, by far the most popular P2P software, has been a principal distributor of spyware
since its initial release early this decade. As shown on the folldwing chart, twelve different
spyware/adware programs have been bundled with its softWare, and every version of KaZaA’s
P2P software released this decade has had at least two versions of spyware bundled with it. Like

many P2P programs, users cannot acquire KaZaA’s P2P sofiware without also acquiring the

third party software bundled with it.

25
www.download.com (emphasis in original).

26 .
See Saroiu at 3.

See id at 5.
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Spyware Bundled with KaZaA P2P Software

KaZaA Version 133 1.4 1.5 1.6 1.7 2.0 2.1 2.1.1 2.6
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Source: Saroiu at 4.

If P2P providers do make disclosures about the spyware/adware incorporated with their
products, such disclpsures are buried in the fine print of EULA agreements. For example, on
page six of its nine-page EULA, P2P provider Grokster discloses that its software may be
bundled with spyware/adware and that the consumer should “note that the THIRD PARTY
SOFTWARE is subject to different license agreements or other érrangements, which should be
read carefully, compared to the Terms of Service of Grokstér.”28 While failing to provide a
comprehensive list of all adware/spyware bundled with Grokster, making it virtually impossible
to conduct the due diligence Grokster pawns off on its customers, the Grokster EULA goes on to
provide three paragraphs noting the “inherent dangers” of using third party software downloaded
from the Internet, and disclaiming all liability. Similarly, P2P provider iMesh urges its
customers tb review carefully the license agreements of its third party software providers
(without disclosing the identity of these providers) and disclaims all liability for third party
software — in Section 9 of its multi-page, small font EULA.

Even if P2P sites like Grokster and iMesh provide their customers notice regarding the
due diligence they suggest their users conduct, it is doubtful that reasonable consuﬁers of P2P

software, many of whom are teenagers and children, 1) can find and understand the disclosures;

2 Grokster EULA at 6.
13




and 2) can or do actually conduct the due diligence the P2P providers conveniently lob to the
user. This failure to adequately disclose is particularly egregioﬁs given that: “Many of the most
popular file sharing applications do come bundled with spyware. . . . Peer-to-peerv applications
are some of the worst culprits when it comes to obscuring notice by bundling EULAs together

29
and making uninstallation of spyware components as difficult as possible.” |

B. Spyware Distributed With P2P Software Compromises Consumer
Privacy

Most users, if not all, are unaware of the information-gathering

functionality of spyware programs. Spyware is generally freeware,

and the information-gathering functionality is not mentioned before
0

users install the software.

The deceptive bundling of adware/spyware with P2P software results in many
forms of consumer injury, including a severe compromise of consumer privacy. For example,
despite their “no spyware” pledges, an embedded software included in KaZaA and Limewire (as
well as other P2P providers like iMesh and Grokster) is Cydoor.31 Cydoor is one of the most
widely spread versions of spyware.32 It “delivers highly targeted advertising directly to desktops
in advertising enabled software applications.”33 The targeted advertisements that Cydoor delivers
are dictated by information it collects on individual user’s demographics and Internet browsing
' history.34 “When a user first installs a program that contains Cydoor, the user is prompted to fill

. . . D . ,,35
out a demographic questionnaire, the contents of which is transmitted to the Cydoor servers.

Ghosts in Our Machines: Background and Policy Proposals on the “Spyware” Problem, Center for
Democracy & Technology White Paper at 10 (Nov. 2002) (hereinafter “CDT White Paper”).

The Dangers of Spyware, Symantec Security White Paper (2003).

" See eg, KaZaA EULA 19.4.1.

32 .
See Saroiu at 4.

33
www.cydoor.com

34
See Saroiu at 4.

35
d
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Thereafter, “Cydoor collects information about certain Web sites that a user visits and
periodically uploads this data to its central servers.”36 In addition to collecting such personal
information without consent, there also have been “[nJumerous reports of Cydoor. and associated
applications causing errors in Windows XP.”37
Despite these harms, consumers who desire KaZaA must also acquire Cydoor,

often unknowingly. “In Kazaa there is at least one program, Cydoor, that you cannot opt out of,
and if you remove that, Kazaa stops working until you reinstall iz‘.”38

Another third-party software distributed with KaZaA, iMesh, Grokster, and other P2P
providers is the GAIN Adserver software, also known as Gator, which “identifies your interests
based on . . . your computer usage and uses that information to deliver advertising messages to
you.”39 Gator has been one of the most rapidly expanding examples of spyware/adware, and “has
been among the mogt frequently cited pieces of privacy-invading spyware.”40 To provide
targeted advertising, Gator’s software “can track users’ web-browsing, including gathering and
transmitting information on search terms.”41 Versions of Gator alsd have been known to keep
track of a user’s location, zip code, and computer ID, and have been found to remain on a user’s
computer long after the P2P software was removed.*

Cydoor and GAIN/Gator are just two examples of software, included in downloads of

P2P software, which transmits personally identifiable information to third parties without a

36
1d.

37
Id

* Lisa Gill, PC Spies at the Gate, NewsFactor Network (Jan. 2, 2003) (emphasis added).

¥ See, e.g, KaZaA EULA 9.4.4.

0 .
! CDT White Paper at 4 n.3. The University of Washington study found that the prevalence of Gator throughout
computers on the university’s network had increased nearly 600% from 2000 to 2003. See Saroiu at 7.

CDT White Paper at 4 n.3.

42 .
See id.; accord Saroiu at 4.

15



consumer’s knowledge or consent. Further investigatioﬁ of P2P providers by the FTC likely
would reveal other examples.43 Indeed, there are hundreds if not thousands of consumer
complaints regarding the injury suffered as a result. A quick search on a single pubiic website
generated 687 consumer complaints on KaZaA’s software alone. A few excerpts demonstrate the

44
harms inflicted on these consumers. See Exhibit 3.

“Crashed my computer!!! Virus infected 54 files on my hard drive.
I had to download another adware killer to get rid of all the adware.
If you do download, you need to get Spyware S&D to kill the
adware after you take Kazaa off . . . and you will take it off.”

“Kazaa now has pop up ads that leave the Trojan virus JS/noclose
on your computer so you can't close the ads. It happens at least
every hour. There is no way to contact them about this problem
e1ther DO NOT DOWNLOAD!!!”

“I never had any problems with Password stealing viruses until I
downloaded this junk program and most viruses were directly
linked to the advertising popups and other adware junk bundled
with this very Slow loading program. Make sure you have a Very
Good antivirus program that is on at all times if you use this file
sharing program, you’ll need it a lot.”

“I had this on my computer for less than 2 weeks and during that
time I got a virus that was not cleanable because it damaged so
many files. I finally had to restore my computer after many hours
of tech support and virus scanners that could not fix it. I would
never recommend this to ANYONE!!”

43
See Spyware, Adware, and Peer-to-Peer Networks: The Hidden Threat to Corporate Security, PestPatrol

Technical White Paper (April 2, 2003) (listing twelve embedded software products included with Grokster’s P2P
software).

The complaints were made by users of KaZaA software specifically regarding the burden of viruses that can be
spread by the use of KaZaA and other P2P software programs. These and other complaints can be found on-line at
http://download.com/3302-2166_4-10247401.html?pn=1&{b=2.
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C. There are a Myriad of Additional Consumer Harms Caused by
Adware/Spyware '

In addition to seriously compromising consumer privacy and crashing consumers’
computers via viruses, spyware/adware cause additional harms to the computers of consumers or,
for consumers who download P2P software at their work, to computer networks of both large and
small businesses. The transmission of personal information from, and targeted advertisements
to, a user’s computer from spyware/adware can appropriate much of a computer’s or network’s
broadband capacity. Such constantly running software also can use substantial portions of a
computer’s or network’s processing capacity. Since P2P software often includes more than one
embedded spyware program, the simultaneous running of such software can multiply these
effects.45 These cumulative effects are magnified on corporate computer networks, with multiple
versions of P2P software installed on multiple employees’ computers;

The targeted advertisements spyware/adware are designed to create also increases the
amount of spam e-mail distributed throughout the Internet. “Spyware will often locate email
addresses and phone numbers with them. These addresses then get added to other addresses and
passed between spa.mmers.”46 As the FTC is well aware, thé rise of spam e-mail has become a
major burden on consumers and the American economy, collectively costing businesses in the
U.S. an estimated $8.9 billion.47 Moreover, the rise of spam has diminished significantly the
value of the Internet to consumers.

Additionally, certain forms of spyware hijack a user’s computer and Internet connection
and use it for their own purposes. A prominent example of this was the distribution of the Altnet

software through KaZaA in April 2002.48 The goal of Altnet was to create a storage and

45
See Spyware, Adware, and Peer-to-Peer Networks: The Hidden Threat to Corporate Security, PestPatrol

Technical White Paper (April 2, 2003).

46

ld

47
See id.

See CDT White Paper at 4.
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computing network grafted upon the KaZaA P2P network, from which its creator, Brilliant
Digital Entertainment, could sell spare computing capacity located on users’ computers to third
parties. Despite this intended third-party use of a consumer’s computer, “[u]sers Were never
clearly told that software with the capability to use their computers and network connections in
this way was being installed.”49

Finally, in addition to being hard to detect, many spyware programs are difficult to delete,
and may remain active even after a consumer deletes the associated P2P program. “[O]nce these
invasive applications are on a user’s computer, they can be difficult or impossible to find and
remove.”50 This viability is due in part to spyware’s ability in many instances “to self-update, or
download new versions of themselves automatically. Self-updating allows spyware authors to
introduce new functions over time, but it also may be used to evade anti-spyware tools, by

- . ) . ) 51
avoiding specific signatures contained within the tools’ signature databases.

V. P2P PROVIDERS FAIL TO ADEQUATELY WARN USERS OF
LITIGATION RISKS

It is an established fact that many users download their file-sharing software for the
purpose of exchanging copyrighted materials. In fact, some P2P providers appear to implicitly
endorse and expﬁcitly facilitate such use. For example, Grokster’s software extracts “meta data”
from imported files, and then arranges the meta data so that it is searchable by other users.52 VFor
music files the meta data extracted by the Grokster program “comprises Title, Album, Artist,
Length, and bit rate.”53 Grokster suggests that extracting and organizing the meta data increases

the search possibilities and accuracy of its file-sharing software. However, to use such meta data

49

Id

50
CDT Comments at 3.

51 .
Saroiu at 3.

52
See Grokster “Technology” Web Page, accessible at www.grokster.com.

53
1d.
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for searching, users must know the title, album, etc., information that presumably users are not
likely to know for most uncopyrighted works.

At least two P2P providers acknowledge in their EULAS that they are aware of the use of
their software to exchange materials without the knowledge and consent of the copyright
owners.54 However, it is the consumer user, often college students and younger, who suffers the
harm. The RIAA, on behalf of major record companies, has brought close to 2,000 lawsuits
since July of 2003 against individual users of P2P networks, including bringing in March 2004
actions against 532 students at 21 different universities.” While P2P providers’ do make some
disclaimers regarding the litigation risk their users face, these disclosures are often buried in the
depths of fine-print EULAs.56 Consumer perception evidence likely would demonstrate that
these disclaimers are inadequate to warn consumers about the litigation risk inherent in
downloading music .on P2P networks. Moreover, even if users find and read the P2P’s fine-print
disclosure:s,57 the statements may imply to the user that the P2P providers are actively policing
their networks, when just the opposite is true. |

Some providers have actually developed new software versions designed to circumvent
detection of the identity of P2P network users. A recent Blubster press release proclaims

“Blubster has re-launched with a new, secure, decentralized, self-assembling network that

54
See, e.g., Grokster Terms of Service § 7 (“You should be aware that some of the files other Grokster users

designate to share may have been created or distributed without the copyright owners’ authorization.”); Audiogalaxy
“Disclaimer and Usage Agreement” (“Audiogalaxy cautions you that some music on the Internet has been made
available against the wishes of the copyright owners.”).

» See RIAA Press Release, “RIAA Brings New Round of Cases Against Illegal File Sharers” (March 23, 2004).

56
See, e.g., KaZaA EULA { 6.1; Grokster EULA { 1; Audiogalaxy Disclaimer and Usage Agreement 1.

7 See, e.g., www.Morpheus.com/notices.html “Copyrights and Inventions,” (“StreamCast [Morpheus] does not
condone copyright, patent, or other intellectual property infringement.”); www.Audiogalaxy.com/info/help
(“Audiogalaxy respects the intellectual property of others, and we ask our users to do the same. Audiogalaxy may, at
its own discretion, disable the accounts of users who may be infringing the intellectual property of others.”);
Grokster EULA § 1 (“Please note that Grokster respects the right of copyright owners and is fully committed to
protect their rights.”).
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provides users with anonymous accounts.”s8 The new version, “takes advantage of a new
streamlined means of distributing large files to disassociate file transfers from specific users.”59
Blubster goes on to state, however, in small-print, at the very bottom of its press felease separate
and distinct from the rest of its text, that “Blubster.com does not condone activities and actions
that breach copyright owners, and it is user’s responsibility to obey all laws governing copyright
in each country.”60 This is precisely the kind of inadequate disclosure the FTC uses as Example
3 in the guidance on Dot Com Disclosures, which states that blank space between on-line claims
and their required disclosures fails to make the disclosures clear and conspicuous as required
under Section 5. Compare Exhibit 4 to Exhibit 5. Indeed, Blubster’s press release is even
worse than the FTC example, given the small font size of the disclosure’s text.

These P2P provider practices raise significant Section 5 questions such as whether the
P2P providers have clearly and conspicuously disclosed to users the risks of sharing files on P2P
networks. In addition, do the providers’ fine-print EULA disclosures concerning unauthorized
file sharing mislead users into believing that there is minimal risk of downlo.ading copyrighted
materials because the providers affirmatively police the P2P networks for such materials? Do
providers’ claims of software to mask users’ identity mislead consumers into believing they are

safe from being sued? Finally, do P2P providers have the requisite substantiation to support

claims that their software allegedly insulates users from this litigation risk?

5
’ Blubster Press Release, “P2P Downloaders Go Anonymous with Blubster 2.5” (June 30, 2003).

59
d

60
d
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VI.

PROVIDERS FAIL TO WARN USERS OF VIOLENT OR OFFENSIVE
MATERIALS AVAILABLE THROUGH THEIR NETWORKS AND OF
THE RISK OF USERS BECOMING UNWITTING DISTRIBUTORS

As discussed below, many P2P users are teenagers (and even younger children),61 whose
parents may wish to limit access to lewd, violent or offensive materials. The FTC has recognized
this parental interest in a series of reports on marketing of violent entertainment to children, and
has sought to encourage media distributors to adopt practices that empower ﬁarents to make
informed decisions about their children’s exposure to such materials, including appropriate
notices and labeling in advertising and packaging.62 The Commission has noted that the music
recording industry has made progress in these respects,63 and the RIAA has indicated its
commitment to continue working with the Commission to achieve still further improvement.

Even as legitimate music distributors are making progress towards empowering parents,
P2P services continue to offer an environment where — literally — anything goes. Indeed, children
of any age may download P2P software and, having done so, access unlabeled music, images and
video files of virtually any kind. Children need not even act willfully to access inappropriate
material: It is easy to imagine a teenager downloading a file named “Britney Spears.mpeg”
expecting to find a song by Ms. Spears -- and receiving instead content her parents would find

highly inappropriéte. P2P services not only fail to provide for the type of labeling now

| universally adopted by legitimate distributors; they make no significant effort of any kind to |

See infra Section VIL.C (citing data which show that as many as 8.7 million Americans between the ages of 12
and 17 engage in file sharing on P2P networks).

See FTC Report, “Marketing Violent Entertainment to Children: A Twenty-One Month Follow-Up Review of
Industry Practices in the Motion Picture, Music Recording and Electronic Game Industries ~ Report to Congress”
(June 2002); see also FTC Report, “Marketing Violent Entertainment to Children: A Review of Self-Regulation and
Industry Practices in the Motion Picture, Music Recording and Electronic Game Industries,” (Sept. 11, 2000); Letter
from former FTC Chairman Robert Pitofsky to Senator John McCain, Chairman, Committee on Commerce, Science,
and Transportation regarding the FTC Report on Marketing Violent Entertainment to Children (Nov. 20, 2000)
(“[T]he Commission believes that the best course is for the Congress to continue efforts to promote substantially
improved, voluntary, self-regulatory [industry] efforts [to label violent movies, music or electronic games regarding
their appropriateness for children].”).

63 :
See Marketing Violent Entertainment to Children, supra note 62 at 18.
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notify parents of the types of materials their children will find when they start “sharing” files
with anonymous fellow P2P subscribers of all ages and tastes. To the extent such warnings, if
available, would influence the decisions of parents on whether to allow their children to utilize
P2P services, their absence may constitute a material omission subject to scrutiny under Section
5.

Another issue that raises questions of the need for warning disclosures is pornography,
especially illegal pornography, shared over the P2P networks. Most file-sharing software
configures itself so that any file that a user downloads becomes available for redistribution from
that user’s computer fo anyone else using the P2P network. Thus, file-sharers who download
files for private, home use become distributors of those files by (perhaps unwittingly) turning
their home computer into a public content-distribution source. This can result in exposing
children to pornograph'y and adults to criminal liability for illegal pornography distribution. The
question under Section 5 is again whether P2P providers failure to warn users of the risk of
prosecution for pornography distribution (albeit unintended) constitutes an unfair of deceptive

practice, particularly when many of the P2P users are teenagers or children.

AN FTC INVESTIGATION IS WARRANTED TO DETERMINE
WHETHER P2P PROVIDERS’ BUSINESS PRACTICES VIOLATE THE
FTC ACT

‘The acts and practices of the P2P providers raise significant questions as to whether
violations of Section 5 of the FTC Act have occurred. Section 5 prohibits unfair or deceptive
acts or practices in or affecting commerce.64 A representation, omission, or practice is deceptive
if it is likely to mislead consumers acting reasonably under the circumstances to their detriment.65

In determining the claims that an ad conveys to consumers, the FTC looks at the ad’s “net

15U.S.C. § 45

6
> See, e.g, Kraf, Inc., 114 F.T.C. 40, 120 (1991), aff'd and enforced, 970 F.2d 311 (7th Cir. 1992); Cliffdale

Assocs., 103 F.T.C. 110, 164-65 (1984); see generally Deception Statement at 174-83.
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impression.”v66 When representations are targeted to a épeciﬁc audience, including vulnerable
groups such as children, the Commission considers the effect of the representation on a
reasonable member of that vulnerable group.67 Disclosures of qualifying informa;cion must be
clear and conspicuous. Written disclosures or fine print may not be sufficient to correct a
misleading representation.68 Omissions constitute deception when 1) a seller states a “half-truth”
or 2) the seller is silent “under circumstances that constitute an implied but false

.69
representation.”

An act or practice is unfair if it causes or is likely to cause injury to consumers that is 1)
substantial; 2) not outweighed by countervailing benefits to consumers or competition; and 3) not
reasonably avoidable by consumers themselves.70 In determining whether an act is unfair, the
Commission may consider established public policy as evidence, but public policy considerations
may not serve as the primary basis for an unfairness decision.

Application of the FTC’s deception and unfairness standards evidences that an FTC

investigation of P2P providers is warranted.

A. P2P Providers Have Engaged in Deceptive Representations and Failed
to Disclose Material Facts

The above discussion indicates that P2P software distributors do not tell the
consumers the whole story or even the highlights concerning the risks inherent in the software

they distribute. Since the rise to prominence of the Internet in the late 1990s, the FTC has been

% FTCv. Sterling Drug, 317 F.2d 669, 674 (2d Cir. 1963).

67
See Deception Statement at 179 (citing Bates v. Arizona, 433 U.S. 350, 383 n.37 (1977)).

68
See id. at 180.

69 .
International Harvester Co., 104 F.T.C. 949, 1058 (1984); see also Deception Statement (“The representation,

omission or practice must be a ‘material’ one. The basic question is whether the act or practice is likely to affect the
consumer’s conduct or decision with regard to a product or service.”)

See 15 U.S.C. § 45(n); see also, Orkin Exterminating Co., 108 F.T.C. 263, 362 (1986); International Harvester
Co., 104 F.T.C. 949, 1061 (1984); see generally Federal Trade Commission Policy Statement on Unfairness,
appended to International Harvester Co., 104 F.T.C. at 1070-76.
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at the forefront of protecting consumers’ interests in the digital marketplace. Specifically, it has
encouraged Web site operators to “provide consumers clear and conspicuous notice of their
information practices, including what information they collect, how they collect it . . . how they
use it . . . and whether other entities are collecting information through the site.”71 Operators also
should “take reasonable steps to protect the security of the information they collect from
consumers.”72 When Web site operators fail to deliver on their promises of safeguarding
consumer information, the FTC has taken enforcement action.73

An investigation and, if warranted, enforcement actions against P2P software providers is
consistent with these principles. Indeed, the potentially unfair and deceptive practices described
above, and the substantial consumer injuries they impose, appear to be even more egregious than
those involved in arguably analogous FTC enforcement actions. For example, among other
claims, the FTC alleged that Microsoft misrepresented the level of security for consumers using
Microsoft’s Passport authentication services to make purchases on the Internet, claiming that
purchases made with Passport were more secure when, in fact, this was not ’crue.74 P2P software
providers, however, misrepresent or fail to disclose the substantial risks consumers face by
downloading and using their products. Thus, while Microsoft’s Passport service did not provide
the additional security benefits it promised, it did not, like P2P software, place a consumer at
greater risk of harm without the consumer’s knowledge or consent.

The FTC’s actions against Eli Lilly and Guess involved these parties’ negligence

concerning the security of information provided by consumers. Specifically, Eli Lilly breached

Robert Pitofsky, Prepared Statement of the Federal Trade Commission on “Privacy Online: Fair Information
Practices in the Electronic Marketplace” before the Senate Committee on Commerce, Science, and Transportation

(May 25, 2000).

7
Id

7
See Orson Swindle, Prepared Statement of the Federal Trade Commission on “Cybersecurity and Consumer

Data: What's at Risk for the Consumer?” before the Commerce, Trade & Consumer Subcommittee of the House
Committee on Energy and Commerce (Nov. 19, 2003).

74 :
See Microsoft Corp. File No. 012 3240, FTC Analysis to Aid Public Comment (2002).
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its promise to keep customer information confidential By mistakenly disseminating a mass e-mail
that contained its individual customers’ e-mail ad'dresses.75 Guess did not satisfy its promises of
confidentiality and security to consumers when it knew that its system was not seéure and a
hacker subsequently gained access to consumer information by using an SQL attack.76

What P2P providers have in common with the Eli Lilly and Guess actions is the
unconsented-to dissemination of confidential consumer information. However, in the case of
P2P software distributors, this breach in consumer trust is not the result of negligent employee
action (as in Eli Lilly) or the hacking into a system by a third party (as in Guess). The invasion
of consumer privacy in this instance is caused by a consistent business practice knowingly
followed by major P2P software providers — profitably partnering with third party software
suppliers who acquire confidential consumer information and then failing to disclose or,
alternatively, burying disclosure of the existence of such relationships deep within EULA fine-
print.

Enforcement against providers of P2P software also would be consistent with older
Commission precedent that prohibited the unauthorized sale of cable television decoder boxes to
consumers. In its 1987 decision against C & D Electronics, the Commission concluded that the
sale of decoder boxes, which enabled their purchasers to acquire cable television for free, hurt all
consumers through harms like increased cable subscription rates and eventual reductions in cable
services.77

Thé RIAA has stated that unauthorized distribution through P2P networks feduces
substantially the ability of the record industry to find and develop new talent.78 Therefore, in the

long term all music fans are injured through a reduction in the quantity and quality of new music

”  See Eli Lilly and Co., FTC Complaint (May 2002).

76
See Guess?, Inc., FTC Complaint (July 2003).

7 See In the matter of C&D Electronics, Inc., 109 F.T.C. 72 (1987).

78 .
See www .riaa.com.
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the industry is capable of providing. This form of an oﬁtput reduction is similar to that Chairman

Oliver described over fifteen years ago arising from the sale of cable decoder boxes:

[T]n a case of this sort injury to consumers may go well beyond a
simple increase in prices; the activity here may provide
disincentives that will result in services not being available to
consumers at all. There is little or no reason for businesses to
establish cable services, or to expand and improve existing ones,
unless sufficient revenue can be generated to warrant expenditures.
Widespread or unchecked free riding could discourage venturers
that would offer such services or could result in raising the prices
for cable subscriptions in existing networks beyond optimal levels.
Thus such action could not only result in present injury, but also
could undermine the competitive process that encourages
innovation or maintenance of such facilities and thereby increase

79
the risks of collateral consumer injury of a different type.

B. FTC Enforcement Under Section 5 Would Advance Consumer
Sovereignty

The investigation of, and potential enforcement against, P2P software providers
for the actions detailed above would advance the FTC’s core mission under Section 5 of
safeguarding consumer sovereignty. “[T]he core of modern consumer protection policy is to

protect consumer sovereignty by attacking practices that impede consumers’ ability to make
80

bR

informed choices . . ..

The acts and practices described above involve a major compromise, if not a complete
loss, of consumer sovereignty. In many inétances, personally identifiable information is being
transmitted to third parties without the consumer’s knowledge or consent. In other examples,
programs like Altnet actually hijack existing capacity on a consumer’s computer, using it in ways

to which the consumer neither intended nor consented. In all cases described above, the

In the matter of C&D Electronics, Inc., 109 F.T.C. 72 (1987) (Separate Statement of Chairman Daniel Oliver).

Timothy J. Muris, The Federal Trade Commission and the Future Development of U.S. Consumer Protection
Policy, Remarks at the Aspen Summit (Aug. 19, 2003).
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deceptive practices of the P2P providers result in consumers, who often are teenagers or children,
attempting to make choices in the digital marketplace in the face of drastically imperfect
information. As consumer protection “generally can be thought of as policing the mérket against
acts and practices that distort the manner in which consumers make decisions in the
marketplace,”81 FTC investigation of the P2P providers’ business practices, and enforcement

actions if warranted, are appropriate to protect consumers, especially this nation’s youth.

C. P2P Providers’ Business Practices May Also Violate the Children’s
Online Privacy Protection Act

The collection, use, and disclosure of personal information from children by P2P
providers also raises serious questions under the Children’s Online Privacy Protection Act of
1998 (“COPPA”).82 The FTC’s implementing regulations of this statute prohibit operators of
Internet services directed to children, or operators that have actual knowledge that it is collecting
personal information from a child, to collect personal information from children without first (i)
providing infqrmation on what information it collects from children, how it uses and discloses
this information; (ii) obtaining verifiable parental consent prior to any collection, use, or
disclosure of such information from children; and (iii) providing a reasonable means for parents
to review the personal information being collected from a child.83

The COPPA’s application is broad. The personal information it seeks to protect includes
name, address, e-mail address, and telephone nurnber.84 Simply collecting such information
without parental consent, even without disseminating or using the information collected, is

prohibited under the s‘catute.85 The COPPA defines a “child” as someone under the age of 13.86

Timothy J. Muris, The Interface of Competition and Consumer Protection, Address at the Fordham Corporation
Law Institute’s Twenty-Ninth Annual Conference on International Antitrust Law and Policy (Oct. 31, 2002).

®  15U.S.C.§6502.

83

See 16 C.F.R. 312.3.

84

See id. at § 312.2.

¥ Seeid at§312.1.
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Violations of the COPPA are punishable by the FTC as unfair or deceptive acts or practices
under Section 5.87

To determine whether a particular operator’s Internet site is directed to children, the
COPPA’s implementing regulations require the FTC to “consider competent and reliable
empirical evidence regarding audience composition.”88 Children are some of the primary users
of P2P networks. While our preliminary analysis did not find empirical evidence directly
quantifying the presence of all children on P2P networks, studies that have examined P2P
demographics have included children — as defined under COPPA — in their age groups. For
example, one study found that 56% of consumers age 12-17 had downloaded music — the highest
percentage of any age group in the survey.89 Another study found that 41% of responds aged 12-
17 are engaging in file-sharing on P2P networks.90 Based on 2000 U.S. Census data, this
translates to around “8.7 million Americans between the ages of 12 and 17. By far the most
popular songs traded on P2P networks tend to be current “pop” hits popular with teenagers and
children. For example, during the week ending April 12, 2004, the ten most downloaded tracks
included Britney Spears’ “Toxic” and Linkin Park’s “Numb.”91

Therefore, distributors of P2P software have constructive, if not actual, knowledge that a
significant number of individuals downloading the software they distribute and using it to trade
files over P2P networks are children as defined under the COPPA. Despite this knowledge, the

major P2P distributors are not complying with the COPPA’s strict requirements. For example,

* See15U.S.C. § 6501(1).

¥ See16 CFR. §312.9.

88
Id §3122.

9
’ See Edison Media Research, The National Record Buyers Study II (June 2002).

90 See Ipsos/Reid, File-Sharing and CD Burning Proliferate (June 12, 2002)

' See www.bigchampagne.com/radio.html
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- parental consent is not required prior to a child downloéding'P2P software and trading files over
P2P networks. During the downloading and/or file sharing processes, personal information (such
as an e-mail address) is collected from all users, including children. The mere coliection of such
information from children without prior verifiable parental consent, even without its subsequent
use or distribution, is a COPPA violation. The act of third-party adware/spyware providers of
transmitting information collected from children may constitute a further violation.

In apparent attempts to avoid potential liability under COPPA, some P2P software
providers apparently ignore usage by children, or otherwise disclaim liability. Despite the
millions of young consumers using P2P networks, P2P software provider Morpheus claims that
“Morpheus.com is a general audience site, and we do not knowingly collect information about
children.”92 Further investigation would reveal how many children are, in fact, downloading the
software provided b.y Morpheus. In paragraph 4 of its EULA, iMesh claims that children are
prohibited from downloading its software, and that if iMesh discovers that a child has, in fact,
downloaded its software, it terminates the child’s user agreemen‘[.93 Further investigation wéuld
reveal how many copies of iMesh software have been downloaded by children and if, in fact,
iMesh terminates these agreements.

In summary, perhaps the biggest ongoing violation of the COPPA — the collection and
dissemination of personal information from millions of children throughout the United States
without parental consent — is occurring right now over P2P networks. Consistent with its
commitmeﬁt that “the FTC is serious about enforcing the [COPPA],”94 p2p networks warrant

further investigation under the COPPA in addition to Section 5.

%2 www.Morpheus.com/notices.html

See iMesh EULA { 4.
94

FTC Press Release, “FTC Announces Settlement With Bankrupt Website, Toysmart.com, Regarding Alleged
Privacy Violations” (July 21, 2000) (quoting former Bureau of Consumer Protection Director Jodie Bernstein).
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VIIIL.

CONCLUSION

The main activities, legal issues, and consumer inj uriés analyzed in this white paper are
summarized in the chart attached on the following page. While by no means comprehensive, the
chart makes clear that P2P providers are engaging in numerous activities that appear to violate
the FTC Act and the COPPA and cause significant harm to consumers, many of whom are
children. Absentvan FTC investigation and enforcement action if P2P providers are violating the
FTC Act and the COPPA, these practices will continue and the consumer injury will only

escalate.
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P2P CONSUMER PROTECTION ISSUES MERITING FTC INVESTIGATION

Activity

Legal Issue

Consumer Harm

= Facilitating Spread of
Viruses

Deceptive/Unfair: Material
omission of risk of use

Degradation of computer
functionality, including complete
loss of use

Harm to fellow network users (e.g.,
in business environments)
Indirect/shared harm to all Internet
users

= Unwanted use of computer

Deceptive/Unfair: Failure to

Degradation of computer processing

processor/bandwidth disclose full cost of using and/or communications capability,
resources product including complete loss of use
* Bundling Spyware False: Falsely claim “we do not Degradation of computer
bundle spyware” functionality (e.g., through search-

Deceptive: Material omission of
fact that spyware is bundled
Unfair: EULAS pass liability to
consumers but fail to provide
information on third party
software

COPPA: Spyware collects
information about children
without parental consent

engine re-directors, unwanted pop-
up ads) and possible requisition of
computing capacity

Increased spam e-mail

Exposure of children to
unwanted/inappropriate
advertisements/content

= Childrens’ Participation

COPPA: P2Ps collect info
without parental consent

Lack of substantiation: P2Ps
claim they revoke user licenses
but they do not

Exposure of children to
unwanted/inappropriate
advertisements/content

» Fajling to warn of user’s
litigation risk

Deceptive

Exposure of consumers to litigation/
damages

Exposure of parents to
litigation/damages incurred by their
children
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Exhibit 2

Filenames Used by Viruses! Attacking Peer-to-Peer Networks

PornStarPics.jpg.pif

Girlfriend.pif

StacyVale.pif
Quake3Arena_KeyGens_Archive.exe
[eBook]SexAndTheCity Zipped.exe
Warcraft3_KeyGens_Archive.exe
[eBook]WebSiteDesign_Zipped.exe
Antivirus 2

WinZip 8.1 KeyGen.exe

Personal Firewall Pro.exe
WindowsXP SP2 Installer.exe
Window Blinds Key Gen.Serial.exe
Nero Burning Rom 5.5 KeyGen.exe
Eminem - 8 Mile Screensaver.scr
Adobe Photoshop 6 KeyGen.exe
Stacy Valentine Blowjob Scene (rare).avi.pif
Jenna Pool Blowjob Scene (rare).avi.pif
MyStuff Archive.exe

[eBook]The Hacker Zipped.exe
PornStar Pic.jpg.pif

Stacy Valentine.pif

Quake 3 Arena CD KeyGen.exe
[eBook] Sex And The City Zipped.exe
Warcraft 3 Crack.exe



[eBook] WebSite Design Zipped.exe
AGV Antivirus Pro.exe

WinZip 8.1 KeyGen.exe

Personal Firewall Pro.exe

Window Blinds + KeyGen.exe

Nero Burning Rom 5.5 KeyGen.exe
Eminem - 8 Mile Screensaver.scr
Adobe Photoshop 6 KeyGen.exe
HyperSnap-DX (Full + Crack).exe
Macromedia Flash MX 6.0 Crack.exe
SWiSH 2.0 KeyGen+Crack.exe
Kaspersky Anti-Virus Pro (KeyGen+Crack).exe
PC-Cillin 9.02 (Keygen+Crack).exe
GetRight 4.5¢ (KeyGen+Crack).exe
Age of Mythology (NoCD+Crack).exe
Easy CD Creator 5 Preview Crack.exe
Eminem 8 Mile Wallpaper.exe
WindowsXP SP KeyGen.exe

[eBook] The Black Art Of Hacking
ICQ Sniffer.exe

Lord Of The Rings Screensaver.scr
kaspersky Anti-Virus

Eminem Desktop.exe

Borland Delphi Trial Crack.exe
Civilization III (Latest Cracked Patch).exe
0Ol1d Games Collection L.exe

CuteFTP PRO (Serial included).exe



ACDSee 5.0 (Crack+Serial).exe

DivX Video Bundle

Diskeeper 7.0 (Trial Crack).exe

mIRC32 (Seriql included).exe

ZoneAlarm Firewall.exe

Eminem 8 Mile Censored Scene.exe
Personal Web Server.exe

Paint Shop Pro 7 Crack.exe

Winzip 8.1 Full.exe

The Eminem Show (Full Album).exe

Pormn Games Collection I.exe

MAME R(jMS Archive Lexe

MAME ROMS Archive ILexe

Final Fantasy ROM collection Lexe
Nintendo64 Emulator (ROM included).exe
Castle Wolfstein Multiplayer KeyGen.exe
The Sims Online Crack.exe

The Sims Nude Patch.exe

XCOM 3 Apocalypse.exe

Leisure Suit Larry 6.exe

Virtual Valerie 2.exe

Queens Of The Stone Age (Complete Album).exe
DivX Codecs Pack (All Needed codecs).exe
Strip Poker 3.exe

Britney Spear (Nude Pics Pack).exe
Hacker Tools Pack.exe

[eBook] Visual Basic Programming Handlebook.exe



o  WinXP Themes Pack.exe
o . e Unreal 2 0][0 3 (Official Crack).exe
» Doom 3 Leaked Beta.exe
o Lula The Sexy Empire (Full+Crack).exe
_ o Paint Shop Pro7 KeyGen.exe
e 10 naked teens.jpg.vbs
» 15yteen<obscene language removed>.jpg.vbs
» Ad-Aware6.tar.vbs
o illegalsex.jpg.vbs
e Kievgirljpg.vbs
j e Young russian teens.jpg.vbs

Bin Laden’é Home.doc.vbs

+ Kamasutra2003.doc.vbs

e Bush s crazy(and stupid).doc.vbs

« How To Rip DVDs.txt.vbs

¢ Eminem - I am your father.mp3.vbs

« Anton - Schwul oder was.mp3.vbs

I These pseudonyms were taken from virus descriptions found on Symantec’s Security Response website,
http://securityresponse.symantec.corm/avcenter/venc/data/vbs.sludge.html






Exhibit 3

Kazaa Media Desktop - User Opinions - Reviews and free downloads at Download.com Page 1 of 3

CNET tech sites: Price comparisons | Product reviews | Tech news | Downloads

r [InWindows  ®f |

RealRhapsody

Get unlimited legal access to more than 500,000 songs, only $.79 each, and ad-free radio.
0S: Windows XP, Me, 2000, 98 SE, or NT 4.0 SP6

License: Free to try

Downlosd Now J

CNET > Downloads > Windows > Audio & Video > MP3 Search Tools > Kazaa Media Deskiop > User Opinions

Kazaa Media Desktop

¥4 Download Now

L% Free download 437K

More download links

Click to buy!

CNET User Opinions How would you rate this
. ﬁi e ! product?
27%~ 73% (1166 votes) © Thumbs Up

CTh D
Average User Rating 1 23 4 5 A umbs Down

Features ® B & & ¥
EaseofUse ® & & 2 %
Interface ® 8 & ®

Found: 687
All CNET User Reviews < Previous | 451 - 460 of 687 | Next >
Show: All reviews | Only Pgsigivgﬁl Only Negative'\.\a Date

@ Hungover
12345
Features ® ¢ ® ® x
EaseofUse #®#® ® 2

Interface ®#® ¢ & =
Performance ®# ®#® &8 &

03-Jan-2004 05:02:54 AM

"Beware!”

I've used Kazaa for a couple of years now, without too many problems. That all changed
when | decided to upgrade to this latest version. It blocked me from going anywhere on the
internet that required a secure connection. | couldn't get to my emails, go shopping,
banking, each time | tried | was diverted PerfectNav.com?? Nothing | tried to solve this
problem worked, | couldn't uninstall Kazaa, all restore points made by my computer prior to
Kazaa were wiped off, Adaware couldn't remove the part of the programme causing the
trouble (it did remove over 200 adware files thought!). Every time | deleted the file in the
registry it came back, as if by magic!! In the end after a £20 phone call to PC World's
helpline | had to completely recover my PC, that was the only way | could rid my PC from
Kazaa and all it's adware and spyware. | was told that the problem was this, part of Kazaa
had taken over part of Windows and couldn't be deleted as it was running from start up,
wouldn't even go when deleted in safe mode. I've learnt a lot about computers and adware
etc with all this, but I'd rather not have done! So be wamned, all the complaints you read
here are true, Kazaa is a dangerous piece of software, avoid like the plaguel! '

@ Toxicjjc
12345
Features #®*® &9
Easeof Use ® & % & &

Interface ®®® & &
Performance ¢ % & & »

02-Jan-2004 10:52:54 PM

"If you download kazaa remember it has”
Spyware , Lots of spyware , more spyware and makes your p.c after a few days very ,
very , very slow !

‘\-é Spazzed by Kazaa

12345
Features ® ®® » &

02dan-2004 10:02:54 PM

"l was stupid to try Kazaa. Stupid Stupid Me"
Well ! fried it and Well to put it nicely......it sucks. A resourse hog; full of spyware and

http://download.com.com/3302-2166_4-10247401.htm]?pn=46&fb=2 ' 4/15/2004






