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INTRODUCTION

Peer-to-peer ("P2P") softare providers , such as KaZaA, Grokster, Morpheus, and

Limewire, distribute free file-sharing softare to end-user consumers throughout the U.S. and the

world. The P2P software enables consumers who are par of the P2P network to easily search

millons of other in-network consumers ' personal folders for fies , including images and videos

and to download them free of charge. The P2P providers profit by sellng advertisements that

appear both on their websites and on the users ' computers when they employ the file-sharing

softare. Some of these advertisements are generated by third-par software providers who

parner with P2P softare providers to bundle their software with the P2P softare in exchange

for a fee. Several P2P providers also profit by selling "premium" fie-sharing softare that is "

free " typically at a subscription cost to the end-user of around $30.00.

. I

Whle P2P software is "free" to download, it comes at a high and undisclosed price to

consumers. Consumers "pay" dearly for their use ofthis product through increased securty

vulnerabilities , reduced performance of their computers and lost privacy. They also subject

themselves to a varety of legal risks, including prosecution for copyright infringement or even

unlawfl distribution of pornography. Teenagers and even children are among the most frequent

users of P2P networks, and parents may not be aware their children have downoaded the

softare, or of the tyes of materials to which their children are thus exposed. This paper

examines the undisclosed price (i. injur) consumers incur in the use ofP2P softare, the role

P2P providers play in causing that injur, and finally whether the P2P providers ' business

practices violate Section 5 of the FTC Act or the Children s Online Privacy Protection Act.

P2P softare providers do not adequately, if at all, inform consumers of the securty and

privacy risks associated with downoading and using their software to share fies over P2P

networks. Specifically, these providers omit material information concernng the risk of viruses
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that are spread throughout these networks. Nor do these providers adequately disclose that the

software they offer comes bundled with third-par software that collects personally identifiable

information from consumers. In some instances, this software monitors the unsuspecting user

key strokes and Internet sites visited. The disclosures P2P providers do provide of such matters

if any, often are buried in the fine print of lengthy End User License Agreements ("EULAs

Consumers, including teens and children, who download P2P softare from these sites most

often do not understand these EULAs, assuming they even ever read them given their daunting

lengt and complexity. Moreover , users may have no incentive to search for these bured

disclosures in EULAs after reading some P2P providers' large print claims prominently

displayed on their websites, which promise, for example, that the software contains no spyware

and otherwise highlight the benefits of the product without mentioning the very real risks

associated with downloading files on P2P networks.

As a result of these deceptive practices, consumers are deceived regarding the ultimate

amount of privacy and security risk involved with sharing fies on P2P networks. Consequently,

consumers suffer injuries in the form of viruses, widespread dissemination of their personally

identifiable information, the clogging-up of their computer bandwidth and processing capacities

reams of spam e-mail, and, at the extreme, the unowing and nonconsensual use of their

computers by third paries. These deceptive and unair acts , and the injuries they cause, warant

FTC investigation and possible enforcement action under Section 5. Such action would be

consistent with past FTC enforcement actions against Microsoft, Guess, and others, for makng

deceptive promises to consumers about the safety of their personal information on the Internet.

An additional cost to P2P users is the litigation risk they face from using P2P software to

engaged in unauthorized fie sharing over the Internet. File-sharers , including many college

students, are faced with the very real possibility of prosecution for such activities, as evidenced

by the nearly 2000 lawsuits filed since July of2003 by the Recording Industr Association of

America ("RI" ) on behalf of major record companes. The P2P providers do not adequately


