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EXECUTIVE SUMMARY 

Unsolicited e-mail has become an expensive and at times dangerous problem for users, 

organizations and companies who depend on e-mail to communicate with friends, 

colleagues, and customers. Unfortunately, increasing volumes and the malicious nature of 

spam continues to undermine productivity, trust, and confidence in e-mail. 

Sender ID offers a relatively simple and cost effective approach to fighting spam and 

phishing by detecting e-mail forgery or sender spoofing. Sender ID authenticates inbound 

e-mail to verify it is from the domain it says it is from. Messages that have been 

authenticated by Sender ID are less likely to be spam and those that fail Sender ID are 

more likely to be spam. Anti-spam solutions consider the Sender ID authentication result 

when determining if a message gets delivered, helping to improve deliverability of 

legitimate e-mail. 

Organizations that have implemented Sender ID have realized the following benefits1:  

Á User protection ς Over 90 percent of phishing and virus laden e-Ƴŀƛƭ ŦƻǊƎŜ ǘƘŜ άŦǊƻƳ 

ƭƛƴŜέ ƻǊ ǎŜƴŘŜǊΩǎ ŀŘŘǊŜǎǎ ǘƻ ŘŜŎŜƛǾŜ ǳǎŜǊǎ ƛƴǘƻ ǘƘƛƴƪƛƴƎ ǘƘŜ Ŝ-mail is from a legitimate 

source. Sender ID detects spoofed e-mail from authenticated domains and protects 

users from these attacks which often contain dangerous payloads and try to trick users 

into divulging personal or corporate information. 

Á Brand protection ς Sender ID identifies and validates messages that claim to be from 

your organization, helping to protect your brand from spammers that claim to be you. 

Windows Live Hotmail uses Sender ID to help block over 20 million forged e-mails each 

day, helping to protect those brands and their customers. 

Á Enhanced deliverability of legitimate e-mail ς Organizations and marketers who have 

adopted Sender ID, and have a positive reputation, realize increased deliverability with 

up to 85 percent fewer messages mistakenly marked as spam. 

Á Return on Investment ς Sender ID was designed as a no or low-cost solution, easy to 

implement and manage with no measureable impact to system performance.  Inbound 

authentication is available from over a dozen commercial and open source solutions.   

Together, user and brand protection along with enhanced e-mail deliverability 

provides a significant ROI. 

                                                             

 

1
 Data based on Windows Live Hotmail internal analysis completed April 2

nd
, 2007 

3.8 Billion 
The average number of messages sent 
to Hotmail that are estimated to be 
spam each day! 

 

20 Million 
The average number of forged 
messages that fail Sender-ID and are 
not delivered to Windows Live 
Hotmail users each day. 

 

98% 
The percentage of Phishing messages 
that are spoofed and can be caught 
by Sender ID 

 

Up to 98% 
The percentage of messages spoofed 
from established brands that have 
been caught by Sender ID 

 

90% 
The percentage of e-mail marketers 
who have implemented Sender ID 
 

8% 
Percent of additional spam detected 
by Sender ID 

 

30 minutes 
The amount of time to read this paper 
and understand Sender ID benefits 
 

$0   

The cost to authenticate your 
outbound e-mail via Sender ID. 
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ASSESSING THE E-MAIL THREAT 

The purpose of this paper is to demonstrate the business and technical value of the Sender 

ID Framework (SIDF) and its critical importance in aiding in the detection of spam and 

phishing, helping to protect against unwanted and potentially malicious e-mail, and helping 

to protect domains and brands from spoofing, while increasing the deliverability of 

legitimate e-mail. 

Using SIDF as part of your anti-spam solution adds business and technical value by 

increasing user and customer satisfaction while decreasing levels of deceptive and 

malicious e-mail that enters your network. SIDF provides the following primary benefits:  

Á Enhance anti-spam solutions in detecting and identifying unwanted e-mail. 

Á Help protect brands from being spoofed or used for malicious purposes.  

Á Increase the deliverability of legitimate e-mail. 

Á Improve user trust and confidence in e-mail. 

Implementing SIDF, for most organizations, is straightforward and relatively inexpensive: 

Á Inbound authentication is technology agnostic as it relies on DNS. 

Á SIDF functionality is supported by many anti-spam solutions. 

Á Brand and domain protection with SIDF is done by simply adding a record to DNS. 

Á No additional client software is needed. 

Á {L5C ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŀ ǎƛƳǇƭŜ 5b{ ǉǳŜǊȅ ŀƴŘ ŘƻŜǎƴΩǘ ŀŦŦŜŎǘ ƻǾŜǊŀƭƭ ǇŜǊŦƻǊƳŀƴŎŜΦ 

Spammers send approximately 55 billion2 messages a day; add to that 1.3 billion mailboxes 

worldwide3, and the result means roughly 37 spam messages per day for each mailbox τ 

nearly double the estimate from a year ago and a cost to companies in the billions of 

dollars. Unscrupulous individuals and companies send spam from everywhere on earth. 

Unchecked, those messages end up in front of your customers and employees, enticing 

them to open virus-laden attachments or to reveal personal or corporate information that 

criminals can use against that person or your company. SIDF, along with the reputation of 

the sending domain and respective IP addresses, can help protect your users and your 

brand from the threat and inconvenience of unwanted e-mail. 

                                                             

 

2
 IronPort Systems, Inc. (28 June 2006). http://www.ironport.com/company/ironport_pr_2006-06-28.html 

3
 Radicatti Report:  MICROSOFT EXCHANGE AND OUTLOOK, MARKET ANALYSIS, 2005-2009 

Situation 

The SMTP protocol provides no formal 
way for a receiving e-mail system to 

validate that a message was sent from 

the apparent user or domain. This makes 
it very easy for an unscrupulous sender 

to spoof a legitimate domain or brand 

identity and deceive a recipient into 
opening a message. It also compromises 

brand identity among spoofed 

organizations and reduces the 
confidence of e-mail senders and 

receivers alike in the value of e-mail as a 

means of communication. 

 

Solutions 

The Sender ID Framework provides a way 

for receiving e-mail servers to 

authenticate an incoming e-mail message 
and validate its source.  

 

Benefits 

Sender authentication using Sender ID 

decreases the likelihood that your 

outbound e-mail will be identified as 
spam and reduces the number of 

unwanted messages allowed into your 

organization. 
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SENDER ID, A CRITICAL COMPONENT OF YOUR DEFENSE  

TodayΩǎ anti-spam solutions are composed of several methods or layers for detecting 

spam. During each stage of inbound SMTP delivery, different technologies are used in 

different ways. Ideally, unwanted e-mail is blocked at the network perimeter, reducing 

exposure to inbound threats while having the least impact on computing resources. 

However, at the edge or connections level it can be difficult to determine if a message is 

spam until the senderΩǎ identity, reputation, and content can be evaluated. This section 

shows how Sender ID integrates into a typical anti-spam solution.  

 

Levels of Protection  

The first level of protection against unwanted e-mail is at the initial connection between 

the sending SMTP server and the receiving SMTP server. Connection-level protection is 

among the most beneficial layers of defense against spam, because the spam never enters 

the organization and has the least impact on computing resources. Two common types of 

connection-level protection are IP Connection Filtering and Real Time Block Lists, explained 

in detail in the left column. 

After the inbound SMTP message has advanced beyond connection-level protection, the 

next layer of defense is at the SMTP protocol level. The SMTP dialog between the sending 

SMTP host and the receiving SMTP host is analyzed to verify the permission of the sender 

ŀƴŘ ǊŜŎƛǇƛŜƴǘǎΣ ŀƴŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǾŀƭƛŘƛǘȅ ƻŦ ǘƘŜ ǎŜƴŘŜǊΩǎ {a¢t ŘƻƳŀƛƴ ƴŀƳŜ ŦƻǊ ǘƘŜ {a¢t 

host that sent the message. Along with the Sender ID Framework and reputation data, 

explained in detail below, Recipient and Sender Blocking is considered protocol level 

protection. 

After the spam filter applies connection-level and protocol-level filtering technologies, the 

next line of defense is to analyze message content for characteristics that may indicate 

spam and malicious e-mail. Content Filtering, Anti-Phishing, and Postmarks and Puzzles are 

all content-level filtering methods that establish a rating that determines if the inbound e-

mail is legitimate, malicious, or un-solicited spam. 

Glossary of Anti-Spam Technologies 

IP Connection Filtering 

The most rudimentary method of 

connection-level spam protection 

involves manually managing lists of SMTP 
hosts using SMTP connections that you 

choose not to accept.  

Block List Filtering 

A more dynamic means of providing 

connection-level protection, block lists 

are lists of IP addresses that are either 
known sources of spam, open relays, or 

part of an IP scope that should not 

include an SMTP host. Anti-spam 
solutions query the block list provider 

when evaluating the inbound SMTP 

connection. 

Recipient and Sender Blocking 

Another way to reduce spam manually is 
to define individual senders or domains 

from which you do not want to accept 

messages. 

Content Filtering 

Content Filtering distinguishes between 

characteristics of legitimate e-mail and 
spam. Content Filters assess the 

probability that an e-mail message is 

either a legitimate message or spam.  

Anti-Phishing 

Phishing is a type of deception designed 
to steal personal and private 

information. In phishing exploits, the 

phisher attempts to get the user to 
disclose valuable personal data, such as 

credit card numbers, passwords, account 

data, or other information, by convincing 
the user to provide it under false 

pretenses. 

Postmarks and Puzzles 

E-mail clients can create a message-

specific puzzle and solution, known as a 

postmark, which is attached to each 
outgoing message. The postmark 

requires a number of CPU cycles to 

create and decipher. Spammers generally 
ŘƻƴΩǘ ƘŀǾŜ the time or computational 

resources to attach complex individual 

puzzles and solutions to thousands of 
outgoing mesǎŀƎŜǎΣ ǎƻ ǘƘŜȅ ŘƻƴΩǘ ǳǎŜ 

them.  
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Figure 1 

How Sender ID Works  

The Sender ID Framework4 verifies that messages originate from the indicated domain as 

seen by the user in their e-mail client or Web interface. As an example, when 

susans@nwtraders.com sends a message, Sender ID attempts to verify that the message 

comes from an SMTP host belonging to or authorized to send mail on behalf of 

nwtraders.com. After authentication, reputation data can be used to rate or score the 

sender, nwtraders.com. The combination of SIDF authentication and IP reputation data, in 

addition to the other anti-spam counter-measures, helps to determine if the message is 

legitimate and trustworthy, spam, or malicious. 

Walking through figure 1 to the right, for each 

inbound message, Sender ID obtains the sending 

hostΩs IP address from the incoming TCP connection. 

Sender ID acquires ǘƘŜ ǎŜƴŘŜǊΩǎ ŘƻƳŀƛƴ ƴŀƳŜ ŦǊƻƳ 

the {a¢t άa!L[ Cwhaέ ƻǊ 9I[h ŎƻƳƳŀƴŘ or from a 

message header field determined by the Purported 

Responsible Address (PRA)5 ς an algorithm that 

determines the address responsible for sending the 

message(step A). Sender ID then queries the DNS for a 

text record, known as a Sender Policy Framework 

(SPF) record, that lists all authorized SMTP hosts(step B). Using the SPF record, Sender ID 

attempts to authenticate the message and assigns a weight to the message depending on 

the verdict result(step C). The authentication is authoritative because the DNS zone that hosts 

the queried SPF record is controlled and secured by the sending organization.  

Figure 1 shows Fabrikam Marketing sending a message from nwtraders.com. This message 

may or may not be spam. Fabrikam Marketing might be contracted by Northwind Traders 

to send their newsletters or to respond to support requests. It is the SPF record that will 

authorize who is authorized to send e-mail on behalf of nwtraders.com. 

Once the Sender ID process is complete, the results and scoring are combined with scoring 

of other anti-spam technologies to ŘŜǘŜǊƳƛƴŜ ǘƘŜ ƳŜǎǎŀƎŜΩǎ trustworthiness.  

                                                             

 

4
 RFC 4406 http://www.ietf.org/rfc/rfc4406.txt    

5
 RFC 4407 http://www.ietf.org/rfc/rfc4407.txt 

Tools for creating SPF records 

http://www.microsoft.com/senderid/wizard 

 

 

http://www.ietf.org/rfc/rfc4406.txt
http://www.ietf.org/rfc/rfc4406.txt
http://www.ietf.org/rfc/rfc4407.txt
http://www.ietf.org/rfc/rfc4407.txt
http://www.microsoft.com/senderid/wizard
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The effort necessary to create and manage an SPF record in DNS is technically simple and 

straightforward. Most organizations with only a few dozen outbound e-mail services can 

create an SPF record by using one of the many tools or wizards available on the Internet
6
. 

¢ƘŜ Ƴƻǎǘ ŎƘŀƭƭŜƴƎƛƴƎ ŜŦŦƻǊǘ ƛǎ ƴƻǘ ǘŜŎƘƴƛŎŀƭΣ ōǳǘ ƻƴŜ ƻŦ άƛƴǾŜƴǘƻǊȅƛƴƎέ ǘƘƛǊŘ ǇŀǊǘƛŜǎ ŀƴŘ 

their respective IP addresses, which groups within an organization may have delegated or 

authorized to send mail on their behalf. In our example above, Northwind Traders hires 

Fabrikam Marketing to create and send a newsletter to Northwind Traders customers. 

Fabrikam Marketing will send the newsletters, but they will be addressed from 

nwtraders.com.  

In this scenario, if IP addresses are not included in their SPF record, receiving networks 

might reject the message or mark it as forged. Other examples of third-party suppliers that 

may need to be added to an SPF record include outsourced customer or product support, 

public relations, and shipping confirmations. 

 

Sender ID and Reputation Data Work Together 

The relationship between SIDF and reputation data is similar to that between a driverΩǎ 

license and a driving record. Just as SIDF vouches only for the origin of the message, not its 

ŎƻƴǘŜƴǘΣ ŀ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜ ǾŀƭƛŘŀǘŜǎ ƻƴƭȅ ǘƘŀǘ ŀ ŘǊƛǾŜǊ Ƙŀǎ ǇŀǎǎŜŘ ŀ ǘŜǎǘ ŀƴŘ ǎŀȅǎ ƴƻǘƘƛƴƎ 

about driving ability or recent infractions. 

Driving records document the driverΩǎ reputation. The better the reputation, the more 

privilege the driver enjoys, such as lower insurance rates and so on. Similarly, the better a 

ǎŜƴŘŜǊΩǎ ǊŜǇǳǘŀǘƛƻƴΣ ǘƘŜ ŦŜǿŜǊ ǊŜǎǘǊƛŎǘƛƻƴǎ may be placed on their e-mail, such as 

restrictions on attachments or attachment types, the ƴǳƳōŜǊ ƻŦ ƳŜǎǎŀƎŜǎ ǘƘŜȅΩǊŜ ŀƭƭƻǿŜŘ 

to send into the organization, and so on. While SIDF and reputation data offer independent 

benefits, their combined value is greater, providing quantifiable business value to both the 

sender and the receiving network. 

Reputation data is available from multiple sources. The majority of Internet Service 

Providers (ISPs) have developed their own reputation systems based on spam complaints 

and user feedback loops. Factors that influence a ǎŜƴŘŜǊΩǎ ǊŜǇǳǘŀǘƛƻƴ ƛƴŎƭǳŘŜ Ƙƻǿ Ƴŀƴȅ 

                                                             

 

6
 http://www.microsoft.com/senderid/wizard 
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messages a particular domain has sent in the past, the frequency of such e-mailings, and 

how many messages users report as spam. Other sources of reputation data include trap 

accounts (a.k.a. honey pots), which are used exclusively to detect address book attacks
7
, or 

e-mail harvesting campaigns by spammers. If a message is sent to a trap account, it is likely 

a result of an e-mail harvesting campaign, and ǘƘŜ ǎŜƴŘƛƴƎ ŘƻƳŀƛƴΩǎ ǊŜǇǳǘŀǘƛƻƴ ƛǎ impacted 

accordingly. 

Senders with no reputation may receive a neutral or negative score and be faced with 

limitations to their e-mail. These limitations may include blocking attachments and 

disabling images, inbound throttling (limiting the amount of e-mail form a given IP  address 

daily), and other steps to mitigate potential user risk ǿƘƛƭŜ ǘƘŜ ǎŜƴŘŜǊΩǎ ǊŜǇǳǘŀǘƛƻƴǎ Ŏŀƴ ōŜ 

established and validated.  

Marketers and high-volume legitimate e-mailers who send on behalf of an organization can 

ŜƴƧƻȅ ǘƘŜ ōŜƴŜŦƛǘǎ ƻŦ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊΩǎ ǇƻǎƛǘƛǾŜ reputation. By adding their sending IP 

ŀŘŘǊŜǎǎŜǎ ǘƻ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊΩǎ ŜȄƛǎǘƛƴƎ {tC ǊŜŎƻǊŘΣ ǘƘŜ ǎŜƴŘŜǊ Ŏŀƴ ǊŜŀƭƛȊŜ ǘƘŜ ōŜƴŜŦƛǘ ƻŦ ǘƘŜ 

existing reputation of all other IPs within the same record. This functionality of SIDF and 

usage of SPF records provides added flexibility to marketers and high-volume legitimate 

mailers. 

 

The Importance of Change Management for SIDF  

As with all security processes, to maintain the SPF record it is necessary to employ a 

change management process. That process will define how new sources of SMTP messages 

from your domain are communicated and approved for addition to the SPF record. In the 

example above, the marketing department would follow the change management process 

for adding the outbound SMTP hosts for fabrikam.com to the nwtraders.com SPF record. 

The change management group at Northwind Traders would approve the SPF change and 

request the updated SPF records with new or replacement IP address be published in the 

DNS records for contoso.com . It is recommended that such changes to the SPF records 

should be made 48 hours in advance of any major e-mail campaign, to allow for DNS 

replication and SPF record cache deployments to be updated.  

                                                             

 

7 An address book attack sends messages to random domain recipient names. Messages that do not bounce as 
unknown recipient are identified by the spammer as legitimate e-mail addresses and are added to e-mail lists that 
are sold.  




