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I the Notice of the opcoming Sunwmt the FTO apd NIBT solicited comments on
1 nuntber of cueations regarding authenticanon avstams. While these questions buroducs
a varicty of challenging and covopley issues that we sddress below, our sost iioporant
coment 15 that auiheumuuon techaology is ap esseatinl part of @ comprshensive
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The Conunission’s Notice of the Sommit desiribes twm proposed privale ket
authentication systems. Owe of these proposais, Szuder 113, 18 based on a condinntion of
AMicrosofi’s ¢ .aie;r Hy for E-Madll and the Sender Policy Founowork (U8B Seader
1Y involves three steps

1 E-mand senders {of all sizesy publish one time the Intornct protocoel (1P
addresses of thalr outhound comadl servers dn the Domain Name Sysien
DN T gocording to the Sender H specificating
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Recipient e-mail systems swamine cach message tu deterniue the pamported
responsibie domain

Reginiont e-mail systorms search the DNS for the Ust of outhound IF sddresses
of thar domatn, zod then check whether the 1P sddress from which the
- way veceived i on that i Onee widespread  deploynient 8
achicved, i no match is found, the messagy 15 not authendicated wd bas hikely
heen spoofed, During the initial phases of deploymeant. sech antbeniication
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faiture would Lkely be imcluded in filioring technologizs and slgorithow

designed o detect span,
White the Sender 1D system is pot a silver bullet 1o counter spany it does represent 4
significant wdostry i
phishing attacks while increasing

jative to ddetect spoofed domains, reducing both span and
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g the reliabitity and deliverablity of
The Sender 11 Fravnework has been desipned to meet ive core requirements.

s  Uase of Adopdon. A key goal of this proposal i3 rapid wnd beead
adoption. We want all Internet domains to guickly publish their cutbound
e-rnail server 1P sddresses. Therelore, any technical implomentation will
need to operate within the capabiities of existing suflnare wWicIever
possthie, Twill not alevays be pos

sible 1o implerens this proposal withow
changes to sonie sofbware, ban Sender 1 has beon desiznad to Keep such
changes t a nupbuum to facilitate adoption. The overaeching goals have
been case of unpleneatation, rapd dentoyyuent and v minimun of GsB to
sonniiRenders.

»  Scalabilitv.  Any mplementation nuist also be able o scale up 1o mest the
needs of the largest 18Px and dows o the siallest office or home wal
server,  An authentication system must suppodd orgapdvations thal have
hundreds or even thousands of eermail servers zsowell as those thal have
tust one. Soch a svetem ruust alst support entities that outsourse thelr o
mail servers woanother orpanizabion.

stoalso cquitably dist & the costs
ol complimnce, 71 , the costs of dotecting suud l"i‘i\*‘d”i!’i“ spociing aw
borne entively by ﬁz:., Acm;x oty - the recetving eqmail system and the
addressee. Anyv technical mmplomentation nast rectify ¢ hi.s. imbalance.
Organizations that wish to protect thelr domain names frow spoofing
shoukd bear parl of the cost Wmuden, while orgunizations that wish 10
securately detesnine whether or not messages they receive bave been
spooded should bear a corresponding cost,

Faness.  Austhonticatio ,;z:yz*i;ei:n:
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% Ooemneas. Thet wal implementation must be opendy published so the
any orgsnzation wz\«im;g o comply with s provisions msay do 50, T}.zm
openness s essentiad to widespread adoptis which b turn 15 necessary 1o
ensd {he spant epideni,
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iensibility.  Fually, an a,u.ti:m:z?icai'jo G oaysiern must be able o asdapt io
g practiees and technology.  The teehmical wuplermeniation must
fore alfow for the poblbcation m, new oy additiongl ind
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The Render 1D Framewoad does not prevent spam from being sent, but it does
ke spam much casier o detect by g_}i'()'ﬂr‘idii}g 4 mere relible answer (o the fundoments!
guestion of who sent a given owssuge. This Brmework befps G"i},laif enders protect their
dompin numes, i‘mir :‘ep‘axtat}"c:xzs and their hrands; enables eomail recipionts to Blter junk
e-mail move accurately; haelps provents the use of spouding © perpetrate {32’;1'@'2‘13’1\0' SCHINS;
andd provides a basis fur additional 1 Utering decistons based w the reputation and eomall
behzvior of the sender.

Eomatl anthentication standards such a3 Sender T8 will have both a direct and ap
irect offect on reducing spam. The ducct effect of e-mail suthend *ai"i(}*z s il*;:,
messages which 12 eqmumil ruthentication tests way be Eaimk ot aegetively woig
by a receiving &mnm«m 3 spaon fiders, Given past behavior, we C‘(‘{}u.( apasmu s o
adapt 10 ¢ xmi u,fi wieation schemes Gurly rapidly - indeed, there 13 some ovidence
they ave already dotng so by mx:izmz matl from an address that s aither ' ed ut the
DNS (and passes aut shentication leatsh or does re particingie in gy suthenbication schene
{resalting in neither 2 pass nor a i vresult from ap authentivation tee). As a resull, this
diveot offect of blocking mwail that fils un suthonication test may be yelatively short
fived.
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witts, however, are longtspm and  substantial Firsy,
anthenticution propusals like Sunder 11 enable sendors to take alfivanative steps e protect
their domain novoes, and often their Brand numes, from spooting. This helps to preserve
the reputaiicns and value associated wih these pames. Svmm‘% they provide a
foundation for additional scrutiny of the sender.  Ouee o receving zquail sorver can
idmzf;i v the ozrig;i.u_ of a mossage with some cortainty, i Con apply ddk Hional sapenence-
sz:{i'z“z‘ or o 1o maxt the seader and accept messages
¢ mi i \mx‘rm the bistorizal patiers of
H volame of mail i
2 eceiving servers coulsd slse exsning
the trask record of the sender wii‘h cespeid 10 ond-usey complaints, message rajecbion, o
rates of spam detected.  These indicators could be nsrporated dndo the oversdl spam
filtering process.  E-mail authentication thes provides a basis for infereices about the
reputation and past behavier of th *:f,‘t}dn’i’ that could not previousdy be deawn - thereby
nuproving the success rates of filters and decreasing spam and s gssociated coss,
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Technodogy alope, however, will not solve tis problen. A i wlistie approach that
§7 XY on, legislabion, enforcement, and education 16 necessary
o sttt the borden from the user to the spanmmer, resulting i an moreass ju the reliabdl xie
of email and of the Intermer  This approach dim 5 that any propossd
muhenticabion standard be supported on a global basis, because spam franacends and
traverses national bordars. Collectively, fhese mensures will heln io substantially reduve
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the amomnt of junk e-mail deliversd 1o usars’ mailboxes and optimize users’ oversll
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The £TC and NIST have recognized that the authentication couponent of t i3
solulion rases zowide range of challensing guesiions.,  The Notive seeks copunant
jasues in several aveas, inclading: (1) Technolugy and Operations (2) Implemeutation; snd
{33 Ttellvtusd Property. Microsoft bas anticipated and investiguted Ly of those 185003
throughont the developwent of Sender 1Y and as explained balow, wi do not believe tat
they pose & significant inpediment to the widespread aduption of suthentivation systums.

A, Technology snd Uiperation

The Kotice soliciis commpents on a variety of oporational lssucs invelving
authendestion sysioms, including their effest on existing Internct protocols, thew
interoperabiliny, and fheir impli Hic bypes of ustrs. Az soted above, we
have designed e Sender ID p f¢ 1z operational case, and we » that
an authentication procedure an be mf'm‘g‘m m*c smoodily into the o-mail process for the
enbire spectrum of users,

e FPBifect on lnternet Frotovsls.  Bemail ashenstication proposals smust
sapplement rather than roplace exising lmuzm nrotocols o fucibitate
widespread adoption, Pamail is the no » used indernet application,
and radical chanzes 1o exisupyg protocels are therefore highly unlikely fo
achieve the widespread deploviment reguired in order for them fn anceeed.
Sender 10 is thes desig ucd for easy adoption.

“fikot o1 Fgisting Hardware and Softwnre. While Sender 112 18 being
designed {o operate under existing conditivns 1o overy eent possible,
such 2 syfe.m.n, canmot by impdemented without some enhanvements o o
muil sofbware. In particular, receiving eail servers nead to be wodified
o perform the necessary authenticalion whu'im, and M osome cases 10
present io the user the rosults of thuse chocks. Senders may also need
make some ob dnistrative provedures. Most

e o both sofbware and adm
comail authensicstion proposaly, mcluding Seader 12, require publication
by domain owners of certain information concerming their suthorized e-
mail servers.  Render ID also requires mwodest chunges io the emad
soffware used by sending servers in certain situations - maimly o those
servers that perfonn c-mail fiwwarding. As more and more organizations
adopt o-mall anthentostion tochuigqu ex ;fimawc will rooun: on those who
are not participatiog, - thoar eemadl wall be subiccted to groster
seratiny and will be at 2 wreater risk of being blovked by spam Blters,

Thus, over time, upgrades to existing software will become pecessary,
Whils we would encourage upgrades 1o be made as quichly 35 possibe 1o
realize the benefits that ¢omail wuthonyication provides, we recognize that
for many organizaiions softwars upgrades require seniiiowy budgetary,







