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T\licr050Ù submits thöt comments regarding tht~ j\ovember 9 and ¡ 0 fAv.h.d!
.Autb(~ntk()ioJ~ Summit (the "SìJmmiii') spim::;üred by th~~ ì~\xkra1 .rr"ik Cümmi~;::;jon

rFrC" or tht "Cnmmi;,Úon"") and tb.~ NatÎona! In::¡.itu!t~ of St.:mdards and 'ftdinokigy
((';.HST"). /\5 a kadi1~;: w'.'l101ügy (;ümpan~.; -- ,md ('sped"Hy as a prov,dì:,' of Tntt-n,d

m;ces~; and e.¡rw.ì! sen.icö ~. Wt ,'¡rt cominit¡:td 1:) cn::uri¡'\fr tJ:ll (¡J.if (;u~:hm::.cr: fed
comrortiJbk m~ing e~nnd t() ~'ornnimìe,'rte. and that e~_maiJ rema¡n~ ~) vÜibk m~'d;um. fÒr
busÎness and persona! (:ommunii.¡iinm:. For ihe::;e r~a~,or:::;,\irii.H):òOn supported pas:òage
of the CAN-SPAM Act and ç()ntÎmtt~': to \vo,k with ~!overmnent ()ff¡d~"ib and O(Jh::i'
industr)' m¡;n:¡b¡-T~; tíJ ;;dd¡\;s~ the s!xun FwbJ.J:n. ;\:li,:w;,oH (XlJ:,W:lt¡;"d~; the FTC andNJST"
on thh:.iT decis-ion to hold thcup,;'oining Snn,)T:!t ;b a C'cinpkmcnt to tb: COHìrni\sforls
thoughtful and çonrprdwnsivt' n:'p(.ìrt to Ccingre:,s on the propost'd Do-Not.E-tvIail
Registry. YVt ,'rppn.x'j,'itc this 0PJximmÜy ti... submit wrltkn çomm.C'nu in ~¡dV;H1Ç(, ()f the
Smnmi L.:

As the C(nnmìs:,ion hH:, n;:~0()gni;,'(~d, a key i.om¡xmcnt of any CO¡..,lwrmeaSure¡, to
spurn ¡md oi¡hnc fmud 3:; the dnidopm,~f)t of ¡m c.,nuiJ L\ttthcntkation ::;YS¡errL Altho\¡gh
('~\j:,ting niter:; Jook at Üii: (r(ig~-n of ail t..maíJ ¡:1(~~;~-'iige as piirt of U-w pT(K'e::;s to deterrnine

whether that im~ssage is "t.P:.Wl, ¡hcre is curn.:ntly n0 gg.ian.¡ntç(: that H rne:,sage origimited
fiom \vhom and whereft says it did. 'fbt "Stndj.:r IDFrmJw\.vork'" i.ei:hno1ügy ttWt

;\:Hcwso!1 and other indu$fry kader~~ have dtvebpt~d ~wd ;,tre w~;ting j;, an ¡)¡tht;mk,i.Hon
",y~;tem tk¡t wiH hdp not only tü addrt.5s this probkin,. but aiso curb other ÚJUs,:~;

:bS(H,;iakd. with the tnmsinissioJ) ì)f¡~)rged and iwsoliciied (:on)Jw.:r(::aJ (:~"nwiL

......................................................................
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1n the Notice of th(~ upi;onÜng S~;mmÎL the FTC cmd NJST ::üikited CZ)Jnn1tnts on
a nu:n¡ber of que~-,tions regarding miÜwnb:~aiiün :~y::t'~m::. '\Vhik these queshon~-, intwduù;
a v;:ìrkty of (ha1.knging Hnd ~~ümpk)~ I::SUCS tJnt wc addres~; he11m:, our most imponant
comment is thHt i.1uihcntk~Htion ttchno!ogy b an esstl1tial pan ö1' a l'omprdwn5h''(;
sduiion to tnd the :-'Jxim e:pidernif; -_. it sfÙition that V"T ~irc commil1ed to pursuing, Just
th~tt) days ago., ifF exampk, Mic:msoft joined \'I:th Am,Jzon,t)om ¡,() nle agams¡. f::,
Canadhm ~panHning ríng. We bdkve thtfie Cam¡di,H15 spooled the 1\-licrüsoft Hotmdl
itnd Alnal.on domain naJYK~S in rrrillion:; of t'.maih; Cl:, Jxirt of a phishing scarn to
smt'qJf.ÜoHsly gather peTsüJw1 Í1liormation ubout consumers by n1iskading iht;m to
bcHevz~ that dth(~r _Mii:roi'H.JJJ or Am;non wa~~ conecting i.h~i inÚ.mnai.ion.fhe \vide::;pread
irnpknw:'iUtH.m nf aufhçntlcatH.m sysk~::ns wiH c~.ìmpkm0in this aggn.\..siv0 çnf(Y(tmt~nt,
wrgded kgisbt-nn, public edm;;:ttkm, inJu.~try. be~t pyactjcç:3, mid other kdmolüg)çaJ
improvtm~11ts (pmtiçuhr:!y. advanced ÜlteJs) În thi: txütk agaim¡t this 1.ypt of spam. and
mÜin\:~ fraud. As an inkrnationaJ ,-~orpf)r~ltinn that is a leader in th~~ devdopmt)m cf
¡wthenticatkin te(:hnukigie::, (1 irmyn: Inkm:;~t acù;~~; ;,md e..rmÚ! :;;:':Vi(.Ç provider, ;:t
$OhV;:UT coinpany, and Hn onJ.ine buÛness, \lkrosi:Ül b.as been ,IÜt:çted in n;jmçyow~

;.vay:: b)' the prohtèrMion of span:: and it:; pmgeny, Hut more _fundamentany, spam i~~ a
pt~rsistcnt p1agne em çO!1sumtr:~ ()W~ (;omimh:~:: tn be the munbt:' o:c-)) c~)mp1;:dnt we nXtivt
thnH our ,-~-ròai1 C1.stümers,

1. THE SENDER 11) FRA.:\m\.Hm¡(

Sparò wa~~ once con:c;iden:d a tlH.'rc mltsan"'e_ 'foday it contlJues to threaten to

üvcndìdni lnttrnct e"mH¡j ;;mdmidermine WKr trust and eonfidenG(,\ as \vd! as to disrupt
the million:, of bt¡sine,,::;G~, that depend on oiÜine COinTner¡;;e ,md cym;Ùi i:o;;;keÜng. 'To be
contrùibl, spam mw;t first be 1:;üÜi¡:t;d ;md fiJtcrc-xL That, in turn, requires ider:tify~ng the
true source üt th,~ messúge. A..s the FTC imd NJST MC aW'GIC, however, e.n¡aÎJ today is
typicaHy ;'CM ovcr the internet 'xitWiit airy. aiithentkatÎon of the scnder or tht f:OJnpHter~~

acting ,)n his or !\;r behalf -- a fact that is routindy eXT:í1üitcd by S¡)(imirh;~rs in the ynni:y

of w:.iy~~ dd,'lltd in the ;".ÆütÌè.e.

A~ a resu.t, nikring j uH.k i..m;jl ,:ar: bt:. an error-prone H(.tivity. Some span1 that
appe;:irs to originate thmi ÍcgiÚrna1e sendus slips though filter::;, Woú;t.\ thest; spoüÙ:Ô e~
ma_Îh~ can be used Ú\r ihf~ type;', of _fJ~:iud and phì;,1iiig SCltnS that thc (\m':ni~~siiJn,
Microsof! and Nher:; an) no\-v pn.iS"-~i)uting, On the cth~r hand, ,~.mlÜI lÍ'om kgÜim,IÜ:.
Sendr)TS is (rnen blocked becHos.e th(~if Jnkrnd ctddrt'ss(~s heive been spoofhl and their
reputations tarnished,

ThtJ C:ütmnÎssíon's NotÜ::e of the Sumrnit desi:nhes t\-VG propüs-:d. private m;:trket
airiht~HtÍÍatinn s,ystems. On~~ üf these pnJpo:~iJb, Sender 1D" is has.ed on a comÌ)t-n;:Óün ol
i\..lkrosofl's "CaJkr in ÚH~ E-l'.Aúif' mid the Sender Püiicy Ft';imewo-rk CSPF') Scndc'
10 invoJve~~ thrce :-teps:

L E-mcci! senders (of an sàes) pnb1ís.h one tin:lt the Internet protocol ("IV')
addn;sses of their outbound e,mail si:)'versin the Dormrìii Narne Sv~:;en¡

CDNS") according to tbe :Sender- JD sped1kar-on.
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2. Recipient c..m~jJ systems examine each mcssagck¡ dd~~nnine the pu,portd
respünsiblc domairL

3~ H..ec-i.pient (~"'niaH, systeniS -sear(:.h. tb:c r)).rs Ü~Yr the list of olttl)OHftd rp address.es
of' tbE domaÎn, and thcn (heck \vhether the ¡P addn:;:~s ('()m 'NiÜdl the
m~ss¡;ì§W was rectived ís on thd list. Onçe v.i¡d'~sprcad ;:kp)oyrne:rt Îs
¡'.i.hitved, iLw match i~~ t';lllmt, th¡~ mt.~s:,agc -is Jot authentiGrkd wid has likdy
been ~;poofed. DW'ing the inHia1 pha:~es of ckpJoyincnC such ;;\1.Hhen¡ic;;tÎon
Üliure \vou1d Hkdy be ìnth..Ò:d in mterÎng ttehnol()gics and algorithms
di:signed to dewct spani.

\\,'lük the Scnckr TD system 1::; not a silv(~l' bi-dJct to counti.n- spa1n, ¡ t does repres\?nt a
significant industry inita1ÍÝ'e to detect spooÙjd domains, reducing boH, spam and
phishing attacks \vhilt~ ÙKrem:.ing the idiabìLty and deliwnrbility of1egiÚnate e.maíL

Tht; Send¡~r tD Fr;;\me"lvork !MS been designed to rued Üve eore requirements.

~ --;;s;;..gf./\doption. A key gOid of this proposal is rapid and hroad
adoption. We \vant an Internet domains to qlEddy pubìi~ìh their outbound

e-mdJ seivet 11) addrt~;:~ìcS. TherefoN, any tçchnicalin-\pktn~nwÚon \\fin

need 10 operate \vithin the c;:q:iabtJiÜes of esistÎng soJhvaJJ \vherever
r--üsgibk. 11 wiH not alway:: b: pos-sib!;:. to impkrnent this proposal witb:rut
changes to somç sothvare, but Sender IT) ha::; been dcsiglltd to h~t)p such
changes to ¡: tninÜnurH to hçÙitme adoption, "fhe o\'\'~rarching goab haw
hö:m ease of ÜnplemeuÜtion, m.p¡d dep!oyinent aml ,-t miuirnu11 of costs to
e..n1i~i1 senders.

.. S(:a1abiJ--y. Any impk:mentalion :imist aL.;ü be ¡~ble to seale up to fi1t-et th(~
needs of the largest ISPs HT)d down to ttH:' "lnaUest offíi:(: or hüinn mail
server. /\.n mithentÎcatinl1 system. .must ~:;ppürt organil:1tiüns that have

hundreds Of eVt.n thousands of e-rnaii servers as \~"c!J a,; those that havt
just one. SUdi a ~.y(;tein must also 511pp0J1 entities that outsource their ç-
maiJ serytn; to another organit:atìün.

~ Fairness. Authentica1:oIJ s)iMenb tmist abo equitably distnbuæ the costs

of compJÜrw;;e. Today, the ,:oMs of deeedÌ1g and remtdying spoofing are
bome entirely by the rççipÙ:.'l1ts .U. the recÚving e~mad syskm and the
addi'esst;c. Any kchnicaJ ìmpkmentatíon must n.xtifY this imba1nw::e.
Orgairizations th~n \vi.sh to prokd ÙH~ir domaÎn narnçs th)l) ,-"poofing
should bear part of the costbun:kn, \vhile ürgmiizutioHS that wish to
;'hXlU'.atdy deter1Ône whether or nut HW5sag\?5 1hey receive hive been
spoofed should htar a corR~SpOnÓTlg i.o:t.

J$ Onçimess. The techn¡ea1 ìmpkn::e:nt,itíon must be opedy published so that
any organization wi::iing to comply váth ib proVJSI\)tS rn:q do ;:;0. Thh,
opcnn~~ss Îs essentl;d 1.0 wÎdespT(jad adojJÜon, \vhi;:+¡in tum is .necessary to

end the spam epjdem¡c.
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~ n?5IensibDi., Finally, an authei;tieation ::;ystern nrust bo ablo to adapt to
çhanging pnlCtjeçs and ted.mo1ogy- The techi~:íal irnpkmentiÜon m.ust

thcrdÖre aHoyv fÓr tlw pl.bJk~ltÎ()n of He',' or additiünal infixTnalii.m ahüUl
an organiz;---t1on\; e-1TH.¡¡¡ polkí,::s and pracl,ices should UÓ:3 be rcquirtd in

the Juturfê.

The Sendcr ID Fnnm:~\:v!Jrk does not prevent span¡ limn being sent, but it does
rm;ki; spmn mudi easkr 10 dettd hy providing anwre rdialÙ~ nmwer to the Lirrckkme-nt:d
qui:stiün of \'.:ho sont a givi.~n mf.:ssage. 'Ihis Ü'Hmework hdps e-nwiJ senden; proted their
domain lKlTDtS, thcir reputations aod their brands; tnablcs ç-rmJil æeipknh; to J--her junk
e"w"ii1 more ac.cun:¡te1y; help,: prc\'cllb tbe ii8e of spoofing to perp¡;~trate pUshing scams;
and provides a. basis tì)r additionaJ f1tering decisions bused on the n.:püÜnii.in and e-mai;\ 1 . ¡' 1 .\)0 .;¡~.v:or U t ie senGer.

E.mail authentication standards such. ~s Sender 10 wiD Law both a dinx~t and ,m
.hdirect dIcet ori re¿hKing ~;pam. The dirçc~ effect of e.n1aH autbent1çatíüüi is thüt

t:Ji.ssages wh.z:h fad (~-ma¡¡ m,lthent:ç,Üion tests rnay be blocked or B(~gativdy 'Yvcighkd
by a recd\.':i:g organiz,'1tiorÙ~ ::;pam filwr:L Giv(~n pa~;t behavior, Wi;~ e-xped sp~in)mers to

Hdapt to ç..rnnij authentÎei'tion ,:c:b;~nKs Ihìdy rapidly'" indeed, there is Borne evidence
Hwy are aiff~ady doing so by sendi.ng xnaìJ from an addn:~ss that -i, dth:r !egistcn:d În the

DNS (and p1S.,es mithenticahon l'~:3tS? or doe~ not partiC¡pi:tte in an m..tl1ent1eatkm sd10mc

(resulting in neith¡;:: i. pass nor a bi! resu11 froni an auttü:~ntkation test). As a result this
direct d:l'f:e:: of b1ücking mail that Ùlils rE1 m..t.heriik(Jt1on te::;! may bt lt!ativcly sh()ft..
lÎved.

The inditect bf.~nefits, ho\ve\/e.r, an:. long.knn and siihswnt:íaL r:írs~,
au¡lwntication proposab like Sender fD enabk senders to !l\l;e aiJirmative steps to protect
their domain names, and ütæn tbeiY hrand naIJWS, Ü'OrJ, spoüfing. This helps to preserve
ihi; reputations andvab.w associated \vÜh these names. Second, they provide a
fÒundation for addiÜona! stwtiny of the sender. Onci: a n;~L(:iv¡ng ¡;"mÚi s,:rv~r can
ickntifj the orÎgin of a mt'ssagt \,vith some certamty, jJ ç¡;n appIy addÜìül1aJ ~xperien¡.:e.

ba"ed criteria to help dekrrnine ,,~'hether or not to tn.bt the sender and ,1CU::pt ::nes;.,ages

fOton:, that ~;ource. For exanrpk, ,'çcdving st~rvers Gmld exarni,--c the historÌ(:nl patwtn of
message transmission tÌom that si;mk., noting tha.t a sudÔen high vo1un:w or man fÚrm n
prev1ül1s1y unknown scnd'~r might be suspkiou:ò, :Rete:ving sern::rs could aI50 twn.niw:
the tn\ík l\~cord of the s~ndcr with f(~~peí:'¡ to end..user complaint,,;, n:ç;:sagç lt,:jechon, or
rak~, of ~ipiinJ detected. Th¡;;se Ü:dkator" could be iJ:(:oq::onHed into ¡he ovcrd! ::~pam

ÜJter;l)g process. E .imüi authe11ticat!ün thus provides a basis for Üif0rei~ices abom ilw
reputation and past hehavior of the sender that cü,dd )Wf pn:viou:Üy be ¿nl',vH .... thereby
inip-rov-ing the :,uceess rak~s of filers and decn::asíngspam and its ,..ssodmed eO;:;B,

'l\:'chnoiogy ",1011_\ 11owt'-v.;r, \vì1 not ~wivi.~ this prob1em. A holi~tit appiwJdi that
"i1so incl1tdes industry coJiaboratio):, kgislaiiüt1, üHfürçem~l1t, and education is necess::\ry
to shift the burden i1'om ~he user to the sp;,\nw:wr, n::sii1Üng În an increase in lhi; rdiahilit:"
of e--rnai¡ and of the TntemeLThis appwadi "iko requ:res that any propo~1ed

mdientieition :"Ümdardbe supported on a global basis, hteaw3i; spam tn.mseends and

traver~:;es national bün.:kn:" Cü!kctivdy" i.hese measures wH1 help to sl,bsLmUally redlice
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the mnmmt ()f junk e.. mail deJivenx! to w.;i:rs' manbüxe:: and üptirnizt~ w;ers; oven1H
online exp(,rii.~nct:.

u. KV'ilssui::s

'The rTC and NISI' have recognizcd th;H the authentication component üf this
solutìnn raises H \vídc range of çhalknghig qm~stion3. Tb;. Notice seeks cm11went on
is::ue~:; in :i0\;,cnì1 areas, inc1 mUng.: (! ) T\::dllokgy and Operation: (2) ImpJemeutation; ;md

0) Intdkctua! Pro.perty. Mkrn50ft has miÜcipawd and i.nve~~tig~¡ted m;my of 
these i.ssn~s

tlu'(yughúl!t the i:knlè!opment of Sender XD, and as exp1Hirwd bdü'N, \eve do not bdit;Vt~ that
they POSt; i1 significant impedhr1.ent to the \--;ìi:kspread adop!ion of mrt.hentkHtten systerns.

A. Tedmolugy m--d Optn~th:m

The NÜtice sohcits co.nnr1tuh c,n a varídy of olK~mtioHil; ¡SSHCS invoh'ing

authemication systems, ìnd1.¡ding their dTù(:t o~n exiMing Inwnid pwtoçots, the¡r

interoperabiliy, and their implic;:H¡ons tor specific types of users, As noted above, W(,
have desìftßed the S(~nder JD pw.rpuì1 to wBxírni:c üpeI(i.tional case, and "',e bdíeve that
an audwnticatìon procedure can be ineorpürated smoothly into the e-rnaH pwce::;s for the.' l'enme spectrum ÜJ. HS(;rs.

~ rJfe('L.s.n:L.Jmtmf:L..Fm--~l~~9i-;. E-mail i.H.¡thtntkation prüpo.sals fHU::t
supplement rather th"in repJace existing Inlcrnet protocoL; to faÔJiWk
viide5pread adoption. E-mail is thi: -most \vjddy u;,ed Internet app!icat:un,
and radical chiingt;:~; to eX~::;í.ing protücds arc then;f():re highly rmlikdy to
adiicve th~ widespn:ad depkiyment required in order t~)r them to fiucc.eed.
S(1)der TD 1::; thus ck:,igned t(H easy ;;tdoptiün.

~ Effì;.tt..Ç¿rLi;.~i~xigiL.1Llrd\N~u't...imsL~9J\\~:!;t1:~~.. \Vhile Sender ID is being
dcsigiied to i)perate under existing condÜkms to every extent possible,
s~ich ;l systcin cm:ir¡ot bt:, j!J:)pJem¡;nted véì.hoHt $t.nne en!!;,'tlH.:en1Gnts to e-
mail sofhvare+ In partii;;i:kr, ,eceiving c..mai! servers nCt~d to be mü&6ed
to perr~xm thi:. necessary aufhentÎcation diecb;, i.md in s~vnt~ cases to

present to the uscr the result'" of those i;heGb. Sem:krs Eiay a!:;o need to
make ::orne chaqlt.s to both süH\\/i.c mid adi:ninistratíve prüçedn.rö, Most
e-mail mitb~~ntk8.tion propo:;;;,J::, including Sen(kr JD, require pubhçMion
by düniain tJ\\;nt:rs of certain inGxrnatíon conçeming their authorized t-
mail servers. Sender ID also. æquìres rnodest changes to the (H'J1~ll¡
sofhvare used by sending $('~1\lel'S in cenain sitlwtious ... -mainly to those
ser\/ers thaI. p~rJ(H1n e-mail fbnvard:ng. _As more Hnd more organilalioll$
ad()pt e-rnaH authcntkatiün teçhnìqt;ès. pn::sSl1e wil moum on tho.se ..,,rho
are not pmtiçipating, bfx~inJ.Sf. their e-nian \vU be sul*ctcd to grt.(~ter
scrutiny and win bt' at a greatcr ri"i.: of being blocked by sp;.uu Jl!ters.
Thus, over ttmt~, upgrades to existing :,of1walc \',111 bei:'()rn,~ n(.x~nsary.
While 'Ne \.v(rukl en\.~ollragt upgra.d.e:;; to be made; as qukJdy as possihle to
reahze Üæ bendH:1 that (.mail a,.It.herH1cat-oH p,vvides. V,ie re~og-ni?e thJt
for rnany organiz.ati(,)üs software i.¡pgn:.,dc.; J:::qui-;e signiJicant lmdgekry,

.:




