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Background and summary

FTC and NIST publicly announced an Email Authentication Summit to be held in Wash-
ington DC November 9-10, 2004, and requested comments on a list of 30 questions or
any other issues in connection of email authentication.

| am the author of the RMX drafts’, first published in 2002. The RMX drafts initiated
the discussion about email authentication as a spam protection and thus the subject of
this summit. The well-publicized proposals the Request for Comments mentions, SPF,
CallerID, and SenderID were based on and directly derived from RMX. | am working on
communication, network, and email security since the mid-1990’s and participated in the
IRTF's and IETF’s anti spam efforts from the very beginning.

This paper comments on some of the questions posed by FTC and NIST and points
out why email authentication alone will not solve the spam problem. It therefore proposes
a simple technical measure which could — in conjunction with legal measures and the
authentication and authorization discussed on this summit — effectively reduce the amount
of spam.
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Authentication does not
protect against spam

Email authentication and authorization do
not protect against spam. They do pro-
tect against forgery. Since spam is usually
sent as forged email, the protection against
spam is a lucky side effect.

Until now, spam emails were usually
forged, because spammers had absolutely
no reason to not forge, but good reasons
to do so. But since authentication meth-
ods evolve, spammers begin to stop forging
and to use their own domains. Domain ad-
ministrators found that most incoming mes-
sages authorized by SPF records are in fact
spam messages. Ironically, some spam fil-
ters gave those spam messages a better
score than plain email because of those
SPF records.

Email authentication/sender authoriza-
tion is only the first step. It allows to identify
the spammer, but then further measures are
required. Unfortunately, these measures
are more complicated and more difficult
than the first authentication/authorizaton
step. If you want to defend against spam,
then you need to solve the problem of
how to proceed once you've identified the
sender of spam.

There are currently different proposals on
how to cope with that, but it is just the most
publicized proposals SPF and SenderlD,
which completely ignore that problem. They
are designed primarily for marketing and
patenting purposes and not as technical se-
curity solutions, and thus are limited to the
easy part of the problem only.

A former proposal of myself was to query
the whois entry of the senders domain,
to identify the person responsible for the

domain, and to reject e-mail if the whois
database does not tell such a person. A
third step would be to black- and whitelist
and maybe to prosecute those responsi-
ble persons. Other proposals use domain-
based reputation and accreditation sys-
tems.

Both approaches do have a significant
flaw: They do not work on a world wide
scale. They might be appropriate in one
country, but not in a different one, and could
be even unlawful. For example, the ap-
proach based on the whois database or
the impressum given by a domain might
be working in Germany, but not acceptable
or unfeasible in the United States. On the
other hand, reputation databases might be
working in the U.S., but could violate ger-
man privacy laws. And both methods will
not work in countries not under rules of law
or which allow spamming.

You will not find a method that will work for
the whole world. You will need per-country
solutions. That’s what makes things difficult,
because spam is a cross-border problem.

To cope with this problem, | propose the
method described below.

Proposed solution: .com
considered harmful

It will be impossible to find a general method
of how to proceed after indentifying the
sender of spam by authentication. The leg-
islations, the mentalities, the ideas of iden-
tity, and even the will to prevent spam are
far too different all over the world. The un-
pleasant consequence is that every country
on the world will have its own invidual way
to cope with spam (or not), depending on

Danisch: Comments for FTC/NIST Email Authentication Summit 2






