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Further, the Proposed Regs should state that the meaning of “‘entity” as used at 15
U.S.C. § 7702(16)(B) is the same as “person.” That provision of the Act, which
addresses separate lines of business or divisions for purposes of defining “sender,” does
not employ the term “person,” but is related to circumvention practices which would be
easier to foreclose by more thorough definitions as recommended herein.

III. A SAFE HARBOR FOR ADVERTISERS SHOULD BE CREATED

The Commission inquires whether a safe harbor provision should be added to the
Proposed Regs.'? The Commission should create a safe harbor provision for advertisers
who rely upon list owners to send their email advertisements. This would provide
necessary clarity to the regulated community with regard to the transmission of single
emails containing one or more advertisements.

The right to come within the safe harbor’s scope should be extended to any
advertiser when it:

1. markets only to a permission-based or “opt-in” email address list;

2. receives a warranty of compliance with the Act and its regulations
from its email service provider; and

3. makes an explicit effort to not come within the scope of “sender”
(e.g., by prohibiting the use of its namc in the “from line;”
asserting that its control of the email message shall be limited to its
promotional copy material; and agreeing not to determine the
email addresses to which email is sent).

Creation of a safe harbor under these conditions will encourage advertisers to
make better and more responsible use of email advertising by only delivering their
advertisements through permission-based marketing channels. It tends to make reliance
upon unscrupulous third party spammers uneconomical because the liability outweighs
the modest amounts saved. Consumers would benefit, advertisers would benefit, and the
safe harbor would foster growth of email whose “low cost and global reach make it
extremely convenient and efficient, and offer unique opportunities for the development
and growth of frictionless commerce.”"

12 70 Fed. Reg. at 25450.

. 15 U.S.C. § 7701(a)(1).
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Iv. THE COMMISSION SHOULD PERMIT DEFENSES AGAINST
DICTIONARY STYLE ATTACKS ON UNSUBCRIBE PAGES

Hackers or others with malicious intent are able to launch a dictionary or
dictionary-style attack on unsubscribe pages in order to erode legitimate email lists and
cause injury to list owners. For example, a hacker may write a script to randomly
generate characters or words for *@aol.com email addresses and be reasonably
successful at unsubscribing users without their knowledge or approval. Consequently,
there is a legitimate business reason to deploy a challenge/response system to defeat a
robot programmed to launch such an attack. Challenge/response systems usually ask the
unsubscribe requestor to enter in a randomly generated phrase which can be seen, but is
created through a graphic image, rather than through text which may be read by a robot.

The Commission should clarify that deployment of such a system by a member of
the regulated community would not constitute a violation of Proposed Rule 316.5. As
drafted, this provision prohibits the requirement to provide “any information other than
the recipient’s electronic mail address and opt-out preferences. . . .” This broad language
could reasonably be interpreted to prohibit defenses against hackers, which is presumably
not the intent of the Commission in drafting this provision.
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In preparing the Proposed Regs, the Commission has done an exemplary job

- studying a rapidly developing and changing industry and accurately pinpointing portions
of the Act requiring modification. There remain a number of industry practices, however,
which have not been addressed by the Proposed Regs and which constitute increasingly
material sources of UCE. The Commission should close existing or perceived loopholes
through this rulemaking and has the opportunity to do so through further refinements to
its proposed definitions of “sender” and “person.” The Commission should also
encourage permission-based marketing practices through creation of a responsible safe-
harbor provision for advertisers.

Sincerely,

[ Michael R Geroe
L General’gorunsel



