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ABSTRACT 
Just about everyone agrees that spam is a form of internet abuse. Yet the knee jerk reactions by 

various entities to combat internet abuse, can also as equally abusive. Some solutions that have been 



adopted and practiced by industry, now appear to have grown into a form of monopolistic practice. At 
the very least, what these organizations now practice is a form of unfair business practices. 

I-- 

-Dynamic IP assignment by the various ISP's are now routinely being used to prevent the 
delivery of legitimate e-mail. Organizations have designed a solution to have members block any e- 
mail from those IP addresses that the various ISP's have designated and published as dynamic. Public 
and private companies use the information provided by the ISP's to provide a service that limits the 
ability of those dynamic accounts to send e-mail to the millions of e-mail accounts. 

And to overcome this hardship, peculiar to Dynamically assigned accounts, is to purchase an IP 
address that the ISP wont list as dynamic. Or you can pay for a service that will e-mail your inail 
through their non-blacklisted IP addresses. 

ABOUT MYSELF 
I have a bachelor degree, as well as a graduate degree in the computer science field. I have been 

in the business for about 35 years. 

At home, I have a DSL connection, with about 1.5Mbps internet service. Connected to the DSL 
modem I have a 5OOMHz Dell P3 laptop. This laptop runs the Linux operating system, and acts as my 
internet firewall, router, NAT, HTML server, FTP server, SSH server, and MTA. My laptop is always 

- - on 24 hours a day, 7 days a week. It is always connected to the Internet. It has battery backup, tape 
backup, as well as a secondary laptop backup. 

I am not a business. But I am serious user. 
The other ( 6 ) computers behind the firewall, are used in my gps project. The servers behind 

the firewall, are generally turned off, as I just need to number crunch 6gig7s of mapping data 
occasionally. My programming effort(s) is done on another laptop, connected via a private gated 
encrypted wireless connection. 

I do not use or need the value added services provided by the ISP. These value added services 
as e-mail or web space are just not needed, or wanted. I just need internet access. 

I have been running this setup for as long as I had DSL, which I think is about 5 years. All I 
want or need is internet access. Internet access is something that I do need. 

My home setup is not all that complicated, and can be accomplished with minimal hardware 
and software costs. 

My domain name is Gatworks.com. 

During my tenure of managing my domain, and DSL services many changes have been made in 
the internet pool of services. Early on, my ISP has decided to unilaterally block internet port 80. Port 
80 is used to begin communications between web services. Reason given was the eminent network 
breakdown by a worm that would have degraded network services. I had complained, and the 
alternative given was to use any other port. It was not clear if the ISP blocked all access to port 80 for 
all account users in a non discriminatory fashion. Other ports may be blocked, but I have no specific 



knowledge, and the ISP does not publish such information. 

A Little Bit of History 
Dynamic IP addresses were used to temporarily assign an internet address to dialup accounts. 

Dialup connections were temporary as telephone connections were not on 24 hours a day. Eventually 
the user would hand-up, or the ISP would disconnect the call due to time limits or lack of use. Once the 
phone call was disconnected, the ISP was able to reassign the IP address to the next caller. 

Along came DSL. DSL ment that the connection was always on, and one can stay connected 24 
hours a day. What was important is the amount and rate packets of data that is transmitted. Dynamic IP 
address's were also assigned, but one realizes that since the connection is always on, the temporary IP 
assignment can last for days, weeks, or months at a time. 

One can run your computers on such a setup without much problems ( the occasional 
disconnects ) . A Domain can be purchased, and be used to communicate to other computers by name 
rather than an IP number reference. 

In time, as various governmental organizations have jumped on the Internet bandwagon, 
propagation of the internet has become worldly. As the connection base became large, so too has the 
problems. One of those problems is the commercial use of e-mail as an advertisement medium. 

Any organization that had an MTA ( sometimes mislabeled as a mail server ), are now 
inundated with useless mail. Solutions were needed, and various entities stepped in to fill that 
danvinian void. 

Needless to say, one of those solutions was to have ISP's cooperate amongst each other to only 
publish IP address's that are dynamic. Other ISP's can then obtain these IP numbers, and restrict, or 
eliminate the acceptance of e-mail from just those IP numbers. 

I don't send spam. But from the various organizations that list Dynamic IP addresses, they 
routinely advertise that those IP numbers are a major source of spam. It is only upon reading the fine 
print, that they have no knowledge what-so-ever, that any e-mail that is sent by a Dynamically assigned 
IP address will in fact be spam. 

ISP now reject e-mails via a cooperative effort 
For many years, I have been able to e-mail without much problems or issues. Very few 

organizations rejected e-mail based merely on IP address. In time, organizations refused to accept e- 
mail that they self-classified as spam by examining content, Since I don't send sparn, such schemes to 
limit spam seemed wholly reasonable. 

Yet in recent years ( since 2004? ) there is a growing support for blocking any e-mail that 
originated from a dynamic IP address ( BIO ). A dynamic IP address is an artificial classification of an 
IP address that is ment to designate an IP address that assigned temporarily. It was reasoned, although 
not scientifically supported, that most of the worldly sparn originates from infected microsoft windows 
machines that have been assigned a temporary dynamic IP address. 



Now there is an organization called MAAWG ( Messaging Anti-Abuse Working Group ) that 
is has a membership of major ISP organizations. The cost of Membership (B 13) begins at a mere 
$3000 a year, to $25000 a year with voting rights. Not exactly an organization that would appear to 
welcome the public with $29/month DSL accounts. 

MAAWG is an organization that publishes is own statistics, and 'best practicesy papers. The 

one pertinent paper "Managing Port 25 for Residential or Dynamic IP space Benefits of Adoption and 
Risks of Inaction" ( B14 ) recommends that all of its members refuse all e-mail from dynamically 
assigned address's. It also recommends that all member ISP block the access to the internet port 
normally dedicated to the transmission of e-mail. Blocking the e-mail port, is just like blocking the 
VoIP port. It prevents the unfettered access to a competing service. Like VoIP, there are competing e- 
mail only organizations that have much more favorable terms of service. But if the ISP blocks access to 
that port, then competition has been completely quashed. 

Likewise for the theory for the usage of blacklists. At one time inclusion in the list ment that 
you had actually violated an internet covenant. Now that there are lists that is merely a collection of 
dynamic ip addresses, it is no longer necessary to have violated any rules of internet conduct to be so 
listed. And the only way that one could get listed as dynamic would be if the ISP shared that 
information with each other. 

The MAAWG email metrics report #3 Q2-2006, page 3, (l324) specifically declares " it is a 
conservative estimate to say that each dropped connection corresponds to at least one abusive e-mail" . 
Yet in the same paragraph, MAAWG also declares "It is therefor impossible to determine how many 
abusive e-mails per dropped connection were prevented from entering the network" (B24) . MAAWG 
"unbiased" declaration that L'Dropped connections & blockernagged ~nbound e-mails per Unaltered 
Delivered Email" represents "80.73% abusive email" (l323). This is an irrational and self serving 
declaration. A more rational declaration, is that 80.73% of the email is either tagged or dropped. The 
more rational conclusion, unfortunately, does not convey the message that MAAWG really wants to 
send to all of its membership. 

There is no analysis that the 'dropped7 email was at all abusive. There is no analysis that any 
tagged email was at all abusive. Nor can this organization determine so, as it is up to the user that owns 
the account to make that ultimate determination, and a dropped connection conveys no information one 
way or the other. 

This self serving organization fails to mention how the tagged emails, or blocked connections 
are able to demonstrate an abusive email. Email to my cousin routinely gets misclassified. My email to 
YAHOO routinely winds up in the bulk ( aka spam ) folder. My e-mail that is sent to an ISP that 
blocks mail merely on the designation of 'dynamic IP', would also get rnisclassified by MAAWG 
standards, as it is not an abusive e-mail. 

Dynamic IP as defective product 

Since the designation of an IP address as being either a dynamic or a static, is an arbitrary one, 



only the ISP knows which is which. IP addresses is just a number. A number that is used by the 
internet system to connect to another computer. 

In order for 3'* parties to know which IP addresses have been designated by the ISP, the ISP has 
to make it known to those parties. Various organizations that base their business on accurately 
informing the public on the designation of an IP address need to know exactly what those arbitrary 
number are. This can only happen with the full cooperation of the ISP. 

Once these IP addresses have been passed along to these allegedly span1 blocking organizations, 
that IP can no longer be used to transmit e-mail to those organizations that use span1 blocking services 
specifically trained upon dynamic assignment. I am, for the purposes of sending e-mail, been given a 
defective IP number, as the ISP poisoned that number. 

The ISP does not poison static IP address. 

Attached, as Table 1, is a list of 78 USA organizations that has rejected my attempts to deliver 
e-mail to one or more of their e-mail subscribers. 

Attached, as Table 2, is a sampling of e-mails that have rejected my e-mail on behalf, or 
unbeknownst to their subscriber. 

User don't know that their ISP routinely prevents e-mail delivery. 

Many ISP routinely advertise that the choice of what type(s) of e-mail that may be delivered to 

the customers account is under their complete control. This is clearly shown by the advertisements by 
Earthlink.net. "When you turn on spamBlocker, you get the choice of two levels of state of the art 
protection" ( B1) . This clearly indicates that the account holder is in complete control of how e-mail is 
handled. 

Yet from evidence ( Al ,  A2, A3, AlO, A1 1 ) Earthlink.net refuses to accept mail froin what 
they have determined to be from an IP address that might be dynamically assigned. The users e-mail 
account never gets to see the e-mail. The user never has a choice in allowing the e-mail to reach his e- 
mail account. 

Earthlink is not alone in such deceptive practices. Adelphia (AlS), AC.net (A5), Verizon 
(A21), for example does not even inform their users. 

Verizon clearly denies access to their e-mail system from my IP address. My mail never reaches 
to a level where Verizons "Spam Detector" will ever see the e-mail sent ( B4 ). 

Even if users are informed, ISP's routinely suggest that the customer block e-mail from such 
addresses because they are sources of spam. The real issues with static and dynamic IP address's are 
left to the imaginations of untrained internet subscribers, and often just switch blockage because the 
ISP recommends it. 

Does the organization MBFAA ( Metropolitan Burglar and Fire Alarm Association ) know that 
their provider of e-mail services also blocks legitimate inquiries ( A26 )? MBFAA is organizaed to 
provide consumer information regarding smoke detectors and the like. I don't know. They don't know, 



as the ISP wont inform, and I cant e-mail to their public mail address. 

US Government also blocks e-mail from dynamic IP sources. 
Government is also in the business of blocking e-mail from dynamic IP address's. I can write 

to the public nasa.gov, as this appears to be open to the general public. When I try to reach the division 
of NASA in charge of GPS , they refused my e-mail inquiry (A18). All e-mail addresses that I use are 
published in their respective web pages on nasa7s web site. I made an inquiry to the public NASA, but 

did not reply to my inquiry. 
One of the computers from the City of Chaska, sent sparn to my domain. In reporting this issue, 

the Chaska e-mail system system refused to accept my e-mail report. 
At one time I wanted to obtain tickets from the theater at Penn State University. All e-mail 

inquiries were rejected. 
As far as I know, none of these governmental entities has changed their e-mail acceptance 

policy. 

Removal from of dynamic IP addresses are next to impossible. 

The sole reason for these types of lists is just to deny someone, that isn't an ISP, or a business, 
the right to e-mail someone on the internet. You dont have to be a spammer, or a network abuser, oe 
even a legitimate business to get listed. Listing is based merely on what infomation the various ISP7s 
pass along to those organizations that collect and disseminate such information. Once so listed, those 
reporting organizations refuse to delist the designation unless the ISP certifies that the IP address is no 
longer dynamically allocated. 

Even for such organizations as Verizon, a dynamically assigned ip address may be denied ( B2 ) 
the right to e-mail one of their subscribers. Efforts to apply for a whitelist7ing of the IP address from 
Verizon appears to be disingenuous. As per Verizon web page ( B3 ) the only people who are allowed 
to request a whitelisting, is Verizon Online customers ( with a Verizon.net mail account ), or an ISP. I 
am neither, although I am a Verizon DSL customer ( after a few months, if you don't use the 
verizon.net mail account, the mail account is closed). 

Spam from a artificially designated static IP address are not placed on any equivalent IP list. 
Other internet transgressors may have their static IP address temporarily placed on some blacklist. 
Eventually that listing will be removed. This is because all ISP7s designate to themselves the equivalent 
of a static IP address. Blocking e-mail from commercial or business class enterprises is not in the best 
interest of any list maintainer, as they get discredited by the very groups that they provide services to. 

Static IP addresses as a source of extra revenue 

The cost difference between a static ip address, and that of a dynamic ip address is $0.0 . The 
organization www.arin.net does not distinguish between static, or dynamic. An IP address is merely a 



number to www.arin.net . The cost for an IP address from www.arin.net is about $0.07 ( seven cents ) 
per year ( 64000 1 $4500 ). 

For Verizon residential users are only allocated a Dynamic IP address. There are no published 
residential DSL packages that include a Static IP allocation. 

For Verizon business packages ( B5 ) , there are only 2 packages that have a Static IP address 
as a feature. It costs $20 per month extra for the 3Mbps package to have a Static IP. For the 7.1Mbps 
package the cost for that one static IP address is a outrageous $100 per month. At the end of the year 
that account holder would have paid $1200 extra for an IP address that costed the ISP just 7 cents. 
Does a profit margin of 17,142% (percent) seem reasonable? 

For Earthlink residential account, a static IP address can be purchased for $15 per month (B25) 
. Although Earthlink business accounts are all provisioned with at least one Static IP address, it is 
curious to note that the question "Supports Email Server?" has the answer of "no" for the Small Office 
classification (B26). One has to also wonder if it does not Support Email Server is also applicable to 
residential customers that have purchased a Static IP address. 

And why wouId anyone want to get a static IP address considering the cost differential? Well, 
you see, organizations like MAAWG ( B 12 ), for which Verizon, AOL, Earthlink, and other major 
ISP7s have joined, decided to poison the dynamic IP addresses so that business that may want to send 
e-mail cannot reliably do so. The strategy is documented in WAAWG7s published paper "Managing 
port 25 for Residential or Dynamic IP space" (B14) In that paper, under the heading "Benefits of 
Adoption" .( B15) , MAAWG declares that the "Ability to offer premium tiers of service to customers 
who have a legitimate need to operate e-mail servers with direct access to port 25" as a competitive 
advantage ( B 16 ). This competitive advantage can only be accomplished if major ISP providers 
collude in the poisoning of a class of IP addresses for their sole benefit. 

A DSL account owner can perform equally well with either a dynamic IP address, or a static ip 
address despite what Verizon states ( B6 ) . It only becomes a issue when an organization (MAAWG ) 
of Major ISP7s collude with other organizations in the creation of a database of IP address's that 
effectively stops another non-participating organization(s) from sending legitimate, and legal e-mail. 

AOL states that it works with many ISP7s to maintain lists of dynamic IP addresses (B7) . "If 
your ip is dynamic you may contact your ISP and request a static IP address". Verizon says the same 
thing (B3). From Table 2, one sees a small sample of the effect of this organized effort. 

ISP's routinely mis classify my e-mail as spam. 

Even when an ISP does allow my e-mail to be deliver to the destined users account, the ISP 
routinely classifies the e-mail as spam. This misclassification does not appear to be based on content. 
Nor does it appear to be based on user account preferences. It does appear to be based on the nature of 
the IP address used to deliver the e-mail. 

With yahoo.com, one can create a personal e-mail account. From my domain, gatworks.com, I 



can e-mail to that newly created yahoo e-mail account. But in all cases yahoo delivers the e-mail to the 
'bulk folder'. The bulk folder is a place where dubious e-mail is placed. 

I have asked yahoo as to the misclassification. They refuse to respond directly to my question. 
I even wrote to my cousin that uses charter.com as her ISP. Every once in a while the e-mail 

system misclassified the e-mail as spam ( A24 ). Its not based on the content. 
This misclassification even extends to my E-BAY inquiries. Although the inquiries are sent 

through e-bay mail system, the ebayer's ISP destined the mail to the sparn folder. Its hard to say if it 
was based in content, or merely the IP address used to send the mail. Since this was his business 
enterprise, I cannot imaging that the misdirection is a part of his business strategy. In either case, the 
response-information needed for the purchase of the ebay item came too late. 

And let us not forget about governmental agencies. I regularly e-mail 'ti,ner@census.~ov' with 
errata, and tiger data base questions. At one point, after a long delay, I received a response. Part of that 
reply there was evidence that my e-mail was misclassified as spam. I asked why. And they the folks at 
tiger@census.gov also asked why of their e-mail maintainers. The issue appears to have been corrected 
without any further incident. I can only wish that other organizations were so obliging. 

IronPort Inc. is a De Facto Consumer Reporting Agency 

I had been emailing Dell for some time. Recently, the MTA log file showed that Dell's MTA 
has rejected my e-mail. The following is the error message: 

"Feb 8 15:13:42 laptopserver qmail: 1 170965622.899213 delivery 2589: deferral: 
Connected-to-143.166.83.183 but greeting failed./Remote host said: 554-pc-smtp.us.dell.com 

554 Connections from this sending hostname pool- 15 1-205- 177-35.ny325.east.verizon.net, IP address of: 
15 1.205.177.35 are being rejected due to low SenderBase Reputation score (below -2). Your SenderBase 
organization: 178053. See http://www.senderbase.or~/ for more infomiation./" 

The error message, although sent by Dell, was in fact created by a company called IronPort. In 
this report, IronPort alleges that my reputation is low, with a value of -2. IronPort reputation filters 
"supports very accurate conclusions about a given sender". I have no idea as to why IronPort alleges 
that I, as the sender, has done anything wrong. Since all of my addresses have been dynamically 
assigned, I cannot see such an organization can come to any conclusion. 

Dell's "Global IT department" has decided to not investigate this issue, and opted to fabricate 
the scenario that might have caused the low sender score. 

"The IP is owned by Verizon Internet Services Inc. We assume that you purchased a domain, 
which means that you may share services (i.e. Email Gateway). So, basically you will share the 
reputation for the entire group. Their suggestion is for you to check with your ISP ( Verizon?) 
and see if you indeed have a dedicated IP for outbound smpt traffic. Otherwise, you will 
continue to have problems delivering e-mail, using a share community inail server. Our systems 



are dynamic and we don't use any RBL (Blacklist). Once the "reputation" improves, email will 

flow again." 

I don7 t understand why Dell does not understand that that are using the SenderBase system that 

was designed and maintained by IronPort Inc. to determine some arbitrary reputation score. That score 
is then used by Dell's mail system to determine if the sender may be allowed to deliver the e-mail. This 
is exactly how Blacklist's work. 

I have asked Dell for a copy of the consumer report that was created by IronPort for the benefit 
of Dell Inc. I have also e-mailed IronPort Inc. directly, and asked to see the report. 

Thus far neither party has provided to me a copy of the report. 

Are IronPort senderBase reputation scores just another form of consumer reporting. Are these, 
and other organizations like IronPort which report on the public activities of consumers regulated 
under the consumer reporting laws currently enacted. And if so, how do I get IronPort to release the 
negative information that was used to create the reputation score of -2? And then how do I challenge 
such a designation? 

What I would like to see 

In as much as I do not like to receive spam, I also don't think its appropriate to classify all 
dynamic IP addresses as not worthy of e-mail transmission. Unfortunately those organizations are now 
becoming indifferent, and organized in how everyone should and should not behave. 

I would like to see the elimination of types of IP address classifications. If someone signs up for 
internet access they should be assigned a single IP address for the duration of the account. Just like how 
telephone numbers are assigned. At only 7 cents per IP number ( quantity 64000 ) per year, I will be 
more than be pleased to pay 10 cents per year. This is a reasonable profit of 30%. 

Once the concept of dynamic addresses are erased, an IP account that commits spam abuse, web 
abuse, ...., can be blacklisted as harmful to the internet community using actual evidence of harm. 
Everyone will know who that single individual/account is, because that ip would not change. 

If the account is canceled, then the IP that was assigned to that account would rest for some 
time ( 3 months ) allowing for the blacklists to re-list the IP as non-spaming. 

Otherwise, the issues with dynamic IP assignment is not going to go away. Dynamic IP7s were 
created in a time where it did no harm. Now dynamic IP address's are poisoned by the very own ISP7s 

that issue them. Other ISP7s then collude to deny access to accounts with Dynamic IP, allowing the 
more expensive Static IP address unfettered access to everyone's MTA. This, I believe, is a form of 
unfair business practice, that the FTC was ment to stop dead in its track. 
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Company Name 

Microsoft/MSN 

AOL 

EarthLink Network, Inc. 

Adelphia Communications 
Corp. 

Road Runner HoldCo LLC 

Disney Worldwide Services, 
Inc. 

FDN 

Verizon Internet Services 
Inc. 

Cable Atlantic Inc 

Electric Lightwave Inc, 

North Carolina Information 
Technology Services 

BellSouth.net Inc. 

Cogent Communications 

Endurance International 
Group, Inc. 

Internet Systems 
Consortium, Inc. 

JAM, Exchange Point 
Services 

CenturyTel Internet 
Holdings, Inc. 

Hurricane Electric 

Carolina Online 

COL NETWORKS, INC. 

RCN Corporation 

Cogeco Telecom 

Company Address 

Microsoft Corp, One Microsoft Way,Redmond,WA, 98052, US 

AOL LLC, 22000 AOL Way, Dulles, VA 20166, USFDN.com 

1375 PEACHTREE ST, LEVEL A, ATLANTA, GA, 30309 

1 N. Main St., Coudersport, PA 16915, US 

13241 Woodland Park Road, Herndon, VA, 20171, US 

500 South Buena Vista Street, Burbank, CA, 91521, US 

2301 Lucien Way, Suite 200, Maitland, FL, 3275 1, US 

1880 Campus Commons Dr, Reston, VA, 20191, US 

canada. rogers .nf.net, theZone.net 

FRONTIERNET.NET ,Frontier, 180 S. Clinton St., Rochester, NY 
14646 

3700 Wake Forest Road, Raleigh,NC, 27609 

575 Morosgo Drive, Atlanta, GA, 30324 

1015 31st St NW, Washington, DC, 20007 

70 Blanchard Road, Burlington, MA, 01803 

950 Charter Street Redwood City, CA, 94063 

PO Box 123 17, Marina del Rey, CA 

100 CenturyTel Drive, Monroe, LA, 71201 

760 Mission Court, Fremont, CA, 94539 

1608 Godwin Ave, Lumberton, NC, 28358 

705A WESLEY PINES RD, LUMBERTON, NC, 28358 

105 Carnegie Center, Princeton, NJ, 08540 

55 15 North Service Road, Burlington, ON, L7L-6G4, CA 


























































































































