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Introduction
I am currently developing a new website, and Icarning about the COPPA Rule for

the first time. It is exciting that the FTC is coincidentally secking public comment at the
height of my awarencss of the i1ssucs mvolved. T will gladly share both the benefits and
obstacles I experienced while implementing The Rule.

Summary

The COPPA Rule is creating a valuable improvement to the Internet expericnec.
[t is sprcading awarcness of privacy issucs for pcople of all ages. At the same time, it is
forcing technology experts to consider the eftects of information collection from children
and to respond creatively and responsibly to the challenges this creatcs.

The COPPA Rule is ambiguous on scveral points. In order for this law to remain
beneficial, it must be updated with more specific regulations and exceptions. The
Internet increasingly empowers average citizens to create websites and online services
that collect personal information. [t is therefore necessary to make the COPPA Rule
casily understood by the average citizen.

General Practices

In the development and maintenance ot a wetl-designed website, it is absolutely
necessary to collect information about the website™s visitors. There are two main rcasons
for this: Sccurity requirements, and technological requircments.

[t is absolutely necessary for a website operator to implement proactive security
mecasures. For the purposc of my comments. I would like the audience to know that any
given website 1s constantly at risk of attacks consisting of methods such as brute force
password cracking. denial of service networking flooding, server-side and client-side
script injection, session hijacking, spam, multiple account registration, inline hotlinking,
chat bots, phishing, and ntellectual property thett.

[t is absolutely necessary for a website to collect a user agent’s IP address simply
to be a functional server on the Internet. It is also necessary to maintain session state



imformation for even the simplest non-static content to be avatlable to that user agent after
visiting the first page.

These security and technical concerns are always independent of the age of the
end user. The COPPA Rule does not recognize this consistently as it s written. [ will
give specific examples below.

Availability

The ability of children to access information of their choosing s primarily subject
to parental control. However, I was disappoited the COPPA Rule did not make a
stronger statement against using it as a defense for age diserimimation. Websites should
be required to make their content available to children unless 1t is inappropriate for
privacy or age rating rcasons. As it stands, the COPPA Rulc is too intimidating for some
website operators to implement properly. T will make specilic implementation
rccommendations below.

The availability of websites dirccted to children 1s equally important. [ feel that
the COPPA Rule docs not intend to limit access to any website, but that it will do so
increasingly in the futurc it it is not made more specitic and casier to read and implement.

I also feel disturbed by the apparent ban on a child’s protection under the First
Amendment of the U.S. Constitution crcated by the COPPA Rule. (sce my discussion of
(b)(2)(A) below.) That a child should be allowed to speak, except on the Internet, seems
extreme or unintentional. [ cannot envision an Internet where children are passive
participants.

Later in this comment I will also ask the FTC to scriously consider the use of
online contact information maintained in a non-retricvable format, and how such
information could be used to provide some of the other website functionality that is
prohibited by the COPPA Rule. 1 feel this affects availability directly.

Ambiguity and Inconsistency
Scc. 1302. DEFINITIONS (8) PERSONAL INFORMATION

This defiition fails to specify what information is not personal information.
Further, it docs not positively or negatively mention many picees of information that are
commonly collected by websites. These need to be addressed: an 1P Address, an instant
messaging identificr, a unique identificr assigned by the user agent itself (such as a media
strecaming client application’s GUID), a username, a password, a date of birth, a physical
description, and a photograph. Any and all of these could be stored in a retricvable
format by thc website operator and used to locate or contact a child. The fact that some
of these may or may not also fall under Definition 12 1s both confusing and misleading.

Scc. 1303. REGULATION... (b)(1)(A)

Because this paragraph makes no reference to Definition |2 or the phrasc,
“Online Contact Information,” it 1s fair to assume that website operators are in no way
required to provide notice on the website or to parents if the website collects online




contact information. Therctore. T would think 1t is reasonable to knowingly ask children
under the age of 13 to provide therr instant messaging screen names and chat room
handles to carry on later conversations with the website operator.

Sce. 1303 REGULATION. .. (b)(1XB)

The meaning of this paragraph becomes unintelligible after reading the exceptions
of Regulation (b)(2). For example, if a website docs not maintain collected personal
information in a retricvable form, then docs this paragraph apply? If not, it is terribly
unclear. But if so. then this paragraph places an unrcasonable burden on the website
operators who most diligently implement the COPPA Rule. How could a website
opcrator incapable of identifying a child be expected to comply with a parent’s refusal to
permit collections of that child’s personal information? The problem lics not with the
“usc or maintenance in retrievable form™, but with the “future online collection.” This

would seem to be a paradox.

The burden created by this paragraph is exacerbated by the possibility that a
parent may have the right under Regulation (b)(1)(B)(iii) to inspect information that was
collected under an exception of Regulation (b)(2) not requiring parental consent. In that
casc, the website operator has no rcasonable means of identifying the child’s parents.
This 1s especially true when the child’s collected information 1s maintained in a
sufficiently anonymous form. How could a websitc operator be expected to disclose
information collected about a child, when that information is not personally identifiable,
and no information was collected about the child’s parents, and no authenticating
information was dclivered to the parents, cven though information subject to such a
disclosure is being maintained?

Scc. 1303. REGULATION... (b)(2)(A)

[t is extremely important for the COPPA Rule to establish guidelines regarding
website user registration. My best interpretation of this paragraph is that websites arc
allowed to collect a child’s c-mail address to create a user account, so long as that c-mail
address 1s not available to anyonc thereatter. FHowever, this paragraph becomes muddied
after reading the exceptions of Regulation (b)(2)(E). 1 will expand on this below and in
my implementation reccommendations.

The definition of “retricvable form™ is missing. This is extremely important in
determining the applicability of this paragraph. Online contact information that is not
maintained in a retricvable form can later be used by a website operator to personally
identify a child and other information that is retricvable. Becausc this point is missced by
The Rule, it 1s impossible to know how it applics in that situation. | will discuss this
further below, but part of the original intention of this paragraph remains unclear.

The definition of “recontact™ 1s missing. This is extremely important in
determining the applicability of this paragraph. Unfortunately, it would be reasonable to
interpret this as a ban on public speech by children under 13, Consider any public forum
or comment scction on a news website. Users are usually asked to establish a username
with their c-mail address. date of birth. and other information before carrying on
conversations. Obviously, even if the personal information and online contact




information were not maintained m a retricvable forn. the website operator would have
the ability to “recontact™ the child. as that would be the website™s intended purpose.

In a sensce. the website ttself s creating new online contact information. The child
would not have the right to speak in this public forum because the operator is required to
not maintain online contact information in retricvable form. or to seck consent of the
child’s parent. For the sake of the average public forum or news comment section, it is
reasonable to assume the website operator will not seck the consent of a parent.

Sec. 1303, REGULATION. .. (b)(2)(E)
[ was so confuscd after reading the exceeptions in this paragraph that I had to call
the help line provided for COPPA Rule questions.

My best interpretation of this paragraph is that websites are allowed to maintain a
child’s c-mail address for the sake of protecting the sccurity and integrity of the website.
This dangcrously contradicts what I was told by an FTC representative on the telephone.
In that conversation, I was informed that the sccurity and integrity exceptions of this
paragraph can only be applicd in situations where there is a known and active sceurity
problem, and that it docs not apply to any potential sccurity risk whatsocver. 1 was
shocked. “*Pardon me?” I said. Maybe we should forego passwords and scrver logs
altogether, because these arc used only as proactive measures against potential sceurity
risks. In fact, by this FTC interpretation, Regulation (b)(2)(E) is in direct contradiction
with Regulation (b)(1)(D), which requires the operator to establish rcasonable
protections.

As 1 pomted out carlicr, proactive security measures arc absolutely necessary and
arc often being implemented by average citizens. Any dilution of accepted sceurity
measurcs would be detrimental to the safety of children on the Internet. [ strongly
encourage the FTC to strike this entire paragraph, rewrite it, and include at least 20
specific examplces of situations where the situation would or would not apply to the
website.

Implementation

For me, the most confusing aspect of the COPPA Rule is the implementation of
information collection procedures. The policy on use of information is clear. The policy
on maintenance of information is clear. But, the legality of collecting a child’s ¢-mail
address for onc-time registration purposcs is not clear. The legality of collecting
information not defined as personal intormation is not clear. The legality of collecting
content from a child in such a manncr that it creates new online contact information or
the opportunity to “recontact’™ the child through the website itselt 1s not clear. The
legality of collecting online contact information that is not maintained in retricvable form
1s not clear. 1 will reccommend remedics to cach of these issues in order.

The FTC should specify that registration of a user account is an acceptable use of
onlinc contact information under the cxception of Regulation (b)(2)(A). Wcebsite
operators who wish to avoid the liability of children announcing therr age in a public



forum should ask for the user’s age during this registration and disable the child’s ability
to speak on the website, (This recommendation assumes it is the FTC s intention to
prohibit the speech of children when the website operator 1s aware of their age. as
described above. with regard to the missing defimtion of “recontact™) Similarly. website
operators should disable children’s use of any sort of communications system. as this
could be construed as maintaining online contact information.

The FTC should specity cxactly which information is included in the definttions
of the (currently disparate) key phrases “personal information™ and “online contact
information.” The FTC should specity that a website operator may not collect and
maintain in a retricvable form the online contact information ot a child. Website
operators should continuc to collect users™ IP addresses, session state information,
uscernames, passwords, and all other information that may be used to contact a child, but
is necessary to proactively protect the security and integrity of the website, its users, and
the personal information it maintains.

The FTC should specity whether or not it is allowable under the COPPA Rule to
maintain information in a non-retrievable form. This would be in contrast to not
maintaining information in a retricvable form. As I discussed carlier, this is a very
important distinction. Website operators should use technologics such as a onc-way
cncryption hash (such as MDS5 or SHA) to maintain information such as children’s ¢-mail
addresscs in a non-retricvable form. This allows the website operator to prevent children
from registering multiple accounts while making it impossible for the operator to initiate
contact with the child.

The COPPA Rule implicitly prevents a website operator from any “recontact™
with a child. This mecans children will not be allowed to usc features such as newsletters
or password recovery. However, it a child specifically requests password recovery and
provides the c-mail address for contact, it would possible to verify the hash of that c-mail
address against the hash being maintained by the website. This would provide beneficial
functionality without directly exposing the child’s online contact information. The FTC
should scriously consider allowing such automated “recontact™ under the COPPA Rule,
so tong as it is explicitly requested by the child cach time.

Interestingly. sceveral questions come to mind on cither side of this debate. Docs
this mean that the child’s account is personally identifiable? Absolutely. Yes. However,
this could only be accomplished upon examination of the original c-mail address, which
would have to be provided by the user or by a child’s parent. Under no other
circumstance would the website operator be able to identity the child’s account using a
hash of the c-mail address.

Therefore, the FTC should seriously consider whether Regulation (b)Y(1)(B) 1s
applicable in a situation where the website operator 1s unable to 1dentify the information
maintained for an individual child’s account unless the parent identities the child to the
opcrator. This applics not only to the use of c-mail addresses but also to usernames. A
parent who wishes to exercise their right to examine the information collected about




“John Doc™ would have to violate the anonyvimity of the collected information tf the

child s name was not also collected. The FTC should seriously consider protecting
mtormaton that is maintained in a non-retricvable form.

The FTC should also scriouslv consider protecting information collected under an
exception of Regulation (b)(2) that docs not require anything be sent to or received from
the child’s parents. but could still be subject to Regulation (b)(1)(B)iii) requiring the
website operator to provide to a parent means to obtain that information. At least, the
FTC should spectty that this 1s not “rcasonable under the circumstances.™

On the other hand, mantenance of information in non-retricvabic form doces
create opportunity for abuse ot the FTC’s policy of no “recontact™. Website operators
will have to be diligent to abide by the FTC’s rule to allow or disallow automated
password rccovery by children.

Website operators should use new popular technologics in place of a more
traditional c-mail ncwsletter system. An RSS news feed would allow a child to register
an account on another website and use that other website’s services to anonymously
consolidate favorite news feeds into one location or home page. In this way, children
could receive updates about a website without being contacted by the website operator. |
highly rccommend that website operators do this, and I highly recommend that the FTC
make this reccommendation part ot the COPPA Rule or its related privacy information
websites.

Conclusion

While the COPPA Rule is beneficial to the legal advisors of major website
operators, it 1s confusing and contradictory in the cycs of the average citizen who is more
and more likcly to have their own website complete with user-contributed information.

Consider a website that has a variety of content inctuding forums, games, and
static resources. In order to maintain a well-moderated and sccure forum scction, the
website operator decides to install a forum software package that automatically collects
user names, passwords, c-mail addresses, [P addresses, usage histories, session state
cookics, and birthdates. The website operator knows that the torum section docs not
work sccurely (if at all) without amassing this information, but in rcading the COPPA
Rule finds very hittle guidance. May c-mail addresses be maintained in a non-retricvable
form? Is the forum considered a means to “recontact” users under the age of 137 [s there
any guidance about IP addresses and birthdates?

The COPPA Rule needs a moderate amount of revision and clarification to
answer these questions.

Sincerely,

Robert Chapin
President



