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Executi ve Summary

The Federal Trade Commiss ion's Bureau of Consumer Protection (BCP) litigates cases
that often result in the award of redress money that is to be returned to affected class
memb ers (either injured consumers or businesses.) Disbursement of money in the
redress fund is made purs uant to a distribution plan either appro ved by the court or the
administrat ive law judge or delegated to the FTC's discretion. The Redress
Administration Office (RAO) is respons ible for administering and coord inating redress
activities. Four redress contractors, inclu ding Analytics, Inc., (Analytics) have been
awarded a contract supporting RAG 's goals. A compre hensive Privacy Impact
Assessment (PIA) has been conducted for the BCP Redress Program and is available at
http: //w\\'wJ te .!!o\/os/?008i09 /0809bcpredresspia .pd f (Redress Program PIA).

Ana lytics proposes to use the ClaimTracker website (ClaimTracker) to provide
ind ividuals with the abili ty to review online the status of any claims that they have
submitted. ClaimTracker is hosted on Ana lytics ' FISMA (Federa l Inform ation Securit y
Management Act) accredited network and empl oys processes and techn ologies covered
in the Redress PIA. ClaimTracker resides on a separate dom ain than the Redress
Database. A daily SQL Server Integration Services ("SS IS") automated procedure
exports user cla im number, HA SH'ed password and claim status over a one-way trust
between the Redress Database and ClaimTracker.

This Privacy Impact Assessment supplements the Redress PIA to address new issues
raised by ClaimTracker. This PIA should be read in conj unction with the Redress PIA.

System Overview (Corresponds with Section 1 of the Redress Program PIA)

ClaimTracker provides claimants with an easily accessible point of contact to view the
status of claims previously submitted to Analytics. As addressed in the Redress PIA,
consumer information is collected first on claim f01111Swhich are return ed to Analytics
via the mail or facsimile. Claim forms cannot be submitted on ClaimTracker. Analytics
wi ll include a uniqu e claim number, password and FTC Privacy Act Notice on each
mailed claim form, Once the claim fonn is completed and returned to Analytics, the
Claim Tracker website will update daily with the status of the individual 's claim. The
ind ividual can obtain the status of their claim by accessing ClaimTracker with the
password and claim number listed on their claim form. This authentication method limits
claim ants to their own inform ation.

Analytics has used the ClaimTracker system in a number of other matters, including the
Merrill Lynch Research Analyst settlement (which involved more than 1 million
securities litigation claims regarding 23 separate securities), to prov ide a convenient, 24/7
secure method to frequently updated information to claimants regarding the status of
their claims and general case information. This results in better informed claimants, and
in our prior experience, a shortened time from not ice to distribution.
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Notice and Access for Individuals Information Collected and Stored within the
System (Corresponds with Section 4 of the Redress Program PIA)

How will indi viduals be informed about what information is collected, and how th is
information is used and disclosed? (4.1)

Users will be informed abo ut what information is coll ect ed and how it is used by reviewin g
Analytics ' Privacy Policy posted on the ClaimTracker webs ite. This Privacy Policy clearly
defines all information that is coll ected when visiting the site. Claim Tracker collects two
categori es of data : data entere d into ClaimTracker by claimants seeki ng to review the status of a
claim and web log information .

ClaimTracker will only collect two data elements from its users - the claim numb er and
password - both of which are supplied by Analytics to consumers via a mailed claim form .
ClaimTracker does not include or collect claimant name, address, or claim amount information.

In addition to the two data elements that users enter on ClaimTracker, Claim Tracker also co llec ts
stan dard web log information in an effo rt to prevent fraud, improve website quality, and assess
the overall utility of the service , e.g. are claimants using the service? In form ation collected by
ClaimTracker includes the user's IP (internet protocol ) address, the referri ng IP addres s or
domain (the prior website visited), date and time of the visit, pages visited; pages reques ted, and
the estimated time that a user spent on ClaimTracker. Ana lytics cannot correlate the data
coll ected to identify spec ific users.

Do indi viduals have the opportunity and/or right to decline to provide information? (4.2)

The FTC' s Pri vacy Act Notice listed on the claim form explains the individual s ' right to
refuse to pro vide inform ation and the associ ated consequ enc es. The use of ClaimTracker
is for the convenience of the consumer only and does not collect sensitive consumer
information or impact an indi viduals ' light or ability to receive redress or any substantive
rights.

Do individuals have the right to consent to particular uses of the information? If so,
how would an individual exercise this right? (4.3)

As exp lained in more detail in the Redress PIA, claimants do not have the right to consent
to particular uses of their information. They consent to their information being provided
for all uses described in the applicable privacy policies.

The claimant exercises these rights by choosing to complete, sign and submit a claim
form.
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What are the procedures that allow indi viduals to gain access to their own
information? (4.4)

Claimants may request their info rmat ion by telephone, fax, mail or ema il. The process for
submitting requests for informat ion pursuant to the Privacy Act o f 1974 are addressed in
the Redress PIA.

Discuss the privacy risks associat ed with the process of providin g indi viduals access
to their own records and how those risks a re mitigated. (4.5)

Consistent with the Redress PIA, the follow ing privacy risk was identified: data provided
by, or related to claimants, might be misused or improperly disc losed or accessed.

ClaimTracker does not co llect, maintain, or dissem inate sensitive Personall y Identifiable
Information (PH). ClaimTracker only includes for each claimant , a randoml y assigned
claim number and password , along with the status of any claim that they may have
submitted. ClaimTracker does not collect, maintain, or disseminate name, address , or
claim amo unt information .

Web Site Privacy Issues (Corresponds with Section 5 in the Redress Program PIA)

Describe any tracking technology used by the Web site and whether the technology is
persistent or temporary (e.g., session cookie , persistent cookie , Web beacon).
Currently, persistent tracking technology is not approved for use by the FTC (sec
5.2).

The ClaimTracker website collects user IP addresses to identify attempted fraud. The
number of visits, pages requested , and estima ted time spent visiting the site are computed
in order to evaluate the effectiveness and effic iency of ClaimTracker as part of Analytics '
con tinuous improvement process. In addition, a temporary cookie is used for user session
verification and is terminated at the end of the visit. Th is cookie does not hold any
Personally Identifiable Information.

If a persistent tracking technology is used, ensure that the proper issues are
addressed (issues outlined in the FTC's PIA guide). (5.2)

Not Appl icable

If personal information is collected through a Web site, page, or online form
accessible through the Internet, is appropriate encryption used? If not, explain. (5.3)

Consistent with the Redress PIA, the ClaimTracker website uses 128-bi t SSL encryption
when this generic, non-personal information is collected.

Explain how the public will be notified of the Privacy Policy. (5.4)
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Analytics' Privacy Policy will appear on the ClaimTracker websi te.

Conside r ing an y W eb site or Intern et issu es, please describe an y privac y ri sks
identified and how they ha ve been miti gated. (5.5)

Cons istent with the existing Redress PIA, the following privacy risk was identifled: data
provided by, or related to claimants, might be misused or improperly disclosed or
accessed.

All data (random ly assigned password, claim number and claim status) is exported daily
from the internal Analytics domain (wh ich houses claimant informat ion in the Redress
Database) to the AISeeure domain (which hous es the ClaimTracker Database) through a
one-way trust whic h is described below :

One-\Vay T ru st

A one-way trust is a unidirectional authentica tion path created betwee n two domains (trust
flows in one direction, and access flows in the other). This means that in a one-way trust
between a trusted domain (Analytics) and a trusting dom ain (AISECURE), computers in
the trusted domain (Analyt ics) can access resources in the trusting domain . However,
computers in the trusting domain (AISECURE), cannot acces s resources in the trusted
domain.

Trust Pat h ina One-Way Trust

Trustinq (Res ource)
Domain

Dire ct ion
of Acce ss

Dire cti on
of Trust

Truste d (Account)
Domain

The data is pushed from the internal Analytics network redress database server to the
AISecure database server using a SQL Server Integration Services ("SSIS") package, not
a direct database-to-database link. The package runs as a process separate from SQL
Server, and is designed to simply copy selected data from the internal Analytics network
redress server to the AISecure database server using an Object Linking and Embedding
Database ("OLEDB") data connection.
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The on ly plausible risk from this is the possibi lity of a buffer overflow in the OLEDB
libraries used by SS IS from a maliciously crafted response from a compromised
Demilitarized Zone (DMZ) serve r; however , OLEDB is a widely used and well vetted set
of libraries, so thi s risk is negl igib le considering the secur ity layers in place.

To mitigate this risk, Analytics employs a significant number of laye red techni cal control s to help
prevent the misuse or improper disclosure or access to consumer data. These controls include,
but are not limi ted to:

The ClaimTracker site IS hosted by a FISrvl A accredit ed web se rve r on the CA RMEN
network.
ClaimTr ack er is maintained on a separate network than the redress database.
Low risk PH is on the ClaimTracker site .
Usem ame and password authentication is negoti ated via application layer security.
Claimants are pro vided a unique claim number and a system gen erated alpha-numeric, case­
sensitive password.
Passwords are encrypted using a hash algorithm when tran sm itting between the we b server
and client based computing device.
Adm inistrative contro ls include three failed attempts and lockout, server eve nt logging and IP
address tem porary tracking.

If the Web site will collect personal informati on fro m children und er 13, or be di rected at
such children, explain how it will comply with th e Children's Online Privacy Protection Act
(COPPA). (5.6)

Not App licable

Security of In formation in the System (Co rres ponds with Section 6 in th e Redress
Program PIA)

Are all IT security requirements and procedures required by federal law being
followed to ensure that information is appropr iately secured'? (6.1)

Consistent with the existing Redress PIA, Analytics employs both information sec urity
and physical security to the privacy related in formation it co llects. Analytics has received
Federal Information Security Management Act ("F ISMA", 44 U.S.c. § 3541 , et seq.) and
NIST certi fication as a moderate-security sys tem .

Has a Certification & Accreditation been completed for the system or systems
supporting the program? (6.2)

Yes

Has a risk assessment been conducted on the system? (6.3)
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Yes

Does th e project employ technology that may raise privac y con cerns'? If so, please
discu ss its implem entation. (6.4)

Consis tent with the existing Redress PIA, the technology employed to support FTC
Redre ss Services does not raise any special priv acy concerns not already addressed.
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