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the largest issue that needs to be addressed, and this is1

an issue of personnel and income, frankly.  As we know,2

providers, as an industry, many of them are severely3

squeezed for money right now.  They've been involved in a4

race to the bottom, competing only on price for so long,5

that many of them are operating on razor-thin margins.6

And as a result, they cut in terms of doing7

diligence, investigating prospective customers, doing8

checks on addresses, things of that nature.  So, you9

know, I hate to say this, but raise prices, from a10

practical standpoint, and compete on quality, rather than11

price.  And I've been making this case for a long time,12

and of course it's very easy for me to say, you know, I13

don't control a corporation that's running on one-cent14

margins.15

But it seems to me doing diligence, actively16

investigating, to the best of your ability and with17

available resources prospective customers in every18

respect is very important.19

MR. FRANCOIS:  Thanks.20

MR. BROWER:  You're welcome.21

MR. FRANCOIS:  Now I'm going to Dr. Hancock,22

Dr. William Hancock from Cable & Wireless, who is going23

to give us a glimpse into the future of some of the24

techniques and what's coming down the pike for spam.  And25
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security weaknesses.1

DR. HANCOCK:  Thank you, Renard.  That's like2

calling Godzilla a lizard, so we'll see how it goes from3

there.4

In the past, we have the internet, this is a5

picture of it in 1988.  Back then, mail relays and6

different types of mechanisms to move things around, the7

biggest spam you had was the announcement of a seminar at8

Bell Labs or something like that.  And this is a current9

picture of the internet today.10

(Laughter).11

DR. HANCOCK:  This is actually off the Bell12

Labs' website, and this is a picture of only the United13

States.  And one of the little endpoints of those little14

lines over there could easily be a mail server.  This one15

here I'm bringing up for a point that I'm going to make16

here in a minute.  What you see at the very bottom bar is17

Windows 3.1; the very last bar over there is Windows XP. 18

Windows 3.1, approximately three million lines of code;19

Windows XP, approximately 45 million lines of code.20

There's a known statistic in software21

engineering that states that basically there are ten bugs22

for every thousand lines of code.  And it's probably much23

worse than that, but that kind of gives you an idea to24

think about, because one of the ways that we're going to25



287

For The Record, Inc.
Waldorf, Maryland
(301)870-8025

see spam spread in the future is the exploitation of bugs1

on an operating environment.2

Let me give you a very brief example of that. 3

On January 25th, the internet was hit with something4

called slammer.  Slammer basically took advantage of an5

exploit on ports 1434 and 1433 of the UDP protocol based6

upon a bug in the Microsoft sequel server.  That bug was7

fixed approximately seven months earlier; there was a8

patch available.  Since that time, approximately 450,0009

servers were exploited with that particular whole in that10

bug.  The slammer worm that propagated around the11

internet had a payload that did nothing, but it did gain12

complete access to the machine.  That payload could13

easily have deposited a mail relay server, very easily.14

So, what you're seeing in that situation with15

the slammer worm on January 25th, was that it was a band16

width consumption attack using a bug, a single bug, on a17

particular product, on a particular Windows platform. 18

That was actually fixed, but people didn't put the patch19

in.20

What's important about that is that Spammers21

are already starting to create tools to exploit these22

kinds of things, where they can actually send to you a23

mail relay server, even if you're not running one.  And24

the result of that is tools like worms like slammer allow25
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the opportunity to go back and take advantage of bugs in1

very large and very complex operating environments such2

as Windows XP, Linux Server, so on and so forth.3

So, it's important to understand that as long4

as we have complex environments we have complex software,5

we continue to have buggy software.  We have the6

opportunity for infiltration into the machines, and as7

long as that exists, when you start using things like8

worms and trojan horses to transmit the data, the9

opportunity to infiltrate the machine and deposit malware10

is very, very good.11

Everybody happy yet?12

(Laughter).13

DR. HANCOCK:  This little statistic over here14

is from CertCC that basically shows that between 1998 and15

2002 the number of attacks jumped from approximately16

1,928 attacks to well over 86,000 attacks in 2002 alone. 17

Now, these are the documented attacks, and it's estimated18

that this is only 3 percent of all the attacks you see on19

the internet.20

More importantly, these are the number of21

vulnerabilities that have appeared, just in a single22

year, and the vulnerabilities are ways that you would use23

to infiltrate an operating system and application or a24

system to deposit malware, whatever that may be.  And it25
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could be something as simple as a password grabber, or it1

could very easily be a mail relay system.2

Now, I particularly like this particular chart. 3

This is one that Rich Pethia (phonetic) puts up from4

CERT.  And what you see in the bottom left-hand corner is5

starting approximately 1988, going all the way up to6

2002, the sophistication of a security attack on a7

computer system.  So, as you see over time, the attacks8

get more and more sophisticated, and frankly, they have9

to, because the operating environments, the applications10

and everything else are getting more and more complex. 11

That dotted line that you see, going from the top left-12

hand corner, going down to the lower right-hand corner,13

is the intellect of the attacker.14

(Laughter).15

DR. HANCOCK:  So what you're seeing is very16

sophisticated attacks being launched by morons, okay?17

(Laughter).18

DR. HANCOCK:  And, frankly, I've got statistics19

to back that up.20

(Laughter).21

DR. HANCOCK:  We find that on our networks and22

all that we operate a very, very large multinational23

network.  We find that the bulk of our attacks happen24

between 4:00 on Friday evening and 9:00 on Sunday.  And25
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80 percent of them are launched by kids, because most of1

them don't have a date and don't know what to do that2

weekend.3

The bottom line is, though, that it means that4

those people are able to download very sophisticated5

tools from the internet, use those sophisticated tools to6

launch zombie networks to go back over and infiltrate7

other machines without themselves having the intellect to8

know what they're doing.  In fact, I've been involved in9

over 600 prosecutions and I can tell you categorically10

every time we run into a kid they have no clue what11

they're running.  Very rarely do they understand the tool12

that they downloaded and what that tool actually does. 13

And as a result of that, spamming somebody is becoming14

easier and easier.15

We were recently involved in a situation where16

there was some spam going on, and it was a bunch of17

teenagers who had downloaded tools and were Spamming18

other people in their school.  And they were doing it for19

money, and the result of that meant that they didn't know20

what they were doing.  All they knew was that they ran21

the tools a certain way, provided the spam in a certain22

way, the next thing you know, they made money out of it. 23

And, you know, there are ways for other people to get24

their allowance, but this one worked rather well for25
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them.1

So, what's the entry point cost of making spam? 2

Basically a PC, some software you can download and a3

network connection of some sort.  It doesn't take a lot4

of money to become a Spammer.  It does not take a lot of5

money for someone to get into the business.  This makes6

it a very low entry point.  One of the big things about7

cyberwar, if you ever study cyberwar concepts is that8

cyberwar basically says it's non-lethal warfare.  You9

don't kill people, but you can make their life very10

miserable from an economic perspective.  You can disrupt11

all kinds of economic factors involving a company,12

involving an individual.13

What's important about this particular thing is14

that it doesn't cost much to get into the spam business,15

and yet you can generate fairly good revenue.  This means16

as long as that matrix exists, you can legislate it all17

day, you can try to put in technology all day, but as18

long as the money keeps flowing, someone's going to19

figure a way around it.20

The core span need of course is to make a21

server out there for you.  Basically right now people use22

servers that are in existence that someone has brought23

up, either accidentally or intentionally, whatever the24

case may be.  But the bottom line is that you're looking25
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for a server, you're harvesting addresses, you're going1

to use those servers either as an open proxy, open relay2

or in some cases a direct connection, if you're using3

different types of protective IP addresses, or if you go4

back and scan IP addresses.  But in all cases, you have5

to have a server to make it go out the door.6

The biggest thing also that Spammers have to7

do, they have to evade capture.  That's one thing to sit8

down and say gee, we'd like to go back and spam, but you9

have to be able to evade being caught and evade that your10

server, when it is caught, you can go someplace else and11

be able to go back and spam.  Because of that, you have12

to be agile and you have to be mobile.  And that means13

that the need to move around is a very critical part of14

becoming an effective spammer in the future.15

Now, this brings up the upcoming methods.  One16

of the methods we starting seeing very recently is of17

course the ability to use what is called a trojan, if you18

will, a trojan horse type of application, which comes in,19

basically attacks a system, and then launches itself20

inside the system, providing a server capability.  That's21

one way.  And this can be done through a variety of22

methods.  There's ways to do it via hacking, you can just23

go back and hack it, use a known back door, use a known24

hole like the slammer did, and then deposit the server25
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capability into that machine.1

Now, what that translates to is that everybody2

who has a machine that's connected to the internet and3

according to the Internet Society as of last month, there4

are 655 million user accounts.  That means that anyone5

with a PC out there, even if they're not running e-mail6

whatsoever, could be attacked, could have a server7

imbedded on their machine, against their will, and then8

that server used as a spam relay site.  9

And, in fact, there's at least four programs10

running around the internet that do exactly that.  And11

that means that you don't have to use an open relay, you12

don't have to go back and use an open proxy, you yourself13

are depositing that e-mail server as part of a package14

when you go back and bust their machine.15

As a result of that, you can set up what's16

called spam distribution networks, very similar to what17

denial-of-service-attack people do with zombie attacks. 18

Most of you folks have probably heard about denial-of-19

service attack.  How many of you have children?  How many20

times you go into the potty and you find that it's full21

of toilet paper and a plastic truck?22

(Laughter).23

DR. HANCOCK:  That is a denial-of-service24

attack.25



294

For The Record, Inc.
Waldorf, Maryland
(301)870-8025

(Laughter).1

DR. HANCOCK:  A distributed denial-of-service2

attack happens when they bring 12 of their friends over.3

(Laughter).4

DR. HANCOCK:  So, it is not a very5

sophisticated attack, it doesn't take a lot of logic to6

do it, it doesn't take a lot of intellect and it's not7

that hard to do because it sucks up bandwidth.  If you8

suck up the bandwidth, there is no way that anybody can9

get to what you're after.  In the case of spam, by using10

the same distribution methods that are used right now to11

distribute zombies or basically small pieces of code that12

go all over the network, you can now go back over and13

distribute these trojans and basically provide an SMTP14

service capability on unsuspecting machines.15

So, a lot of people want to say, oh, okay,16

well, how does it work.  Well, basically the first thing17

you do, somebody sits down there and they create the18

trojan horse program.  And then they also go back over19

and create a worm.  Okay?  Now, when the worm comes up,20

the worm basically has a payload in it and it has some21

methodology of replicating itself.  22

Well, let's understand what that means.  Code23

red, when it came out in 2001, basically took24

approximately 37 hours to replicate itself around the25
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internet.  The slammer worm in January of this year took1

eight minutes.  Everyone get that?  Thirty-seven hours to2

eight minutes in less than a year and a half.  That's3

important, because it means that the propagation4

capability of a malicious worm that contains something5

that will go back over and infect networking resources is6

very, very easy to do with current technology and current7

science.8

Now, once these zombies are all out there and9

they're all positioned, they're ready to go, then the10

person who operates the spam at that point goes back over11

and creates the evil e-mail.  And then at that point they12

can distribute the evil e-mail of course over to the13

network that's out there.  The network at that point then14

goes back over and attacks the poor, hapless end-user,15

who ends up getting their mailbox full.  And this is the16

sort of thing that happens and all of this is known17

science.  It is not that difficult to do. 18

So, as we look at issues with this sort of19

approach, basically what you've got to have is  automated20

distribution.  We call this AML for autonomous malicious21

logic.  The purpose of this is basically using the same22

techniques that are used for denial-of-service attacks to23

go back and distribute zombie networks, now you're24

distributing AML-oriented SMTP networks that can then be25
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called upon, they can be shared.  You can distribute1

thousands of these in an hour.  It doesn't take very long2

for this sort of thing to get out there, because people3

do not adequately patch their systems because the systems4

have a great deal of code, because they have bugs,5

because there's all kinds of ways to infiltrate and6

infestate the systems.7

Legislation is not a problem, because when8

we've legislated all day long, they just go off shore.  A9

good example of that is viruses.  How many legislative10

things have we seen attended to viruses and how many has11

it stopped?  Every month there's approximately 250 new12

viruses that appear.  It's a billions and billions of13

dollar business.  As a result of that, there is a money14

flow; there are reasons for viruses to be created.  I15

also find it very interesting that many times new viruses16

seem to appear towards the end of a sales quarter, but17

that's a different issue.18

(Laughter).19

DR. HANCOCK:  Go back and look at it yourself. 20

And in the situation, as we can go back and legislate it,21

but what happens is when we pass legislation in the22

United States against spam, we're going to turn right23

around and see it getting broadcast and being taken care24

of internationally.  A lot of links in third-world25
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countries and folks that are just coming around to the1

internet and very, very large organizations and things2

like China, they don't have protective capabilities, they3

don't have ways to go back and stop this and they may not4

know how.  You start parking a zombie network in those5

types of environments, and the spam situation6

internationally gets worse, and legislation is not going7

to stop it.8

Problems that we're going to have to think9

about the next five years is that most of us are going to10

go mobile.  If you're not mobile already, you're going to11

get there.  And that's through 3G cell phones, through12

Wy-Fy hot spots.  There's all kinds of wireless13

technology.  Saying that we're not going to have spam14

problems in these types of technologies is ridiculous,15

because we're already starting to get them now, okay?16

What's going to happen in the future is that17

your personal cellular device, your cellular device will18

also be connected to things like Wy-Fy telephones.  As a19

matter of fact, Cisco announced one yesterday -- the day20

before yesterday, I believe.  And you're going to find21

these kinds of technologies out there where the phone22

becomes your local area network connectivity appliance23

with an IP address and simultaneously can be your cell24

phone when you get out into the world running around.25
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That means that that device has an IP address. 1

You can actually download to these things, because they2

run in microkernel, unix, linux or microkernel Windows3

environment, a very small e-mail relay.  So, you may very4

well find that your phone is getting very fat in your5

pocket because it's filling up with e-mail because it's6

relaying it out to other phones in the area.7

So, why do we need spam protection?  I always8

put this up as my favorite little picture.  That's9

because it's my 13-year-old.  This picture was taken on10

Sunday.  That's his cat.11

(Laughter).12

DR. HANCOCK:  In reality, that's a full-grown13

Bengal tiger named Savannah that lives down the street,14

so he plays with her off and on.  Notice the satisfied15

look on her face from eating the previous Spammer.16

(Laughter).17

DR. HANCOCK:  And the point being is very18

simple, is that my son at age six has grown up with a19

proper geeky lifestyle.  In fact, when he was born, they20

handed him to me and I said welcome to the world, my son,21

I'm your father, and COBAL sucks.22

(Laughter).23

DR. HANCOCK:  And I have this on videotape.  I24

actually did that.25
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(Laughter).1

DR. HANCOCK:  My son has grown up very, very2

good in the geeky lifestyle.  He has the proper 2.33

computers in his bedroom, and of course with a T34

connected in the house, my son is well equipped to go5

back and deal with internet capability.  It helps to work6

for a carrier.7

(Laughter).8

DR. HANCOCK:  The situation is, folks, is that9

my son also came in at the ripe age of six and said,10

Daddy, what is a penis?  And I said why?  And he said11

someone sent me an e-mail where I can make mine bigger,12

and I thought great, this is what I need to hear right13

now.14

(Laughter).15

DR. HANCOCK:  Although lately he's been asking16

about breasts and it bothers me a bit.  The situation is17

that these kids get this stuff.  They get it at school;18

they get it in high school; they get it all over the19

place.  Well, to adults, it's somewhat of an irritant; to20

kids, it really sociologically causes them some very21

serious problems.  And, so my major reason why I am very22

much anti-spam and why I spend a great deal of my time23

worrying about it, stopping it, scanning for it and24

finding it and killing it dead, is because of my son who25
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likes to hug a tiger.  Thank you very much.1

(Applause).2

MR. FRANCOIS:  Thank you, Dr. Hancock.  We are3

going to take questions from the audience now.4

MR. HUSEMAN:  Well, we have one quick written5

question.6

MR. FRANCOIS:  Okay.7

MR. HUSEMAN:  The panelist mentioned the8

numbers 402,000 for the number of new open relays and9

open proxies per day, are those new open relays per day10

or newly discovered open relays?11

MR. SERGEANT:  Newly discovered.12

MR. HUSEMAN:  Newly discovered, so they were13

already existing?  Okay, thank you.14

MR. FRANCOIS:  How about over there?  Yes?15

UNIDENTIFIED SPEAKER:  Too many questions to16

ask and not enough time.17

MR. FRANCOIS:  How about pick one?  The18

shortest one.19

UNIDENTIFIED SPEAKER:  In speaking of honeypots20

and receded e-mail addresses, we've done that many, many21

times and we never could figure out how they found that22

address.  Is that like from dictionary Spamming?  Also23

there's been a sudden and very steep increase in the24

amount of spams that come that are like numbers separated25
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by equal marks.  There's no text in the spam at all. 1

There's no subject line or anything.  It's all just2

characters separated by equal marks, and someone told us3

this was an e-mail to find out if our mail server was4

compromisable or had been compromised.  Can anybody speak5

to that?6

MR. FRANCOIS:  Mr. Rathbun.7

MR. RATHBUN:  Well, some of the ones that you8

get with what would sound like to be encoded probably9

Asian language sets, I get probably 45 to 50 spams a day10

that are in Chinese or Russian and they look that way.11

MR. SERGEANT:  Yeah, that sounds like quoted12

printable.13

AUDIENCE MEMBER:  Quoted printable.14

MR. FRANCOIS:  Other questions?  Anybody? 15

Okay.16

AUDIENCE MEMBER:  Thank you.  We know that data17

has overtaken voice over normal telephone lines.  Do we18

have any statistics on how many e-mails per day are19

actually being sent, either in the U.S. or worldwide?20

MR. SERGEANT:  It's about -- for our corporate21

customers, it's around about 40 e-mails per day, per22

user.23

MR. FRANCOIS:  Let's go -- any questions --24

right here, in the middle.  Hang on, and let's get you a25
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microphone.  And give me time to repeat part of the1

question, as well.2

MR. IVERSON:  I'm Al Iverson (phonetic) from3

Digital River.  I actually used to work for MAPS and open4

relays are something that I'm pretty familiar with.  One5

thing I'm kind of wondering, any of you folks, especially6

from a provider perspective, do you run into any open7

relay operators that absolutely defend their right to run8

an open relay and won't do anything about it?  Obviously9

Michael knows I'm thinking of somebody named John Gilmore10

--11

(Laughter).12

MR. IVERSON:  -- who I've come to realize that13

was somebody we ran into where he wanted to sue everybody14

who wanted to block spam from that relay.15

MR. FRANCOIS:  The question is from a provider16

perspective have they run into anyone who operates an17

open relay that defends their right to run an open relay.18

MR. BROWER:  Well, I have run into maybe one or19

two people over the course of working at Earthlink that20

have felt that way, but we have a policy to uphold, we21

can't allow spam on the network and unfortunately, we22

just can't allow it.  I don't really understand why23

someone would be so adamant in keeping their relay open.24

MR. FRANCOIS:  And what were some of the --25
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briefly some of the arguments that they used to justify1

keeping it open?2

MR. BROWER:  The one I can remember would be --3

it was just kind of silly.  They did not feel like they4

should have to change it.  They had it set up from the5

box the way the actual software was set up, it was open6

for relay when they installed it, and he didn't feel like7

he should have to change it.8

MR. FRANCOIS:  Michael, it sounded like you9

wanted to say something.10

MR. RATHBUN:  From the standpoint of shall we11

say a doctrinal or a philosophical stance, we don't12

really see that too much.  Mostly it's either just13

planting your hooves because you don't feel like somebody14

else should tell you how to run your system, or the one I15

heard most recently was that nobody had the guts to go16

and tell the CEO that he had to reconfigure his laptop.17

(Laughter).18

MR. FRANCOIS:  Any other questions?  Way, way19

back in the back.20

AUDIENCE MEMBER:  Can you hear me?  Can you21

hear me now?22

(Laughter).23

AUDIENCE MEMBER (Partially audible):  -- Double24

Click.  This kind of goes to the open proxy question.  I25
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think by now we've all heard some variation of this1

story, I was in a hotel or I was in Starbuck's and I just2

turned on my computer and my wireless card and boom, I'm3

on the net.  And that's been my experience, too, for $34

or $4 -- we've all heard about the Pringles can --5

(inaudible) -- wireless card that pick up connectivity6

three miles away.  And I tried the experiment from my7

house, you know, I was easily hypothetically on five or8

six people's networks without much work.  Now, what kind9

of a threat does this pose, if I was -- (inaudible) --10

Linux box with an MDA built in, you know, is this a real11

threat and are we finding that kind of connectivity to be12

Spammer's next choice?13

MR. FRANCOIS:  The question is what kind of a14

threat is wireless connectivity and is this the next15

Spammer choice?  Takers?16

DR. HANCOCK:  It's a huge problem already. 17

We've got an awful lot of wireless capabilities running18

around within the company called Cable & Wireless for a19

reason I guess.  One of the situations I keep running20

into is that even our own folks put up wireless networks21

and sometimes inadvertently leave something open and22

someone wanders by in a car or driving or some nonsense23

like that and they're on.  24

The biggest problem that we're seeing right25
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now, though, is that with the predominance going to1

wireless and especially 802.11A, and 802.16, which just2

announced two months ago.  802.16 is a metropolitan area3

wireless which allows you anywhere from 54 megabytes up4

to 100 megabits, and allows it over a 30-mile range, and5

so, therefore, the limited range of 82.11 of 825 feet is6

about to go out the window.  And with that kind of7

capability, you now have a metropolitan wireless8

capability that anybody can tie into.  And that means9

that you don't have to have wire; you can obviate the10

local loop; there's all kinds of ways to easily connect11

to this.  And the base security at level two at these12

things to connect in and authenticate is a joke.  13

As a result of that, it's very easy to connect14

to these kinds of networks and use them for legitimate15

connectivity with an IP address and become a relay of any16

kind.  So, if you add that into the capability of also17

assigning zombie code and things like that to these kinds18

of machines, it's going to be a very large problem. 19

We've already got the problem now of just people20

illegally using those kinds of networks, using them in an21

illicit way as well is going to be a real problem.22

MR. FRANCOIS:  One last question.  Anybody?  A23

hand back there.24

MR. SOUDER:  Hi, Doug Souder, from Hunting25
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Software.  In the session where we were talking about1

harvesting e-mail, somebody said that that was the air2

that keeps Spammers going, and I was just wondering if we3

could somehow get the upper hand on the open relays and4

the proxies.  Do you think it would have a similar5

impact?  Is this the air sustains these Spammers?6

MR. FRANCOIS:  The question is how can we get7

the upper hand on open relays and open proxies and is8

this the air that sustains the Spammers?  A very short9

answer.10

MR. BROWER:  I have a very short answer.11

MR. FRANCOIS:  We'll take it from two, Adam and12

Matt.13

MR. BROWER:  I hope mine is shorter, and the14

only time I'll ever say that.15

(Laughter).16

MR. BROWER:  I've been reading too much spam. 17

I think the technology is the answer and sociology is not18

the answer.  So, I mean, and I'll take this opportunity19

to be entirely off topic for this panel.  I believe20

firmly in DNS-based IP blocking, combined with rigorous21

white listing as the only solution to this problem.22

Now, there are ways to get around it, but as23

far as I can see, going forward, that's the only thing24

that will work.25
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MR. FRANCOIS:  Matt?1

MR. SERGEANT:  It's an arms race.  We will --2

you know, we will beat the open proxies problem into3

submission, hopefully, and there will become other ways,4

as Bill has described, that they will find other ways of5

distributing their stuff.6

MR. FRANCOIS:  One quick question from me for a7

yes or no answer from the panelists.  Basically, should8

the government in terms of -- we talked about companies9

scanning their proxies and servers.  Should the10

government also get involved in scanning for open proxies11

and open relays?  Yes or no.12

MR. SERGEANT:  No.13

UNIDENTIFIED SPEAKER:  Waste of time.14

MR. FRANCOIS:  So, we've got a no, no, a waste15

of time and?16

UNIDENTIFIED SPEAKER:  No.  In case you didn't17

hear me.18

MR. FRANCOIS:  All right, so everybody agrees19

now, and I wish we would have had more time to go into20

the reasons why, but we are at the end, and I have a few21

announcements that I need to make for the end of the22

panel.23

First, on May 16th, the Federal Trade24

Commission and its Southwest partners in the Netforce are25
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going to make an announcement and have a press event in1

Dallas, Texas concerning open relays, so please stay2

tuned.3

Administrative announcements, today is the end4

of day one, and we want to thank you all for braving the5

cold temperatures, the bright lights and the long lines.6

(Applause).7

MR. FRANCOIS:  It's been a very productive day,8

and I just want to make three quick announcements.  One,9

as always, it's about your name tags.  Panelists, hang on10

to your name tags if you're going to be back for the11

duration or tomorrow or any day.  If you have one of12

these peeling name tags, then you will have to get13

another one tomorrow.  The one you have now will not be14

good for tomorrow.  And everybody, regardless of whether15

you are a panelist or an audience member, will have to go16

through security.17

Second, I thought many of you were crazy when18

you said it's too cold in here, but I can't feel my feet.19

(Laughter).20

MR. FRANCOIS:  And until I become a21

Commissioner, they're not going to change the22

temperature, so dress warmly tomorrow, because they've23

told us they can't move the temperature up or down.24

Finally, tomorrow morning we convene with25
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remarks from Commission Thompson at 8:15, and our panel1

will be the Economics of Spam at 8:30.  Thank you very2

much, and we look forward to seeing you tomorrow.3

(Whereupon, the hearing was adjourned).4
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