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the |l argest issue that needs to be addressed, and this is
an i ssue of personnel and inconme, frankly. As we know,
providers, as an industry, many of them are severely
squeezed for noney right now. They' ve been involved in a
race to the bottom conpeting only on price for so |ong,
that many of them are operating on razor-thin margins.

And as a result, they cut in ternms of doing
di ligence, investigating prospective custoners, doing
checks on addresses, things of that nature. So, you
know, | hate to say this, but raise prices, froma
practical standpoint, and conpete on quality, rather than
price. And |'ve been making this case for a long tine,
and of course it's very easy for nme to say, you know, |
don't control a corporation that's running on one-cent
mar gi ns.

But it seens to nme doing diligence, actively
investigating, to the best of your ability and with
avai |l abl e resources prospective custoners in every
respect is very inportant.

MR. FRANCO S: Thanks.

MR. BROAER  You're wel cone.

MR. FRANCO S: Now I'mgoing to Dr. Hancock,

Dr. WIliam Hancock from Cable & Wrel ess, who is going
to give us a glinpse into the future of sonme of the

t echni ques and what's com ng down the pike for spam And
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security weaknesses.

DR. HANCOCK: Thank you, Renard. That's like
calling Godzilla a lizard, so we'll see how it goes from
t here.

In the past, we have the internet, this is a
picture of it in 1988. Back then, mail relays and
different types of mechanisns to nove things around, the
bi ggest spam you had was the announcenent of a sem nar at
Bel | Labs or something like that. And this is a current
picture of the internet today.

(Laughter).

DR. HANCOCK: This is actually off the Bell
Labs' website, and this is a picture of only the United
States. And one of the little endpoints of those little
lines over there could easily be a mail server. This one
here I'"'mbringing up for a point that |I'mgoing to nmake
here in a mnute. Wat you see at the very bottombar is
Wndows 3.1; the very last bar over there is Wndows XP.
Wndows 3.1, approximately three mllion Iines of code;

W ndows XP, approximately 45 mllion |lines of code.

There's a known statistic in software
engi neering that states that basically there are ten bugs
for every thousand |lines of code. And it's probably rnuch
worse than that, but that kind of gives you an idea to

t hi nk about, because one of the ways that we're going to
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see spamspread in the future is the exploitation of bugs
on an operating environnent.

Let nme give you a very brief exanple of that.
On January 25th, the internet was hit with sonething
called slammer. Slamrer basically took advantage of an
exploit on ports 1434 and 1433 of the UDP protocol based
upon a bug in the Mcrosoft sequel server. That bug was
fixed approximately seven nonths earlier; there was a
patch available. Since that tine, approximtely 450, 000
servers were exploited with that particular whole in that
bug. The slamer worm that propagated around the
internet had a payload that did nothing, but it did gain
conpl ete access to the machine. That payload could
easily have deposited a mail relay server, very easily.

So, what you're seeing in that situation with
the sl ammer worm on January 25th, was that it was a band
wi dt h consunption attack using a bug, a single bug, on a
particul ar product, on a particular Wndows platform
That was actually fixed, but people didn't put the patch
in.

What's inportant about that is that Spammers
are already starting to create tools to exploit these
ki nds of things, where they can actually send to you a
mail relay server, even if you're not running one. And

the result of that is tools like worns |ike slamer all ow
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the opportunity to go back and take advantage of bugs in
very | arge and very conpl ex operating environnents such
as Wndows XP, Linux Server, so on and so forth.

So, it's inmportant to understand that as |ong
as we have conpl ex environnments we have conpl ex software,
we continue to have buggy software. W have the
opportunity for infiltration into the machi nes, and as
| ong as that exists, when you start using things |ike
worns and trojan horses to transmt the data, the
opportunity to infiltrate the machi ne and deposit mal ware
is very, very good.

Everybody happy yet?

(Laughter).

DR. HANCOCK: This little statistic over here
is fromCertCC that basically shows that between 1998 and
2002 the nunber of attacks junped from approxi mately
1,928 attacks to well over 86,000 attacks in 2002 al one.
Now, these are the docunented attacks, and it's estimated
that this is only 3 percent of all the attacks you see on
the internet.

More inportantly, these are the nunber of
vul nerabilities that have appeared, just in a single
year, and the vulnerabilities are ways that you would use
toinfiltrate an operating system and application or a

systemto deposit nmalware, whatever that nmay be. And it

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N RBP RBPRP R R R R R R
ag A W N P O © 00 N oo 0o pdM W N - O

289
coul d be sonmething as sinple as a password grabber, or it
could very easily be a mail relay system

Now, | particularly like this particular chart.
This is one that Rich Pethia (phonetic) puts up from
CERT. And what you see in the bottom|eft-hand corner is
starting approximately 1988, going all the way up to
2002, the sophistication of a security attack on a
conputer system So, as you see over tine, the attacks
get nore and nore sophisticated, and frankly, they have
to, because the operating environnents, the applications
and everything else are getting nore and nore conpl ex.
That dotted line that you see, going fromthe top left-
hand corner, going down to the |ower right-hand corner
is the intellect of the attacker.

(Laughter).

DR. HANCOCK: So what you're seeing is very
sophi sticated attacks being | aunched by norons, okay?

(Laughter).

DR. HANCOCK: And, frankly, 1've got statistics
to back that up

(Laughter).

DR. HANCOCK: We find that on our networks and
all that we operate a very, very large nmultinationa
network. We find that the bul k of our attacks happen

bet ween 4: 00 on Friday evening and 9:00 on Sunday. And

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

290

80 percent of them are | aunched by kids, because nobst of
them don't have a date and don't know what to do that
weekend.

The bottomline is, though, that it nmeans that
t hose people are able to downl oad very sophisticated
tools fromthe internet, use those sophisticated tools to
| aunch zonbi e networks to go back over and infiltrate
ot her machi nes wi thout thenselves having the intellect to
know what they're doing. 1In fact, |I've been involved in
over 600 prosecutions and | can tell you categorically
every time we run into a kid they have no cl ue what
they're running. Very rarely do they understand the tool
t hat they downl oaded and what that tool actually does.
And as a result of that, spanm ng sonebody is becom ng
easi er and easi er.

W were recently involved in a situation where
there was sone spamgoing on, and it was a bunch of
t eenagers who had downl oaded tools and were Spamm ng
ot her people in their school. And they were doing it for
noney, and the result of that neant that they didn't know
what they were doing. All they knew was that they ran
the tools a certain way, provided the spamin a certain
way, the next thing you know, they nade noney out of it.
And, you know, there are ways for other people to get

their allowance, but this one worked rather well for
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t hem

So, what's the entry point cost of making spanf
Basically a PC, sone software you can downl oad and a
networ k connection of some sort. It doesn't take a |ot
of noney to becone a Spammer. It does not take a | ot of
nmoney for soneone to get into the business. This nmakes
it a very lowentry point. One of the big things about
cyberwar, if you ever study cyberwar concepts is that
cyberwar basically says it's non-lethal warfare. You
don't kill people, but you can make their life very
m serabl e from an econom c perspective. You can disrupt
all kinds of economic factors involving a company,

i nvol ving an individual .

What's inportant about this particular thing is
that it doesn't cost nuch to get into the spam business,
and yet you can generate fairly good revenue. This neans
as long as that matrix exists, you can legislate it all
day, you can try to put in technology all day, but as
| ong as the noney keeps flow ng, sonmeone's going to
figure a way around it.

The core span need of course is to nmake a
server out there for you. Basically right now peopl e use
servers that are in existence that sonmeone has brought
up, either accidentally or intentionally, whatever the

case may be. But the bottomline is that you' re | ooking
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for a server, you're harvesting addresses, you're going
to use those servers either as an open proxy, open relay
or in sone cases a direct connection, if you're using
different types of protective |IP addresses, or if you go
back and scan I P addresses. But in all cases, you have
to have a server to nmake it go out the door

The biggest thing al so that Spammers have to
do, they have to evade capture. That's one thing to sit
down and say gee, we'd |ike to go back and spam but you
have to be able to evade being caught and evade that your
server, when it is caught, you can go sonepl ace el se and
be able to go back and spam Because of that, you have
to be agile and you have to be nobile. And that neans
that the need to nove around is a very critical part of
becom ng an effective spamer in the future.

Now, this brings up the upcom ng nethods. One
of the methods we starting seeing very recently is of
course the ability to use what is called a trojan, if you
will, atrojan horse type of application, which cones in,
basically attacks a system and then |aunches itself
inside the system providing a server capability. That's
one way. And this can be done through a variety of
nmet hods. There's ways to do it via hacking, you can just
go back and hack it, use a known back door, use a known

hole |li ke the slammer did, and then deposit the server
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capability into that nachi ne.

Now, what that translates to is that everybody
who has a machine that's connected to the internet and
according to the Internet Society as of last nonth, there
are 655 mllion user accounts. That neans that anyone
with a PC out there, even if they' re not running e-nai
what soever, could be attacked, could have a server
i mbedded on their nmachine, against their will, and then
that server used as a spamrelay site.

And, in fact, there's at |east four prograns
runni ng around the internet that do exactly that. And
that nmeans that you don't have to use an open relay, you
don't have to go back and use an open proxy, you yourself
are depositing that e-mail server as part of a package
when you go back and bust their machine.

As a result of that, you can set up what's
call ed spam di stribution networks, very simlar to what
deni al - of - servi ce-attack people do wth zonbi e attacks.
Most of you fol ks have probably heard about deni al - of -
service attack. How many of you have children? How many
times you go into the potty and you find that it's ful
of toilet paper and a plastic truck?

(Laughter).

DR. HANCOCK: That is a denial-of-service

attack.
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(Laughter).

DR. HANCOCK: A distributed denial -of -service
attack happens when they bring 12 of their friends over.

(Laughter).

DR. HANCOCK: So, it is not a very
sophi sticated attack, it doesn't take a lot of logic to
do it, it doesn't take a lot of intellect and it's not
that hard to do because it sucks up bandwi dth. If you
suck up the bandw dth, there is no way that anybody can
get to what you're after. In the case of spam by using
t he sane distribution nethods that are used right now to
di stribute zonbies or basically small pieces of code that
go all over the network, you can now go back over and
di stribute these trojans and basically provide an SMIP
service capability on unsuspecting machi nes.

So, a lot of people want to say, oh, okay,
wel |, how does it work. Well, basically the first thing
you do, sonebody sits down there and they create the
trojan horse program And then they al so go back over
and create a worm Ckay? Now, when the worm cones up,
the worm basically has a payload in it and it has sone
nmet hodol ogy of replicating itself.

Well, let's understand what that neans. Code
red, when it canme out in 2001, basically took

approximately 37 hours to replicate itself around the
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internet. The slamer wormin January of this year took
ei ght mnutes. Everyone get that? Thirty-seven hours to
eight mnutes in less than a year and a half. That's
i nportant, because it nmeans that the propagation
capability of a malicious wormthat contains sonething
that will go back over and infect networking resources is
very, very easy to do with current technol ogy and current
sci ence.

Now, once these zonbies are all out there and
they're all positioned, they're ready to go, then the
person who operates the spam at that point goes back over
and creates the evil e-mail. And then at that point they
can distribute the evil e-mail of course over to the
network that's out there. The network at that point then
goes back over and attacks the poor, hapless end-user,
who ends up getting their mailbox full. And this is the
sort of thing that happens and all of this is known
science. It is not that difficult to do.

So, as we |look at issues with this sort of
approach, basically what you' ve got to have is automated
distribution. W call this AML for autononous malicious
logic. The purpose of this is basically using the sane
techni ques that are used for denial-of-service attacks to
go back and distribute zonbi e networks, now you're

di stributing AM_-oriented SMIP networks that can then be
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cal l ed upon, they can be shared. You can distribute
t housands of these in an hour. It doesn't take very |ong
for this sort of thing to get out there, because people
do not adequately patch their systens because the systens
have a great deal of code, because they have bugs,
because there's all kinds of ways to infiltrate and
i nfestate the systens.

Legislation is not a problem because when
we've |legislated all day long, they just go off shore. A
good exanple of that is viruses. How many |egislative
t hi ngs have we seen attended to viruses and how many has
it stopped? Every nonth there's approximately 250 new
viruses that appear. It's a billions and billions of
dol | ar business. As a result of that, there is a noney
flow, there are reasons for viruses to be created. |
also find it very interesting that many times new viruses
seemto appear towards the end of a sales quarter, but
that's a different issue.

(Laughter).

DR. HANCOCK: o back and | ook at it yourself.
And in the situation, as we can go back and legislate it,
but what happens is when we pass legislation in the
United States against spam we're going to turn right
around and see it getting broadcast and being taken care

of internationally. A lot of links in third-world
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countries and folks that are just com ng around to the
internet and very, very |l arge organizations and things
i ke China, they don't have protective capabilities, they
don't have ways to go back and stop this and they may not
know how. You start parking a zonmbie network in those
types of environnments, and the spam situation
internationally gets worse, and legislation is not going
to stop it.

Problens that we're going to have to think
about the next five years is that nost of us are going to
go nobile. If you' re not nobile already, you' re going to
get there. And that's through 3G cell phones, through
W-Fy hot spots. There's all kinds of wreless
technol ogy. Saying that we're not going to have spam
probl enms in these types of technologies is ridiculous,
because we're already starting to get them now, okay?

What's going to happen in the future is that
your personal cellular device, your cellular device wll
al so be connected to things |like W-Fy tel ephones. As a
matter of fact, C sco announced one yesterday -- the day
before yesterday, | believe. And you're going to find
t hese kinds of technol ogi es out there where the phone
becones your |ocal area network connectivity appliance
with an I P address and sinultaneously can be your cel

phone when you get out into the world running around.

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N NN P B R R R R R R R
ag A W N P O © 00 N oo O~ WwN - O

298

That nmeans that that device has an | P address.
You can actually downl oad to these things, because they
run in mcrokernel, unix, linux or m crokernel Wndows
environment, a very snmall e-mail relay. So, you may very
wel |l find that your phone is getting very fat in your
pocket because it's filling up with e-mail because it's
relaying it out to other phones in the area.

So, why do we need spam protection? | always
put this up as ny favorite little picture. That's
because it's nmy 13-year-old. This picture was taken on
Sunday. That's his cat.

(Laughter).

DR. HANCOCK: In reality, that's a full-grown
Bengal tiger named Savannah that |ives down the street,
so he plays with her off and on. Notice the satisfied
| ook on her face fromeating the previous Spamer.

(Laughter).

DR. HANCOCK: And the point being is very
sinple, is that my son at age six has grown up with a
proper geeky lifestyle. |In fact, when he was born, they
handed himto ne and | said welconme to the world, ny son
" myour father, and COBAL sucks.

(Laughter).

DR. HANCOCK: And | have this on videotape. |

actually did that.
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(Laughter).

DR. HANCOCK: M son has grown up very, very
good in the geeky lifestyle. He has the proper 2.3
conputers in his bedroom and of course with a T3
connected in the house, ny son is well equipped to go
back and deal with internet capability. It helps to work
for a carrier.

(Laughter).

DR. HANCOCK: The situation is, folks, is that
my son also cane in at the ripe age of six and said,
Daddy, what is a penis? And | said why? And he said
sonmeone sent ne an e-nmail where | can nmake m ne bi gger
and | thought great, this is what | need to hear right
nNow.

(Laughter).

DR. HANCOCK: Al though |l ately he's been asking
about breasts and it bothers me a bit. The situation is
that these kids get this stuff. They get it at school;
they get it in high school; they get it all over the
place. Well, to adults, it's somewhat of an irritant; to
kids, it really sociologically causes them sone very
serious problens. And, so ny mgjor reason why | amvery
much anti-spam and why | spend a great deal of ny tine
worrying about it, stopping it, scanning for it and
finding it and killing it dead, is because of nmy son who

For The Record, Inc.

Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

300
likes to hug a tiger. Thank you very nuch.

(Appl ause).

MR. FRANCAO S: Thank you, Dr. Hancock. W are
going to take questions fromthe audi ence now.

MR. HUSEMAN. Well, we have one quick witten
guesti on.

MR FRANCO S: Okay.

MR. HUSEMAN: The panelist nentioned the
nunbers 402,000 for the nunber of new open rel ays and
open proxies per day, are those new open rel ays per day
or newy discovered open rel ays?

MR. SERGEANT: Newly discovered.

MR. HUSEMAN. New y di scovered, so they were
al ready existing? GCkay, thank you.

MR. FRANCO S: How about over there? Yes?

UNI DENTI FI ED SPEAKER: Too many questions to
ask and not enough tinme.

MR. FRANCO S: How about pick one? The
shortest one.

UNI DENTI FI ED SPEAKER: | n speaki ng of honeypots
and receded e-mai| addresses, we've done that many, many
times and we never could figure out how they found that
address. Is that like fromdictionary Spamm ng? Al so
there's been a sudden and very steep increase in the

anount of spans that cone that are |ike nunbers separated
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by equal marks. There's no text in the spamat all.
There's no subject line or anything. It's all just
characters separated by equal marks, and soneone told us
this was an e-mail to find out if our mail server was
conprom sabl e or had been conprom sed. Can anybody speak
to that?

MR. FRANCO S: M. Rat hbun.

MR. RATHBUN. Well, sone of the ones that you
get with what would sound |like to be encoded probably
Asi an | anguage sets, | get probably 45 to 50 spans a day
that are in Chinese or Russian and they | ook that way.

MR. SERGEANT: Yeah, that sounds |ike quoted
printabl e.

AUDI ENCE MEMBER: Quot ed printabl e.

MR. FRANCO S: O her questions? Anybody?
kay.

AUDI ENCE MEMBER: Thank you. W know that data
has overtaken voi ce over normal tel ephone Iines. Do we
have any statistics on how many e-mails per day are
actually being sent, either in the U S. or worldw de?

MR, SERGEANT: It's about -- for our corporate
custoners, it's around about 40 e-mails per day, per
user.

MR. FRANCO S: Let's go -- any questions --

right here, in the mddle. Hang on, and let's get you a
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m crophone. And give ne tinme to repeat part of the
guestion, as well.

MR IVERSON. |I'mAl Ilverson (phonetic) from
Digital River. | actually used to work for MAPS and open
relays are sonething that |I'mpretty famliar with. One
thing I'mkind of wondering, any of you fol ks, especially
froma provider perspective, do you run into any open
relay operators that absolutely defend their right to run
an open relay and won't do anything about it? GCboviously
M chael knows |I'mthinking of sonebody named John G I nore

(Laughter).

MR. I VERSON: -- who I've cone to realize that
was sonebody we ran into where he wanted to sue everybody
who wanted to block spam fromthat relay.

MR. FRANCO S: The question is froma provider
per spective have they run into anyone who operates an
open relay that defends their right to run an open rel ay.

MR. BRONER. Well, | have run into nmaybe one or
two peopl e over the course of working at Earthlink that
have felt that way, but we have a policy to uphold, we
can't allow spamon the network and unfortunately, we
just can't allowit. | don't really understand why
sonmeone woul d be so adamant in keeping their relay open.

MR FRANCAO S: And what were sonme of the --
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briefly some of the arguments that they used to justify
keeping it open?

MR. BROAER: The one | can renmenber would be --
it was just kind of silly. They did not feel |ike they
shoul d have to change it. They had it set up fromthe
box the way the actual software was set up, it was open
for relay when they installed it, and he didn't feel Ilike
he shoul d have to change it.

MR. FRANCO S: Mchael, it sounded |ike you
wanted to say sonet hi ng.

MR. RATHBUN: Fromthe standpoint of shall we
say a doctrinal or a philosophical stance, we don't
really see that too nuch. Mstly it's either just
pl anti ng your hooves because you don't feel |ike sonebody
el se should tell you how to run your system or the one |
heard nost recently was that nobody had the guts to go
and tell the CEO that he had to reconfigure his |aptop

(Laughter).

MR. FRANCO S: Any ot her questions? Wy, way
back in the back

AUDI ENCE MEMBER: Can you hear ne? Can you
hear me now?

(Laughter).

AUDI ENCE MEMBER (Partially audible): -- Double

Click. This kind of goes to the open proxy question. |

For The Record, Inc.
Wal dorf, Maryl and
(301) 870- 8025



© o0 N o o A~ wWw N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o dM W N -, O

304
t hi nk by now we've all heard sone variation of this
story, | was in a hotel or I was in Starbuck's and | just
turned on ny conputer and ny wireless card and boom |'m
on the net. And that's been ny experience, too, for $3
or $4 -- we've all heard about the Pringles can --
(inaudible) -- wreless card that pick up connectivity
three mles away. And | tried the experinent fromny
house, you know, | was easily hypothetically on five or
si x people's networks wi thout nuch work. Now, what kind
of a threat does this pose, if | was -- (inaudible) --
Li nux box with an MDA built in, you know, is this a real
threat and are we finding that kind of connectivity to be
Spanmmer' s next choice?

MR. FRANCO S: The question is what kind of a
threat is wireless connectivity and is this the next
Spanmer choi ce? Takers?

DR. HANCOCK: It's a huge probl em al ready.

We' ve got an awful |lot of wireless capabilities running
around within the conmpany called Cable & Wreless for a
reason | guess. One of the situations | keep running
into is that even our own fol ks put up wreless networks
and sonetinmes inadvertently | eave sonethi ng open and
someone wanders by in a car or driving or some nonsense
i ke that and they're on.

The bi ggest problemthat we're seeing right
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now, though, is that with the predom nance going to
wirel ess and especially 802.11A, and 802. 16, which just
announced two nonths ago. 802.16 is a netropolitan area
wi rel ess which all ows you anywhere from 54 negabytes up
to 100 negabits, and allows it over a 30-m|e range, and
so, therefore, the limted range of 82.11 of 825 feet is
about to go out the window And with that kind of
capability, you now have a netropolitan wreless
capability that anybody can tie into. And that neans
that you don't have to have wire; you can obviate the
| ocal loop; there's all kinds of ways to easily connect
to this. And the base security at |level two at these
things to connect in and authenticate is a joke.

As a result of that, it's very easy to connect
to these kinds of networks and use themfor legitimte
connectivity with an I P address and becone a relay of any
kind. So, if you add that into the capability of also
assigning zonbie code and things like that to these kinds
of machines, it's going to be a very large problem
We' ve al ready got the probl em now of just people
illegally using those kinds of networks, using themin an
illicit way as well is going to be a real problem

MR. FRANCO S: One |l ast question. Anybody? A
hand back there.

MR. SOUDER: Hi, Doug Souder, from Hunting
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Software. In the session where we were tal king about
harvesting e-mail, sonebody said that that was the air
t hat keeps Spammers going, and I was just wondering if we
coul d sonehow get the upper hand on the open relays and
the proxies. Do you think it would have a simlar
inmpact? |Is this the air sustains these Spamers?

MR. FRANCAO S: The question is how can we get
t he upper hand on open relays and open proxies and is

this the air that sustains the Spamers? A very short

answer .

MR. BRONER | have a very short answer.

MR FRANCO S: We'll take it fromtw, Adam and
Matt .

MR. BROAER: | hope mne is shorter, and the
only time I'Il ever say that.

(Laughter).

MR. BROAER |'ve been reading too nuch spam
| think the technology is the answer and sociol ogy is not
the answer. So, | nean, and 1'I|l take this opportunity
to be entirely off topic for this panel. | believe
firmy in DNS-based | P bl ocking, conmbined with rigorous
white listing as the only solution to this problem

Now, there are ways to get around it, but as
far as | can see, going forward, that's the only thing

that wll work.
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MR FRANCO S: WMatt?

MR. SERGEANT: It's an arnms race. W will --
you know, we will beat the open proxies probleminto
subm ssi on, hopefully, and there will becone other ways,
as Bill has described, that they will find other ways of
distributing their stuff.

MR. FRANCO S: One quick question fromne for a
yes or no answer fromthe panelists. Basically, should
t he governnent in ternms of -- we tal ked about conpani es
scanning their proxies and servers. Should the
governnment al so get involved in scanning for open proxies
and open relays? Yes or no.

MR SERGEANT: No.

UNI DENTI FI ED SPEAKER: WAste of tine.

MR. FRANCO S: So, we've got a no, no, a waste
of tinme and?

UNI DENTI FI ED SPEAKER: No. In case you didn't
hear ne.

MR. FRANCO S: Al right, so everybody agrees
now, and I wi sh we would have had nore tinme to go into
the reasons why, but we are at the end, and | have a few
announcenents that | need to make for the end of the
panel .

First, on May 16th, the Federal Trade

Comm ssion and its Southwest partners in the Netforce are
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goi ng to make an announcenent and have a press event in
Dal | as, Texas concerni ng open relays, so please stay
t uned.

Adm ni strative announcenents, today is the end
of day one, and we want to thank you all for braving the
cold tenmperatures, the bright lights and the |long |ines.

(Appl ause).

MR. FRANCO S: It's been a very productive day,
and | just want to make three qui ck announcenents. One,
as always, it's about your name tags. Panelists, hang on
to your nane tags if you' re going to be back for the
duration or tonorrow or any day. |If you have one of
t hese peeling nanme tags, then you will have to get
anot her one tonmorrow. The one you have now wi |l not be
good for tonmorrow. And everybody, regardl ess of whether
you are a panelist or an audience nenber, will have to go
t hrough security.

Second, | thought many of you were crazy when
you said it's too cold in here, but | can't feel ny feet.

(Laughter).

MR. FRANCO S: And until | becone a
Comm ssi oner, they're not going to change the
tenperature, so dress warnmly tonorrow, because they've
told us they can't nove the tenperature up or down.

Finally, tonorrow norning we convene with
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remar ks from Comm ssion Thonpson at 8:15, and our panel
will be the Economi cs of Spam at 8:30. Thank you very
much, and we | ook forward to seeing you tonorrow.

(Wher eupon, the hearing was adjourned).
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