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PROCEEDI NGS
OPENI NG REMARKS:

CHAI RVAN MURI'S: Good norning, and wel cone to
Get Noticed. Today's workshop is cosponsored by the
ei ght federal agencies responsible for inplenenting and
enforcing the G amm Leach-Bliley Act. In addition to
t he Federal Trade Conmmi ssion, the agencies are, here we
go, the Ofice of the Conptroller of the Currency, the
Federal Reserve Board, the Federal Deposit |nsurance
Corporation, the Ofice of Thrift Supervision, the
National Credit Union Admi nistration, the Commodity
Fut ures Tradi ng Comm ssion, and the Securities and
Exchange Conmi ssi on.

On behalf of all of these agencies, | want to
express ny appreciation for your interest and
participation in today's program Mre than 600 people
regi stered, a record nunber for this type of workshop.
Many who were unable to attend today have requested the
transcript and materials, as well as the CD- ROM bei ng
prepared fromtoday's proceedings.

Your presence today, and the interest
denonstrated as we devel oped this program reflects the
wi despread desire to inprove the effectiveness of the
privacy notices mandated under GLB
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By effective notice, | nmean by providing
policies that are easy to find, easy to read, and easy
to conprehend. As you all probably know too well, the
regul ations inplenmenting G.B require that financial
institutions provide clear, conspicuous, and accurate
notice of their privacy policies and practices to their
custoners.

The regul ati ons specify the general content, but
don't mandate any particular |anguage. This flexibility
was actually intended to allow different financial
institutions to draft notices particular to their
practi ces.

Thi s past year, consunmers were flooded with
financial privacy notices. Mst people would agree that
t he experience has been m xed. The good news is that we
have seen many cl ear, understandabl e notices, sone of
which will be showcased today. The bad news is that we
have seen sonme that are dreadful. Notices that are
witten in | anguage unintelligible to consuners.

| ndeed, | once remarked that in sonme respects,
this is a statute that only | awers could | ove, of
course until they found out that it applied to them

(Laughter.)

CHAI RVAN MURI'S:  What we've learned in this
process is that providing effective financial notice is
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a challenging task. Information sharing processes can
be complex and difficult to describe in sinple |anguage.
Al so, the act itself creates conplex distinctions
regardi ng what information should be included in the
notice, when choice is required, and when information
sharing is permtted.

It is not surprising that describing these
conpl ex practices has |led sone financial institutions to
seek nore gui dance about the content and form of these
noti ces fromthe agencies and fromindustry | eaders.

We, therefore, thought it would be helpful to
have this workshop, to discuss how to provide effective
financial privacy notices. W also hope to |earn about
the cost of providing notices, and the effect of the
noti ces on consuner behavi or.

The FTC has found that public workshops, |ike
this one, can be extrenely useful to educate and i nform
the public and the private sector about inportant
i ssues. W can encourage creative and innovative
t hi nking to address those issues.

Today's program gi ves us an opportunity to hear
froma nunber of experts and | eaders in financial
privacy and consuner education. Follow ng each of our
four panel discussions, nenbers of the audience will be
invited to ask questions.
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Qur first panel features financial institutions
t hat have spent considerable tinme and resources
devel opi ng privacy notices designed to conmuni cate
effectively with their custoners.

I n our second panel, several new surveys
regardi ng consuners' attitudes and experiences with
notices wll be discussed. A nunber of interesting
guestions are addressed in the surveys, such as whet her
consuners read privacy notices, and why and how privacy
concerns have affected consuners' online behavior.
Representatives of consunmer and privacy groups will also
di scuss what they believe consunmers want and need to
know about their financial institutions' information
practi ces.

Qur norning session will conclude with sone
remar ks on the challenges of providing effective notice
by ny col | eague, FTC Comm ssi oner Mdzell e Thonmson. |
al so note that another colleague, Conm ssioner O son
Swindle, is here, I"'msure Orson, |ike the rest of us,
is hoping to learn fromtoday's workshop.

After lunch, we wll bring together
comuni cation experts to help us |l earn nore about
effective comuni cation with consuners.

Qur fourth and final panel wll include
representatives of industry, consumer groups and state
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agencies. They will describe several current
initiatives to help achieve nore effective notice and
i ncrease consuner education about privacy. Today's
programw ||l be filled with new i deas for devel opi ng
privacy agendas that are easy to find, read and
under st and.

| also hope we will exam ne related issues, such
as the cost of providing the notices, and whether the
presentation of the notice affects consumer opt-out
rates. We also will ask whether financial institutions
benefited from devel opi ng notices that are nore
effective or change their information sharing practices
in response to GLB

We hope that you will use what you hear today to
revi ew your notices and consi der how they m ght be nade
nore effective. | know that many of you have spent
consi derabl e resources to neet the requirenents of the
new | aw. However, each year presents an opportunity to
make your annual notices nore consunmer friendly. W
hope you will take that opportunity.

Finally, I want to thank the interagency
wor kshop team for their hard work in planning this
wor kshop. Coordi nating the project anong ei ght separate
agencies was no snmall feat. | commend the team nenbers
for their diligence and creativity in putting this
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anbi ti ous agenda toget her.

Thank you, again, for your participation today.
| trust it will be a productive and beneficial workshop
for us all.

(Appl ause.)

M5. BROF: |'mback, and | just want to fill in
sonme details after that very hel pful overview fromthe
Chairman. As he said, to make this day as informative
as possible, we want to hear fromyou in the audi ence as
wel | as those people here on stage, and we have reserved
about 15 mnutes at the end of each panel for a question
and answer period. And you'll see preprinted question
cards in your folders, they look Ilike this. There's
four of them and if you need nore, there's sone in a
box outsi de where you picked up your folders.

At set intervals during each panel, prior to the
guestion and answer period, agency staff will be
cruising the aisles, picking up question cards, starting
about a half hour into each panel. So, if you have
guestions at that point, start passing themdown to the
end of the row closest to you and I will ask the |ucky
people sitting at the ends of each rowto just hold onto
t hose cards until a staff person picks them up

Along with the question cards, in your folder,
you'll also find a CD-ROM which contains the Power
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8
Poi nt presentations that will be delivered today, along
with other public comments that we have recei ved about
t he workshop so far. You will also find hard copies of
some materials for the panel presentations in your
folders. And we didn't include entire Power Points in
there, saving sonme trees, but that's all in the CDs, and
the only thing in terns of hard copies in your folders
are sonme excerpts of presentations that involve a |ot of
text, to help you follow al ong.

As far as the CDs go, we wll be releasing a new
one after the workshop, and that version will include
all the presentations and public comments that we have
received, as well as the transcript. And since the
comment deadline isn't until January 4th, the new CD
won't be available until some tine after that date. So,
remenber that date, too, for your purposes, January 4th
if you want to comment on the workshop.

I nformati on on how to order a CD is avail able at
the website, where you registered. |'msure you' re al
famliar with ww.ftc.gov/gl bworkshop. And nost
inmportantly, we will send you the CD for free. You wll
al so be able to downl oad the docunments on the CD
separately via the website. Al the presentations you
see today should be posted by the end of the week,

t hanks to our fantastic staff here.
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And now for the really inportant information
the bathroons are | ocated right across fromthe
anphi theater as you exit, and there's also sone around
the corner to the left as you exit. The food court is
on this level, on the other side of the building,
towards 14th Street, and when you break for lunch, there
will be signs directing you in the building and staff
peopl e around to help you find it.

And speaking of food, there's none allowed in
t he anphi theater, and neither are drinks. And, finally,
there are phones right by the anphitheater as well,
where you check your coats, if you did, just to the
ri ght where you exit.

And | ast, but certainly not |east, please note
that though this workshop is, of course, sponsored by
federal agencies, nothing said today, even including by
t he agency noderators, reflects the official position of
any of the cosponsoring agencies, except, of course,
that we hope you enjoy the workshop and are able to stay
until the end of the day, since each panel offers
i nportant information about devel opi ng financial privacy
noti ces.

And, now, it's tinme to begin with our first
panel, "The Chal |l enges of Providing Effective Financial
Privacy Notices: The Industry Experience."
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PANEL 1

M5. FRIEND: Good norning, everyone. Welcone to
t he financial privacy workshop, and a particul ar wel cone
and thank you to the panelists and nmenbers of the
audi ence who cane fromout of town to join us today in
Washi ngton. My nane is Any Friend, and |I'm an Assi st ant
Chi ef Counsel at the Ofice of the Conptroller of the
Currency, and | amjoined by ny co-noderator, Stephanie
Martin, who is in the mddle of the panel, who is an
Assi stant General Counsel of the Federal Reserve Board.

| think it's clear fromthe level of interest in
t hi s workshop that conplying with the new privacy
provi sions has proved very chal | engi ng, probably nore
chal  enging than either the regulators or the regul ated
could have anticipated. The first panel will begin what
t he agencies hope will be a constructive dial ogue today,
and into the future, about how financial institutions
can clearly and sinply describe consunmer privacy rights,
and yet still satisfy conplex |egal requirenents for
provi di ng these noti ces.

Qur first panel of representatives fromthe
financial services industry wll discuss the challenges
that they faced in devising their privacy notices. Each
one of these panelists has worked extensively on
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crafting privacy notices, and on | eading his or her
conpany's efforts to conply with the privacy
regul ations. Collectively, the institutions these
panel i sts represent have delivered privacy notices to
tens of mllions of consunmers -- probably over 100
mllion consumers, | would think. You w Il hear about
the different strategies these conpani es use to nmake
their privacy notices nore effective for their
consuners, fromusing focus groups to gauged consumner
reaction to their notices, to involving representatives
from di verse businesses and divisions within their
conpany, to | ooking beyond the sanple | anguage in the
regul ati ons.

And, now, | would like to briefly introduce
t hese panelists. For nore details about their
bi ographi cal information, you can consult your folders.
On ny far left is Robin Warren, who is the Privacy
Executive for Bank of Aneri ca.

Next to Robin is Stacy Suggs, she's an Assi stant
Vi ce President and Conpliance O ficer for Bank
| ndependent in Sheffield, A abama

Paul i ne Scal vino is an Assistant Vice President
and Conpliance O ficer for The Vanguard G oup.

Next to Pauline is Paul Metrey, he is the
Director of Regulatory Affairs for the National
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Aut onobi | e Deal ers Associ ation

Then we have Stephanie Martin with the Federal
Reserve Board.

Next to Stephanie -- well, I'"mnext to
St ephani e, and then there's Ell en Koplow, who is Senior
Vi ce President and General Counsel of Anmeritrade Hol di ng
Cor por ati on.

And we have Julie Johnson, who is the Chief
Privacy Oficer for Bank One.

Next to Julie is Richard Harvey, who is Vice
President and the Chief Conpliance and Privacy Oficer
for Chevy Chase Bank.

And | ast but not |east, we have sitting next
to ne nowis Steve Durkee, who is the Privacy
| rpl enentation O ficer for Ctigroup.

|"ve asked each of the panelists to preface
their remarks with a very brief description of their
financial institutions and the nunber of initial privacy
notices that they were required to deliver by July 1,
whi ch was the mandatory conpliance date for the
regul ati ons.

| think this information should give you sone
sense of the conpani es represented before you, and the
extent of their obligations under the privacy
regul ati ons.
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" mgoing to begin by posing a question to Steve
and then sit down while he's answering and join the
ot her panelists. So, Steve Durkee, Ctigroup has
of fered sone formof a privacy notice to its custoners
since the 1970s, and has also allowed its custoners to
opt out of marketing solicitations since the eighties.

" mwondering if you can tal k about how this experience
with self regulation affected Citi's approach to
complying with the new | egal requirenents for notice and
opt - out .

MR. DURKEE: Ckay, thank you, Any.

Can everybody hear? | guess so.

Citigroup offers banking, insurance and security
products through G tibank, Sol ononSm t hBar ney,

Travel er's Insurance, Prinmerica, G tiFinancial, Diners
Club and other conmpanies. In 2001, we sent out over 125
mllion notices to existing custoners and changed
hundreds of processes to enable us to deliver the
notices to new custoners. How many of you renenber
before G.B? Seens like a long tinme ago.

Before GLB, our privacy notices were sonmewhat
different. They were geared toward buil ding trust,
answering questions that custonmers really wanted us to
talk to. For exanple, in the eighties, we, |ike many
others, faced a challenge. While many custoners
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5
appreci ated the special offers we could give them sone
didn't want them

Qur chall enge was how to continue to offer those
itens and give people a way out. This resulted in
of fering privacy choices in our annual mailings to our
card nenbers. These al |l owed custoners to opt out, not
only fromthird party marketing, but also fromour own
mar ket i ng.

So, this was quite different, but it fit with
what we wanted to do at that tine. Another inportant
guestion canme up when Citicorp and Travel ers G oup
nmerged in 1998. One of the things that our custoners
really wanted us to say was whether or not we shared
medi cal information. Qur answer was clearly no, we
don't, we don't intend to. Period.

We sent out that nessage with other inportant
information in our privacy prom se for consuners, which
we deliver globally, actually to alnpost 100 mllion
custonmers around the world. W have done that now for
three years.

Those experiences were very inportant to how we
approached G.B. But, as Chairman Miris said, GBis a
little bit different than nost other regulations and
notices. It conbines self regulation, and by that |
mean it gives conpanies a choice, it doesn't tell us
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what to do, it tells us what decisions we have to nake.
And then we have to tell our custonmers what our

deci sions were. And hopefully the marketplace wll
shake out and we will find out, nunber one, how to
conmuni cate, and nunber two, what our custoners really
want .

The first thing we had to do was nmake a
decision, were we going to share or were we not going to
share. The only credible thing that our custonmers said
we could say was that we share. W have a reputation
for cross marketing, that's what they canme to us for.
We had quite a few things that we could offer that we
didn't want to give up and our custoners didn't want us
to give up. So, we had a clear decision nade, and we
t hought we could conmunicate it. W could tell our
custonmers that we would share their information unless
t hey opted out.

Wy did we think we had that trust from our
custoners? W depend upon |ong-term stable
rel ati onshi ps. These custonmers were not there for the
short-term and neither were we. We, |ike you, have
very limted sharing and tightly control that sharing.
W do it for very specific purposes. W, |ike nost of
you, are intensely concerned with the security of our
custoners.
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Wien we tal ked to our custoners, they appeared
to know and accept that we would protect them CQur
prior experience also made us confortable giving very
clear privacy choices to our custoners. Even our many
conpani es who do not share custoner information -- we
have quite a few of those -- agreed that they would give
those choices to their custoners, just so they woul d be
able to preserve options that may be very inportant in
t he future.

We did send those notices out and we got a
pretty good reaction. As an aside, in earlier
di scussions with Any, | said | would tal k about our
experience with opt-outs. W've, again, been getting
opt-outs for nore than ten years, and while an initial
reaction mght be |ow, these accunul ate over tine.

So, for our conpanies that have fairly
aggressive marketing, over sone period of time, it
stabilizes around a third of the customers opting out
fromtel emarketing. So, you don't tal k about what
happens at one tinme, you tal k about over tinme. That
figure of about one third is pretty much what Al an
Westin and ot her surveys would say woul d be the size of
the group that really weighs privacy val ues over al nost
anything else. So, we think that nunber may be a good
stabl e area.
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I n conpani es where we don't share, where we
of fered an opt-out, even after three years opt outs were
inthe lowsingle digits. And holding at that |evel
There's, | think, nore a fear by customers of |o0sing
sonet hing, than cutting out an already |imted anount of
mar keting in those areas.

So, we thought we woul d get a rational reaction
fromour custonmers based upon what was inportant to
them and again, that's what we saw.

Third, we thought that what we had said before
in our privacy prom se was still going to be inportant,
so we included our Citigroup privacy prom se in our new
notice for consuners. That worked well.

Fourth, our experience nmade us appreciate the
very, very hard work of our agencies, both at the
federal and the state level, in having consistent
regul ations, doing their best to come up with succinct
di scl osures that consuners coul d understand, and we
real ly have not gotten negative feedback from our
custonmers. In fact, custoners saw that the new notice
as a regulatory requirenents and accepted it as such, as
long as we also clearly said what we would do with their
i nformation.

One of the questions | get asked nost is, why
did they pick on the banking industry, and insurance,

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

and securities? Don't we have good practices? One of
the things we've also | earned fromour early
experiences, this stuff takes tine. |In general, people
| ook at the best to cone up with good exanples, and our
industry, | think, is extrenely good at both sharing,
controlling sharing, and expl aining conplex things to
our custoners. So, therefore, it's not unusual in that
context to think that we are going first.

There are a |l ot of experinments that are going
on, you'll hear about today -- short notices, addressing
what's inportant to your custoners, listening to
custoners. Again, this takes tine. As | said, that was
our main | esson. Before G.B we had years to work this
stuff out, in controlled environments, now we're under a
very condensed tine table.

Even so, you have to nmake a decision after
testing notices with your custoners, changing processes
and operations, then going back and auditing, whether
what you thought you put in place was actually what you
did put in place. So, as we go forward, we're | ooking
at the feasibility of providing short notices in
particular. W're trying to get an early start on this
so that we have time to get sonething neaningful in
place within a relatively decent tinme frane.

Thank you.
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M5. FRIEND: Thank you, Steve.

This is on behalf of the GLB agencies, 'l
t hank you for the plug for our consistent regulations.
Now | 'mgoing to turn to Robin Warren of Bank of
America, and | wanted to talk to Robin about the
consuner focus groups that they used to test their
privacy notice. Specifically, Robin, I'mwondering if
you can tal k about the inpact of these focus groups on
your notice and whether you thought involving consuners
in the process while you were drafting ultimtely ended
up in a nore effective notice.

M5. WARREN: Thanks, Any.

Let nme give you a little bit of background.
Bank of Anerica had a privacy policy in place for
several years prior to G amm Leach-Bliley and we felt
i ke we had a good story to tell, but this was an
unpr ecedent ed conmuni cation that was going to be with
all of our consuner custoners. W sent out about 45
mllion notices to our existing custonmers during 2001,
and that doesn't count the new custoners that received
notices this year.

So, it touched every custoner. W have about 20
subsi diari es that have consunmer custoner rel ationships,
and the kinds of products and services they have range
from of course, banking services, credit card,
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11
i nsurance, securities brokerage relationships, real
estate and nortgage, auto and other specialized
financing subsidiaries. And we were going to have this
apply to every custonmer in every |location of every
subsi diary of Bank of Anmerica. So, it was inportant for
us to make this a positive point of contact with all of
our custoners.

The conplexity of Granm Leach-Bliley, the |aw
and the regul ations, was a challenge. Even though we
wer e not changi ng the substance of our policy in any way
as a result of Gamm Leach-Bliley, we had to figure out
how we were going to fit our Cinderella' s foot into an
unforgiving G.B gl ass sli pper.

This was a | earning process for us, we knew it
woul d be for our custoners, for the entire industry, and
we didn't know how our custoners were going to respond,
not only to our policy, but we knew they would be
receiving notices froma lot of other institutions.

They woul d be reading about it in the nmedia, and hearing
about it in the nedia, and we knew that they would be
getting our notice in that context.

We didn't want our key nmessages to get lost in
the detail. These were that we don't share or sel
information, custoner information, with outside third
party marketers, that we do give our custoners choices
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12
when it cones to receiving direct marketing from us,
t hat we honor those choices across our entire conpany,
and that we do share information anong our affiliates in
order to deliver the kinds of services our custoners
expect, in the way they expect to deal with us.

We knew early on that we wanted to solicit
f eedback from our customers, so we began by preparing
our notices and trying to get theminto a near final
draft that we would then show to groups of custoners to
get their feedback. And we decided it would be a
mar keting style brochure, that it would | ook very nuch
gl ossy, full color, with cover art on it, regular
mar keting size type, lots of headings to break up the
nmessages into digestible pieces, and an introductory
par agraph that highlights our key points that we wanted
to make sure, again, would not get buried in the
nmessages.

W al so, wherever possible, avoided the use of
jargon, and that was a big risk, as our |awers told us,
because it neant that we didn't use a |lot of the sanple
| anguage fromthe regul ation, because we didn't want to
use jargon that we thought would be offputting to our
custoners.

Once we had it, as | said, nearly final, we took
it to focus groups of custoners, and we did it in a
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nunber of geographic |ocations across the country to
make sure that if there were geographic differences, we
woul d understand that as well. What we found out was
that they really did |like the section headings, that
t hey found that very helpful. They also |iked the
i ntroductory remarks, they found once they read through
the policy that the introductory paragraphs that we had
really did focus themon what were the key points to
t hem

They felt that the sequencing of information in
our policy was |ogical and easy to follow. But they did
tell us that sone of the terns we use, even though we
t hought we had taken all of the jargon out of it, sone
of the terns were still confusing to them and they
identified those to us and hel ped us figure out better
ways to say themthat woul d be nore understandabl e by
CONSUNEr S.

We al so found, nmuch to our surprise, that they
tended to read between the lines, and they tended to get
t hings out of the policy and out of the notice that
weren't there. And, so, it was very helpful to
under stand what those were. And while we had a | ot of
exanples in our notice to begin with, after the focus
groups with the custonmers, we |earned that we needed to
add even nore exanples of what we neant, because w thout
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t hose exanpl es, they drew very surprising concl usions
about what they thought we neant.

So, we added nore exanples after the focus
groups with our custonmers. W learned to be very
straightforward. They said they wanted the cover to say
that this is our privacy policy for consuners, and they
told us where they thought sone concepts were confusing.
They |iked the nonrequired information best in our
policy. W gave theminformation about how to opt out
of direct marketing with us, which was not required by
G.B, and we al so gave theminformation about how to
contact the credit bureaus and The Direct Marketing
Association, if they wanted to get their names off other
lists. And they thought that was probably the nost
i mportant information we gave them

We followed this up, this past sumrer, with
conducti ng anot her round of focus groups w th our
custoners to |l ook at the policies and the notices that
we're going to be sending out in 2002, and again, we
haven't changed the policy, but both we and our
custoners, have been better educated over the |ast year,
and we have | earned sone ways to tweak the notices,
whi ch we' ve i ncorporated, again, based on custoner
f eedback, into the notices that even as we speak are on
their way to our 6,000 distribution points to begin
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I|"mglad to hear you call the regulations a

gl ass slipper rather than the ugly duckling.

' m goi ng

to turn now to Stacy Suggs with Bank |ndependent. In

contrast to the two panelists we have just heard from

who it sounds |ike have delivered over 160 mllion

notices, you represent a small institution.

Your bank,

therefore, may have had a different approach to

conplying with the privacy regulations. [|'mwondering

if you can tal k about what were the particu

chal | enges you faced as a community bank in

ar

comuni cating to your consunmers through these noti ces.

M5. SUGGS: Thank you, Any.

First of all, to give you an overvi ew of our

bank, Bank I ndependent is |ocated in Sheffield, A abama

it's approximately 120 mles northwest of B

rm ngham

and it's been a fam |y owned and operated conmerci al

bank for over 50 years.

We have 11 branch locations within the Col bert

and Lauderdal e MSA and our total asset size

is

approximately 350 mllion. And this year we nmail ed

approxi mately 34,000 privacy notices to al
cust oners.
So, to answer Any's question and to
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today what we're here for, the challenges that we faced
in devel opi ng our privacy notice, ny initial concern was
that our customers in the general public m ght not be
able to easily understand sone of the content of the
privacy notice. And sone of the challenges we faced
i ncl uded maki ng sure that our notice would be accurate,
that it would be easy to understand for our customners,
and how to enphasi ze our opt-out, because we did choose
to share information. And also training our enployees
and other factors that we considered during the process.

So, the process we went through, in order to
neet these chall enges when we began wor ki ng on privacy,
included first of all a commttee, simlar to the way we
handl ed Y2K. And we found that the work we had done on
Y2K was very hel pful and useful with privacy, because we
had done a | ot of studies and research on our
information systens. So, it sort of laid the
groundwork, if you wll, for privacy. It was very
hel pful. W forned a privacy commttee and it
represented each senior officer at our bank, including
mar ket i ng, data processing, branch and credit
adm ni stration, accounting, auditing operations, our
| egal counsel, and conpli ance.

We had every area of the bank involved wth our
privacy program | was then appointed as the bank's
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privacy officer, and | chaired the conmttee. W
studied the regulation and we utilized various
resources, including the Arerican Bankers Association's
privacy tool kit to begin devel oping our notice, and
that was very helpful. It took the nodel |anguage, but
| think, made it into a nore easy-to-read and understand
noti ce that would be beneficial to our custoners.

We then fornulated a tinme |ine to devel op our
privacy policy, our procedures, our notice and ot her
rel ated tasks that were involved in our privacy program

To tal k about the challenges, the first
chal | enge was ensuring that our notice was accurate, of
course. Qur privacy conmttee was very helpful in this
area, since all of the banks were involved. AlSso,
conducting a thorough information self assessnent was
very productive in making sure we knew the flow of our
information, and in nmaking the decisions that we needed
to devel op our noti ce.

Anot her factor that was a chal | enge was
devel oping a notice that would be easy to understand.
As with any new regul ation, our goal is always to try
and sinplify as nuch as possible, especially when it's
going out to the custonmer. And with the requirenents of
t he new privacy notice, we wanted to make sure that our
custoners and the general public would easily understand
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t he contents.

So, in devel oping our notice, length was a
factor. Qur goal was to make it as short as possible,
but to include all the required and pertinent
information in the regulation. Uniformty was anot her
factor. W decided to devel op one privacy notice that
woul d not only include our general information, but also
I nt er net banki ng information.

We just began offering Internet banking to our
custoners this year, so we thought that it would be a
good idea and | ess confusing to our custoners for them
to see one privacy notice on our website and one privacy
notice in the mil. Al the information that they would
need would be right there.

The | ayout was anot her consideration that we
took into account, as far as paragraph format, using a
normal font size, bold facing where appropriate,
especially for the opt-out.

And once we had a rough draft conpleted, |
subm tted our privacy notice to various acquai ntances
and coworkers to get their feedback on the content. |
think this was very helpful in testing the readability
of our notice and maki ng any changes where appropri ate.

Anot her chal | enge was structure of the opt-out.
Once we decided we wanted to share information in the
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future, for exanple, nane, address and tel ephone nunber,
we had to determ ne how we wanted to structure the
opt-out. We |ooked at it froma custoner's perspective
in regards to how the opt-out would be applied. For
exanpl e, opt out on all accounts now and in the future,
rat her than per account.

We al so took other factors into consideration.
We decided to include information about our do-not-cal
list for tel emarketing purposes in our notice, as well
as the Children's Online Privacy Protection Act.

Anot her chal | enge was training our enployees.
Ext ensi ve training was conducted for all our enpl oyees
on our privacy policy procedures in our notice. This
was an inportant aspect so that they would understand
the privacy requirenents and be able to easily explain
the information in our notice to our custonmers and
answer antici pated questi ons.

Al t hough many chal | enges were associated with
devel opi ng our privacy notice, | believe we took the
necessary steps in order to deliver an accurate notice
t hat our custoners woul d understand. W understand that
privacy is inmportant and we continually strive for ways
to inmprove the content of our notice and all other areas
of our privacy program

Thank you.
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M5. FRIEND: Thank you, Stacy.

|"mgoing to turn now to Paul Metrey, who
represents another small busi ness perspective. Paul is
in adifferent position fromthe other panelists because
he is not wwth a financial institution, but he is wth a
trade group that represents a nunber of small businesses
who | think were surprised to find that they would be
considered a financial institution under the regul ation,
and that's autonobile deal ers.

Can you tal k about what your association did to
advi se your nenbers that they were covered by the new
privacy provisions and what their obligations were?

Al so, if you could discuss the tenplate that your
associ ation provided nenbers to use for their own
noti ces.

MR. METREY: Certainly. Just to describe our
menber shi p, we represent over 19,000 new autonobil e and
truck deal ers, about 18,000 are new autonobil e deal ers
and about a thousand are new truck deal ers, roughly.

And it was quite a learning curve for everyone.
Typically these are small retail businesses. They
typically have much smaller assets than many of the
financial institutions that are governed by the
regul ation, and they're not used to requirenents that
apply to financial institutions.
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When many in the community first heard that
there would be a financial privacy regulation, they were
thinking that it would apply to banks and ot hers, but
not to thenselves. So, as Any was nentioning, that
certainly was a big effort to try to convince people
that, |ook, there are sone types of business
transactions you are engaging in that this will apply
to, and you need to be prepared to provide privacy
noti ces and adhere to the other requirenments of, in our
case, the FTC final rule.

Now, of course, it was also a challenge, because
as | indicated, they are all retailers. Mch of what
they do is nonfinancial in nature. |[If you take, for
exanpl e, an autonobil e deal ership, the work that they do
to service an autonobile or to sell parts, or certainly
transactions with other businesses in a whol esal e
context, really do not give rise to the requirenents.

So, when soneone tal ks about a custoner, it does
not automatically junp out that it's going to be
sonmething that gives rise to these requirenents. They
certainly have financial custoners where they are
arranging for credit and extending credit; however, many
of their customers do not fall into that category.

So, consequently, a lot of it was sifting
through with them when this applies and when it does
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not. And that was a rather large effort.

The menbership is very diverse. W do have sone
that are rather large. Mst of them however, are very
small. In many cases, we coul d be tal king about
entities wwith as few as ten, 20, 30, 40 people. Many of
whom are nontechnical in nature. 1t could be
sal espersons, it could be nechanics or others.

Otentimes, the onus of inplenenting any
regul ation, whether it's in this case one fromthe
Federal Trade Comm ssion that pertains to privacy, or
any other FTC regul ation, or regulation fromany ot her
departnment such as Treasury or Transportation or EPA,
will fall on a single individual within the deal ership.
They just do not have the resources to try to fashion a
privacy notice that reflects many of the efforts that
you' ve heard about.

So, oftentines, they will | ook outside to try to
get assistance, and that's really where the role of a
trade association cones in -- whether it's on the state
or federal |evel.

What we try to do to assist them of course,
other than just generally trying to explain to them what
the requirenments were, both with the privacy notice and
otherwise, we also try to provide themw th sone
standard tenplates. But again, when you're talKking
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about 19,000 nenbers and they are as diverse as they
are, it's very difficult to get into any |evel of
specificity with that.

So, we were really largely wed to the sanple
cl auses that were provided in this case, again, by the
FTC, the clauses that were authorized to be used if they
were applicable, and that really assisted us in trying
to put together a standard notice. So, that really is
what we were able to provide them There were a couple
of different tenplates, depending on whether or not they
owed a custoner the right to opt out or not, but that
general ly was the approach.

Even with that, there were certainly a | ot of
guestions that canme up, such as, to whomdo we have to
give the notice, when do we have to give it, and sonme of
the other particulars that you woul d expect with this
type of requirenent. We tried to work closely with the
FTC staff in trying to address those concerns and
gueries, and that's still an ongoi ng process, of course,
as people continually try to inprove the process.

Thank you.

M5. FRIEND: Thank you, Paul .

|"mgoing to turn next to Ellen Koplow for the
perspective froma securities firm |'mwondering if
you could tal k about the process that your conmpany used
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to develop its notice, and then particularly focus on
the Internet notice that you have and whet her you think
that delivering a notice over the Internet may offer
sonme opportunities for nore effective comunication than
a paper noti ce.

M5. KOPLOW  Thank you.

Aneritrade Hol ding Corporation is a pioneer in
the online trading brokerage industry, with a 26-year
history of providing clients a self-directed approach to
i nvestment services. Through its private client and
institutional client divisions, Areritrade provides tier
| evel s of brokerage products and services tailored to
nmeet the varying investing, trading and execution needs
of self-directed individual investors, financial
institutions and corporations.

As currently structured, there are eight
separate broker dealers that fall under the hol ding
conpany unbrella, seven of which we owned at the tine
when we were first conmplying with Reg SP and t hrough
whi ch the delivery of privacy notices were at issue. By
June of 2001, Aneritrade had delivered over a mllion
and a half notices to its clients.

Any asked me to address how having a business
that operates primarily through the Internet affected
conpliance with the delivery requirenents of Reg S -P-

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

25
ny understanding is that we were contacted regarding
participation in this panel, in part, because of the
manner in which our privacy policy is structured.

When you access the policy online, the first
page has an introduction, and then we list all the
different informative provisions as topics from which
the client can choose, and link directly to view the
rel evant provision.

For exanple, we're required to discl ose what
information we collect, when we collect the information,
et cetera. FEach of these topics is phrased in question
formfor ease of use and access by the client. So,
included is the question, what information do we
collect, fromwhich you can link directly to the answer.

Anot her exanple is that we have a question, can
| opt out of sharing nmy personal information with non-
affiliated third parties, which then Iinks the client
directly to the opt-out provisions.

So, if a client doesn't care about how we use,
collect or share information, and only wants to opt out
of the sharing, the client can effectively skip over the
terms of the policy that he or she deens to be
irrelevant, and go directly and easily to the opt-out
provi si ons.

Now, | can't take credit for this idea.
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Aneritrade had a privacy policy on the website prior to
G amm Leach-Bliley as a matter of good Internet and
financial service practice, which I would periodically
update as the | aw devel oped, or as our use changed.

Wien Reg S-P was promnul gated, the project was
el evated on the priority lists, and I was able to enli st
t he hel p of our business executives. It was the
busi ness that had the forethought to treat this not as a
| egal docunent, as was ny inclination as general
counsel, but as another neans to reach out to our
clients in a style that fits with our business and our
brand, direct and easy to follow

After | was satisfied that the policy net al
the I egal and regul atory standards, we sent it over to
the marketing departnent, who ultinmately cane back with
this structure. W had the typical tug and pull of what
needed to be said and how. As Robin referred to, the
jargon was sonething | was confortable using, but nmade
their hair stand on end.

But what resulted, | believe, is a conpliant
docunent that provides the information the client wants
in a manner that is pleasing and easy to read. Once we
had a final docunent to work from in January of 2001
we put together a cross functional teamof |egal, audit,
mar keti ng and technol ogy, to devise the nethods by which
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we woul d inplenent the delivery requirenents. The
initial notice is required to go to all current
custoners, and under section 248.9 of Reg S -P- in a
manner that each customer can reasonably be expected to
recei ve actual notice in witing, or if the consuner
agrees, electronically.

The regul ation goes on to explain that a
reasonabl e expectation of actual notice for the consuner
who conducts transactions electronically can be to post
the notice on the electronic site and require the
consuner to acknow edge recei pt of the notice.

Al t hough our policy was on the website, we could
not guarantee that current custoners woul d access the
policy, nor did the system have a vehicle at that tine
by which we could nonitor who received the policy or
requi re acknow edgnent of receipt. Therefore, we felt
in order to reasonably expect that the privacy notice
woul d be received by our existing custoners, we sent the
witten policies to all existing custoners in our
guarterly statenents.

However, we were able to inplenment the
el ectronic delivery of initial notices for new clients
t hrough our online application process. Wth the
passage of the Electronic Signature Law in the sumrer of
2000, we incorporated the application process into an
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online form Additionally, since we are a regul ated
conpany, we were already required to maintain certain
books and records of inportant information and
docunent ati on, and keep records of certain client
conmuni cat i ons.

So, between the E-sign verification process, and
t he SEC books and records requirenents, we already had
the systens and technology in place to create a line
itemin the application for the privacy policy, create a
direct link fromthat line itemin the application to
the privacy policy, create a vehicle that indicated the
person read the policy -- received and read the policy
in ternms that they understood -- and record the client's
response, along with a version of the privacy policy
that was in effect when they accepted it.

W were able to incorporate a simlar procedure
for our opt-out provisions. W do have one subsidiary,
Freetrade.com that only interacts with clients online,
and had the systemto deliver and record receipt of the
privacy policy to its clients by sending it via enail
The terns and conditions of Freetrade require the client
to communi cate only through el ectronic neans.

We expected the requirenents to deliver annual
notices to be easier to inplenent, as all clients accept
posting a revised policy statenent electronically as
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actual notice, and Reg S-P allows us a reasonabl e
expectation that a custonmer will receive actual notice
of the annual privacy notice if the custoner uses the
website to access financial products and services
el ectronically, and agrees to receive the notices at the
website, and we post them continuously in a clear and
conspi cuous nmanner.

Thank you, and | |l ook forward to participating
in our question and answers.

M5. FRIEND: Thank you, Ellen

| have a question. Do you allow your consuners
to opt out online?

M5. KOPLOW  Yes.

M5. FRIEND: And it may be too early, but have
you noticed any difference in the rates between Internet
opt-outs versus opt-out through your witten notices?

M5. KOPLOW  No.

M5. FRIEND: Not yet. Thank you

|"mgoing to turn to Richard Harvey next, with
Chevy Chase Bank, and, Richard, Id Iike you to talk
about the particular techniques or strategies that Chevy
Chase Bank used to make its notice effective. | know
that you have a question and answer format, and that in
sonme ways you' ve gone beyond the strict |egal
requi renents for your notice and opt-out. So, please
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di scuss these itens .

MR. HARVEY: Certainly.

Wel |, Chevy Chase Bank is a |locally owned and
operated financial institution with an asset size of
roughly $18 billion. Wth respect to our notice
process, many of the things that you' ve already heard in
terms of sonme of the good practices are the sane things
t hat we deci ded upon

One of the things that we decided early on is
that we really wanted our notices to be a comunication
pi ece. W saw the issuance of notices as an opportunity
to talk to our custoners. And, so, we wanted to nake
sure that as we devel oped that piece, it would be
sonet hing that woul d be readabl e, and not only readabl e,
but it would be sonething that would catch our the
attention of our custoners.

We regularly send out a newsletter, and we've
had good conmmuni cati on back from our custoners that they
tend to read those newsletters. So, we saw this as an
opportunity to dedicate an entire newsletter to just
privacy.

We | ooked at privacy as a trust issue, and so
what we first did, in ternms of determ ning what we were
going to say to our custoners, is to make sure that they
understood that their reason for selecting Chevy Chase
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was certainly partly because of the trust that they had
inus. And what we wanted to say to themis that you
can continue to trust us as it relates to your privacy.

Qur notice -- this is a copy of what we sent
out -- we sent out 1.8 mllion notices. But we wanted
to make it short, just lIike you ve heard others say. W
figured that customers did not want to spend a whol e | ot
of time, and they didn't have a whole lot of tinme to
dedi cate to reading conplex notices. W wanted to nake
it as short as possible, but we were in that sane
guandary that we had to nmake sure that it conplied with
all the regulator requirenents for the notices.

And, so, as we decided to devel op the noti ces,
we drew in those individual s throughout our organization
t hat woul d provide us with assistance. They knew their
custoners. W have representatives fromevery business
line of the organization, we devel oped a task force, and
that privacy task force actually net at |east once a
week in the devel opnment process.

We tal ked about what kind of sharing we did
t hroughout the conpany, and that was an extensive
process, just the inventory of what kind of sharing we
were going to do. And we took a position that we were
going to have a notice that said to our custoners, that
as it relates to your privacy, if you took a | ook at our
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notice and you conpared it to other financial
institutions' notices, that you should see a difference.
We really wanted themto be able to do that.

And the difference was that we were staking out
a position on privacy. W were saying to our custoners
that we will not share your information with an outside
third party that would seek to solicit you for any
products or services that were nonfinancial-rel ated.

As it related to our relationships with other
financial institutions, we made our custoners keenly
aware of those relationships, and we went beyond, as Any
was saying, the requirenments of the law. W said in our
notice that if you don't want us to share your
information, or even to solicit you ourselves, to let us
know, and we woul d put you on our do-not-solicit |ist.

We did not provide opt-out because we didn't
have to as a result of the stake that we had sort of put
in the ground in ternms of our sharing, but we would
al l ow our custoners to, in essence, opt out of any
solicitations that we m ght otherw se send out to them
And we thought that was hel pful.

One of the ways that we went about making sure
that our notice was easily readable, is we just sat down
wi th our enployees. Qur enployees nmake up part of our
custoner base. And we |et them see the | anguage that we
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came up with, and we took questions and answers from
them We then devel oped a Q%A, and we nade that Q%A
part of our privacy notice. W called our privacy
notice a privacy pledge, because we wanted to say to our
custonmers, this is something that we' ve al ways been
keenly aware of and we know that you're concerned with
this and you can understand that we're concerned with
what you're concerned wth.

So, we made a pledge to our custonmers, and it
tended to work really well. If you go through our
pl edge, we al so thought it was inportant to tell our
custonmers how we use their information, and how
financial institutions responsibly use custoner
information. We talked to them about protecting their
privacy. W knew that they were keenly concerned about
their personal information being stolen. W told them
things that they should do to protect their information.

We al so provided themwith a listing of ways
that they could opt out of other direct mailings, and
ways that they can contact the credit bureaus. And we
think that in the end, that we canme up with a very good
piece wwth the hel p and support of a | ot of good people,
and we relied on the ABA tool kit, and we relied on
outside consultants, to an extent, to really help us.
And we think we came up with sonething that was really
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wel | done and wel | received by our custoners.

M5. FRIEND: Thank you, Richard.

Just a quick question, when you and | were
tal king, you said that even though you don't have a
third party opt-out, that sone consunmers try to opt out
of third party sharing anyway. Wat was your response
when that happened?

MR. HARVEY: \Wen that happened, what we did,
frankly, was we allowed themto go on our suppression
list, so that they wouldn't receive any kind of
solicitations fromus or any of our joint marketing
part ners.

M5. FRIEND: Thank you

|"mgoing to turn now to Pauline Scalvino with
The Vanguard G oup. Your privacy notice nmakes clear and
enphasi zes the fact that you do not sell custoner
information to third parties. |'mwondering if you can
tal k about why this particular disclosure was inportant
to Vanguard, whether it represents any change in your
i nformation sharing practices as a result of
G amm Leach-Blil ey and how have your custoners reacted
to your notice?

M5. SCALVING Sure. The Vanguard Goup is an
i nvest nent managenent conpany, primarily we're a nutual
fund conpany, we're the second |argest nutual fund
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conpany in the world. W offer over 100 nutual funds
and have approximately $540 billion in assets under
managenent. We al so have a nunber of affiliated
i nvest ment managenent businesses as well. W have a
broker dealer, registered investnent adviser, as well as
two trust conpanies, one a national trust conpany, and
one a state chartered trust conpany.

So, we do offer a wide variety of investnent
managenent services to our clients. To conply with the
law by July 1st, we sent out over five mllion privacy
noti ces, and since that date, have sent out privacy
notices in response to every request for information and
have nmade the privacy notice avail able on our website.

As Any nentioned, what we wanted to start out
the privacy notice with was the disclosure that we don't
sell custoner information, but we went even beyond that.
Vanguard's position has al ways been that the reason that
we have been successful is because we've earned the
trust of our clients.

As ot her people have nmentioned, trust is really
t he foundation of our business. Trust that we'll stick
to the investnent philosophy that we disclose in our
prospectuses, trust that you can believe in the
integrity of our investnent managenent, trust that we'll
provide you with the best service and the | owest cost
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possi bl e.

So, we viewed privacy as just one other aspect
of our custoners' trust in us. And we had always had a
privacy policy, and had al ways nmade it avail abl e,
al though it was not provided to everyone, you had to ask
for it. And it really wasn't very specific.

At a very general level, it indicated that we
didn't sell information, but it didn't go into a | ot of
detail or provide exanples as to what we did with
custoner information.

Whien Gramm Leach-Blil ey cane al ong, and then Reg
S -P- as well as the other regulations that applied to
some of our affiliates, we obviously had to nmake a
decision as to what the new di scl osure would | ook |ike.
And as has been nentioned by other panelists, we really
wanted to provide a notice that was clear and
under st andable to our clients.

We had been one of the first conpanies in the
nmutual fund industry to adopt the plain English
prospectus. W had for years a series of materials
called the plain tal ks series, which discussed bear
mar kets and various sorts of nutual funds, and we
t hought that the privacy policy should be consistent and
our notice should be consistent with all of our other
fornms of communication to our client base.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

37

We formed a team as has been nentioned before,
and got all of the relevant people in a room
to assess our use of custoner information, just to
make sure that we weren't m ssing anything, and al so
to put the notice together. And when we put the
notice together, initially, you know, the |egal
departnent provided to the marketing fol ks the gui dance
on what had to be included, and we provided the sanple
| anguage, and we left it to the marketing people to cone
up with a brochure that they thought woul d be acceptable
to our clients and very consistent wth the Vanguard
nmessage.

And we also canme up with a trifold brochure,
using regular sized print, bullet points, headings. And
when it was initially prepared, it really had a fair
amount of flexibility init. Recognizing that the
regul ations allowed you to disclose to clients that some
time in the future you mght do certain things with
their information.

Qur policies have never been such that we woul d
be required to give an opt-out, and there is no opt-out
provided to clients. CQur use of information does
include providing clients with information about other
Vanguard products and services. Qur clients have never
objected to that. |In fact, if anything, we're usually
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criticized because we don't let themknow that we offer
certain services. A lot of our clients don't know we
have a brokerage operation.

We did not believe that providing an opt-out was
necessary, that we needed to go that extra step, because
it was not legally required. But we did try to build in
sonme flexibility initially in the notice to allow for
t hi ngs such as joint marketing, which is permssible
under one of the exceptions.

We then presented our notice to our senior
managenent team and they may have been nore difficult
than a | ot of the focus groups. Because they really
| ooked at the notice as a custoner woul d, and they cane
back to us and, in fact, said that they weren't
confortable with taking such an approach that woul d give
us a lot of flexibility. They wanted to be very clear
about what we do with custoner information -- we don't
use it for joint marketing, and they don't intend to use
it for joint marketing.

We certainly provide it to third parties, in
order to provide services to our clients. W provide it
to third parties who are going to performservices for
us. In dealing with clients, but we don't even all ow
partners in the brokerage business, for exanple, to
market directly to our custoners. They're limted in
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what they can do, and the |limt is to provide whatever
service we've contracted with themto provide, and
that's al ways been our policy.

And, so, senior managenent cane back and
actually required us to take a nmuch | ess flexible
approach in our notice. And the result was that we
really laid out exactly what we do with custoner
i nformation by providing exanpl es.

Any asked about what the reaction of our clients
have been, and we really have not heard very nmuch at
all. W did receive a handful of opt-outs, and from
reading the letters that we've gotten, it appears that
they are formletters, a lot of themwere pretty
i dentical, opting out of information sharing practices
that we don't do, and referencing services and products
we don't provide.

But we've taken each of those and we've
responded expl ai ni ng why we don't have an opt-out, and
we' ve al so, actually, done sonmething which is simlar to
what was al ready nentioned, and that is we have a
do-not-market list. W nmade this option available to
t hose peopl e who had opted out, and we will not even
send them i nformtion about our own products and
services. The only thing they will get in the mail from
Vanguard are their statenents, prospectuses and annual
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reports.

We have heard very little back fromthe people
who initially tried to opt out asking to be on the
do-not-solicit list. There's been a mninmal reaction.

Thank you.

M5. FRIEND: Thank you, Pauline.

Last, but certainly not least, is Julie Johnson
fromBank One. Bank One is a large integrated financial
conpany that chose to send a single privacy notice on
behal f of all of its subsidiary conpanies to custoners.
| know that the bank al so sent these notices in a
separate mailing with an explanatory cover letter

Pl ease tal k about these various decisions to
devel op a single notice, to send a separate nmailing, and
what you were trying to convey in this cover letter

M5. JOHNSON:  Thank you.

After G amm Leach-Bliley was enacted and the
regul ati ons cane out, which seens |ike years ago, but
that's because | think it took us every day, every hour
we had, to pull this all together in order to inplenent
it in a way that we hoped would work for our custoner,
but al so work for us.

There was a nutual self interest perspective
that we pursue this. The first thing was that we are a
| arge conpany, we're located in 14 states, but we have a
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national credit card business. Not only that, we issue
credit cards for 500 other institutions. M friend
Richard here is an exanple. |If you have a Chevy Chase
card, it says Chevy Chase on the front, but it's a
FirstUSA card, and | own that custoner relationship.

We thought it would be difficult, given the
conpl exity of our company, and a very di saggregated
systens environnent, to effectively manage what ever
policy we adopted. It had too many noving parts, and as
everybody on this panel has said today, privacy is al
about trust, it's about neeting custoner expectations,
it's about acting in the custoner's best interest.

Wth that, we felt it was unfair to ask
custoners to nmanage their privacy on a product or
affiliate basis at Bank One because we are horribly
conplicated, and we probably would get it wong.

So, we did it, we took a custoner centric
approach, and that was a huge issue for us. W have
never done anything in a custoner centric way before.

At the tinme that we started this initiative, we didn't
even know how many custonmers we had. We didn't know
whet her we had one custoner with five rel ationships or
five different custoners. And it was a huge, huge
effort to pull that all together.

We started out by building a matching engine
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that queried every systemwe had in the conpany, and
brought all the different customers' relationships
t ogether, which was difficult. You could be Bob Smth,
you coul d be Robert Smith, you could be Robert L. Smth,
you coul d be Robert Leonard Smith, and all be the sane
Robert Smith. W had to bring all of those
rel ati onshi ps together to one. | am proud to announce
that we do know now how many custonmers we have.

After that, then, we devel oped one mailing. W
did have a policy -- well, we adopted a policy of
sharing, with third parties, although that was a subject
of a lot of debate within our conpany, because while
some of our affiliates do engage in sharing, others do
not. They feel very strongly about it. So, we had our
own internal debate, and again, we canme up with the
t hi nking that no matter what we did, we had to get it
right. And it had to be sinple.

And in order for it to be sinple, we said that
we would do one nmailing, even if it was a mailing that
may have nade sonebody in private banking unconfortable,
but their insistence was that it had to be perfectly
clear. So, a custoner knew exactly what their choices
were, they could easily inplenment their choices, and
that, again, we would get it right.

Wth that, we developed a nailing that went out
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to each custoner, each custonmer got only one mailing.
It included the privacy policy, but also a letter. A
| etter saying why you're getting this mailing so that
Ri chard's custoners, credit card custoners, ny credit
card custoners, would know, why are they getting this
thing from Bank One, and also telling themthat ny
policies mght be different than his. |It's inportant to
read what | have to say. W thought that was crucial

The letter was very brief, it said, in bold,
boom boom boom this is why you' re getting it, you've
got two choices to make, these are what those choices
are, this is the nunber you have to call. | think it
was, in fact, a formof a short notice.

We did a | ot of custoner research. The
custonmers that read the letter said, well, you know, |
don't think I really have to read this whol e thing,
because | nean it kind of says it right here. And
essentially it did. But the other thing the letter
provided to the custoners was consuner information, just
i ke Robin and Steve, | think, both did. W provided
peopl e the opportunity to understand about opting out of
mar keting, how to contact their credit bureaus. W also
gave a lot of information for customers on identity
theft, including howto get in touch wth the Federal
Trade Conmi ssion and their prograns, and their
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resour ces.

People told us that they would keep this with
their inportant papers, because it offered information
that was of value to them And | don't think that they
wer e tal king about our disclosures.

So, we thought it was a success. W had never
done anything like this before. W didn't have a system
like CGti did. W had about two mllion people who
figured it out -- and who expressed their preferences
and called in. We woul d take opt-outs from anypl ace,
but we did encourage people to use a toll-free nunber.

It took an enornous anmpunt of training, it took an

enor nous anount of systens nodification. 1t took us
every nonent that we had. It took us three nonths to
actually mail all of these out, and |I think we consider
it awn-win, and | think our custoners do, too.

M5. FRIEND: Thanks, Julie. Sounds |ike you
need a vacati on.

MS. JOHNSON: | do.

M5. FRIEND: |1'mgoing to turn this over to
St ephani e now to continue the discussion with our
panel i sts.

M5. MARTIN. Okay, for the next 15 m nutes or
so, it's our general discussion tine, and |I'mjust going
to throw out sone questions, and any panelist can feel
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free to junp right in, and we hope we'll generate a | ot
of back and forth di scussion.

The first question we have is: How can you
determ ne whet her your privacy notices are effective?
What ki nds of indicators should you | ook at to see
whet her or not you' ve done a good job in nmaking your
notice clear? Do you | ook at opt-out rates, do you | ook
at the nunmbers of questions or conplaints that you' ve
gotten? How do you do that?

Anyone can junp right in.

MR. DURKEE: |'Il junp in.

M5. MARTIN:  Steve?

MR. DURKEE: | think we do not concentrate on
opt-outs. Again, we've got quite a diverse range, and |
think it reflected custonmers' particular association
wi th those businesses. | think what we would use is the
surprise factor. |If after we send out our notices, if
custoners are surprised at what they get, either that we
don't send them sonet hi ng because they opted out and
really shouldn't have, or because we send t hem sonet hi ng
and they really wanted to opt out but didn't get around
toit, that would be our neasure.

So far, the feedback we're getting is al nost --
it's very quiet. There's no negative remarks. So, we
think that that's a first good indicator
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M5. MARTIN  Yes?

M5. WARREN: St ephani e.

| think for us, our focus groups did convince us
that our policies and that our notices would be clearly
understood after going through that process. They also
showed us and infornmed us how to -- sonme steps that we
could take to make sure or to increase the chances that
our custonmers would read them

But we | earned fromthe focus groups, and our
experience after sending out the policies is simlar to
what several of the panelists have said, and that is
that our customers are generally dealing with us because
they already trust us. And they said that they didn't
feel like they would need to read the whole thing, that
they could read the introductory remarks. And after
havi ng read the whole thing, they said, you know, the
stuff we need to knowis in the introductory remarKks.
They did say that they woul d keep the notices in their
file for future reference, if they needed them

Besi des the focus groups, we had a dedicated
toll-free nunber that people could call that we had
listed in our notice, and the nunbers of calls we got
into that nunber were dramatically | ower than what we
anticipated, indicating that custoners didn't have a | ot
of questions. And even the calls that did cone in to
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t hat nunber, when we tal ked to our associates in our
call centers, they said they got very, very few privacy
guesti ons.

So, we gathered fromthat that even the people
who were calling in to that nunber, weren't calling in
about privacy, it was just a conveni ent nunber and they
were using that nunber to call in with other questions.

The chal | enge about that was that it made it
very difficult for us to keep our own associ ates
trai ned, because we had given them a whol e series of
qguestions and answers and what to anticipate from
custoners. And because custoners -- they tell us over
and over again -- haven't been asking about this, it's
been hard to keep themon their toes about what to do on
those rare occasi ons when they do get a question.

M5. MARTIN: Does anyone else want to junp in on
this one?

MS. SCALVING | wll.

We had a simlar experience in terns of
questions. W had done a trenendous anount of training,
as we were preparing to mail out the initial notice, in
anticipation of the fact that people would have
guestions, and we sent the initial notice with our first
guarter statenments. And typically, after any statenent
distribution, there are a bunch of calls. People are
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calling about what's happened in a particular fund,
they're calling to nake changes to their investnents,
and we anticipated that there m ght be sone questi ons,
and there really weren't any.

You know, frankly, | wonder to what extent
peopl e read them despite the fact that it was short,
despite the fact that it was sinple, the fact that the
only reaction we got were the handful of opt-outs, which
didn't indicate that anyone had really read the policy,
| eads nme to think that people may have filed it, but |
don't know how nuch attention people paid to it.

You know, | think fundanmentally, they trust us,
and the trust is there to lose if we do sonething w ong,
but I don't know that people were paying nuch attention
to it.

M5. MARTIN:. Well, let nme ask anot her question.
Based on your experience with the initial notices, do
you plan to revise your notice before you deliver your
annual notice, and if so, how? 1s anyone working on
revi si ons?

M5. JOHNSON:. W' ve just conpleted ours, we'll
be ready to launch that in January. The only thing that
we did was put in an extra paragraph on web linking to
foll ow up and enphasize online issues. | think it's
i mportant to understand that our policy is our online
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and offline policy, there aren't two separate ones.

Also, we put a remnder in to custoners that if
t hey have expressed a choice previously, we'll continue
to honor that until they tell us otherw se so that
people don't have to feel they have to call in again.
So, | would just say again, too, that any substantive
change to the policy would have required us to go back
and change probably all the things that support that
policy, all the list managenent processes, the quality
assurance processes for conpliance, the audit processes,
and the systens. So, changing | anguage is a significant
event .

M5. MARTIN:. Well, let ne ask a sort of a
rel ated question, and that's also related to changes in
the revisions to policies. |If today's workshop, or
subsequent efforts, result in the devel opnment of a
st andardi zed tenpl ate or other ways to nake nore cl ear
notices, what are the | egal and operational issues that
your conpany would face in revising a privacy notice?
Paul ?

MR. METREY: Well, operationally, for snal
busi nesses, | think there would be sone appeal to that,
and that's the sanme reason that we provided tenpl ates
ourselves. They are trying to find a keep it sinple,
easy solution for how you convey the required
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information. And, so, the use of a standardized
tenpl ate, again, to the extent that it's sonething that
is sinple, easy to use, does not require extensive
t weaki ng and would allow a small business to be able to
make it ready to deliver to the customer, there would be
sonme appeal to that to the extent that there were
further regul ation.

M5. MARTIN:. Steve, did you have sonet hi ng?

MR. DURKEE: Yeah, just to echo what Julie said.
We're continuing to test, we've probably tested sone of
our businesses, but until we think we've gotten it right
fromtesting, wth consuners and so on, we wouldn't want
to go through the huge expense. W think that there is
a lot of room but we think it's going to take sone tine
to get there.

MR. HARVEY: Let nme just also state, | do have
some concern about standardization. |If, in fact, the
standardi zation takes away the flexibility for us to
devel op our own policies and procedures. | nean, what
you' ve heard today is a |ot of fol ks determ ned that
this was really going to be an opportunity, a marketing
opportunity, and with standardi zation, you're going to
t ake that away.

| woul d be concerned that we still have the
flexibility to sort of craft things that we would feel
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confortable with as a comuni cation piece with our own
custoners.

M5. JOHANSON: And | would be concerned if a
standardi zed format caused our custoners to think that
we had sonmehow changed our practices, because the notice
| ooked different.

M5. FRIEND: Wiile the regulators were crafting
the regul ations, we deliberately wanted to build in
flexibility, because these regulations apply to so many
different types of financial institutions and so many
different sizes. But do you think that the flexibility

is then, therefore, inherently confusing to consuners?

M5. WARREN: | wouldn't say that the flexibility
is confusing. | do think that the disclosures tend to
be so extensive and so detailed, and | feel like that is

driven by the I aw and the regul ations, that consumers do
find themnore tedious than useful. And it would be
hel pful to find sone ways to convey sone of the messages
in an abbreviated way. And if we found sone ways to do
that, and | think it's going to take sone iterations and
sonme time for us to learn fromthis, but I think if we
did find sonme ways to sinplify sone of those nessages,
it would be a win-win for the industry and for
consuners, and for financial institutions on how we
conmuni cate with one anot her about these issues.
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M5. JOHNSON: [I'mnot sure that at the end of
t he day, consuners shop for financial services based on
their privacy, their information practices. | nean,
they all can opt out and have the sane ultimte
protections, but |I'm probably going to Vanguard for a
whol e different reason because they' re a | ow cost
provi der, they keep their expenses low, and | think that
a lot of the talk about standardization is intended to
assi st soneone who may be shopping for financial
services based on their information practices, and |
don't know how many peopl e do that.

M5. MARTIN:. Let me ask another question. Wat
effect have the G.BA privacy provisions had on your
conpany? For exanple, has the | aw changed the way you
handl e and share custoner information?

M5. SCALVINO: As | indicated before, it hasn't
changed the way that we handl ed custoner infornmation.

It did force sone decision nmaking, know ng that if we
set out a policy and then decided three, six nonths down
the Iine to change it, we would have to send out notices
again. It really put the issue on the table, and

al | oned managenent to address it.

But | woul d say one of the biggest benefits that
we got fromit was really just raising enpl oyee
awar eness and consci ousness. It's something we've
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al ways tried to beat into everybody's heads fromthe
first day of orientation as to the inportance of the
information that they handle and that they have access
to, but having the force of |aw behind it, and having
the ability to reinforce it and to have training and to
enphasize it to them and for themto get the privacy
notice thenselves, | think hel ped considerably.

M5. KOPLOW | would echo that as well. W
al ways protected privacy, but having the |l aw behind it
hel ped ny job a lot by saying, nowit's not just good
policy in the financial industry, fromthe Internet
i ndustry, which always had a system of putting privacy
policies on the Internet, but nowit's the |aw

M5. MARTIN:. W have tinme for | think one nore
guestion. Sonme of you had nentioned this in your
presentations, but by a show of hands, and | know this
doesn't apply to Paul, because he doesn't actually work
for a financial institution, but how many of you had
provi ded privacy notices to your custoners before you
were required to do so by GLBA?

MR. DURKEE: We woul d al so ask the audience if
t hey woul d.

M5. MARTIN:. How about the audi ence? Yeah, a
| ot of people had already done it.

Let nme ask, then, have you found that privacy
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notices are beneficial to your institution such as by
creating customer good will or allow ng you to
di stingui sh yourselves from other financial
institutions? And sone of you have kind of touched on
this, but if you want to expand.

MR. DURKEE: | would like to point out, too,

t hi nk our privacy notices certainly hel ped our

rel ati onships with vendors. Once we have sonethi ng
publ i shed that mekes the negotiations about why we want
to monitor their processes much cleaner. So, that's
been very inportant to have sonething public. | think
the other is there's just so nmuch m sinformation,
despite the fact that for three years we've said we
woul d never share nedical information, we still see it
in the paper.

So, we would like to keep going out there and
reassuring our custoners that we really have their best
interest at heart and our managenent thinks the sanme way
t hey do.

M5. MARTIN:. Anyone el se want to junp in?

(No response.)

M5. MARTIN. Ckay, why don't we use the rest of
our tinme, then, to go through sone of the QQA' s we' ve
gotten fromthe audi ence.

M5. FRIEND: | wll start. This is for any of
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t he panelists. Exanples fromthe panel all followed
sound approaches to devel opi ng notices, including
consuner testing, so why did notices turn out to be
j udged as too conplex? Wat should be different in the
future about any notices?

M5. WARREN: |'msorry, go ahead.

M5. KOPLOW The primary reason they were too
conplex, | believe, is because the regulations require
that we go into a certain anount of detail in explaining
how we use information, and | think what we've heard
fromthe panel discussions is that consuners don't
necessarily want that nuch detail. They may want sone
information as to who to call, but they really didn't
want a ten-page privacy policy.

Trust is a basic premse for all of our
i ndustries, and businesses, and we woul dn't have those
clients to begin with if they didn't initially trust us.
So, when we had to conply with the regulations, | think
that put a lot of consunmers off. They didn't want that
much i nformation

M5. FRIEND: | would just follow up, then, by
aski ng what then do the panelists think would be the
critical pieces of information that consuners woul d
need? O want?

MR. DURKEE: Well, | think, again, we're also
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| ooking at this expanding to the rest of the econony.
And, so, within that framework, the short notice, plus
sonme place where consuners could find this | evel of
detail. | think there are sone custonmers who do want
this level of detail, but | think as Robin and others
have mentioned, they really focused in on the short
notice, and as long as we can say things very clearly,
and tell themwhere to go to get the nore detail, we
m ght be in a good pl ace.

M5. FRIEND: So, when you tal k about short
notice, what elenents are you tal king about?

MR. DURKEE: Believe it or not, one of the
things is just who we are. And that becones very
conplicated in financial institutions. Julie nentioned
her relationship with Chevy Chase Bank. The whol e thing
is getting conplicated. | think the other is, the
guestions for Citi mght be very different than the
questions for a smaller institution that m ght not have
medi cal information, that m ght not have marketing. So,
it mght be very institution-specific.

M5. FRIEND: So, can | call on a smaller
institution here to tal k about what you think mght be
important? Stacy?

M5. SUGGS: | think that as far as the content
of the notice and so forth, | think that all banks
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should do their due diligence, and | think a ot of the
banks here have done that. | know we need to nmake it as
easy as possible for the custoner to understand, and
| ength should be a factor.

For our institution, because we don't have any
affiliates at this tine, it was not as big of a
chal | enge probably as sone of the other bigger
institutions faced. | think that the nodel |anguage
that was set out in the regulation was not that
conplicated. | nean, what information we collect,
what information we share. | think that it's taking
your institution and boiling down its practices and
putting it into an effective notice, and that's not
an easy thing, and that's what we've all tal ked about
today, that it was very challenging for all of us to
do that.

But | think that there's different issues that
each institution faced based on their structure, and
because of G anm Leach-Bliley, that structure is going
to be nore conplex in the years to cone. But | don't,
as far as the overall content, it's going to be tough to
try and condense that, | believe. | think we should al
try to do that as nmuch as possible, but we also have to
remenber that we need to include all of the information
that's legally necessary.

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

58

Because we have a website now, that information
needs to be a part of our privacy notice, and there's
other issues that are involved. So, it's not an easy
thing, but I think that a tenplate and nmaking it nice
and sinple and easy is a good idea. | don't know how we
woul d acconplish that, but | think that we do need to
consider the length in our notices, and nmake it as easy
as possible for the custoner to read and under st and.

M5. SCALVING | think there's also an inherent
t ensi on between what you're trying to acconplish. |
mean, are you trying to tell the client what we do with
their information, which was really the mandate under
Granmm Leach-Bliley, or are you focusing on what clients
are nost concerned about? | don't think that many
consuners or custonmers are going to be concerned because
you share information in order to get a transaction
processed.

That's sonething that woul d be under standabl e
and unobj ectionable, but, things |like do you sell ny
information, and therefore are you gai ning revenue from
nmy personal data, and how do you use it to market to ne,
provide it to others to market to nme? | would think
that those are the key pieces of information, but
they're only part of what we were required to disclose
under Granm Leach-Blil ey.
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| think, frankly, that another problemwas just
volune. G ven the conpliance date, everyone got hit
with a multitude, potentially, of notices in a very
short period of time. And | just think people |ost
i nterest.

MR. HARVEY: | agree. As a matter of fact, when
we canme in this norning, we all received the Harris
Interactive Study, and as part of that study, what they
found here, and I'mjust reading, it says, "Far and away
the two nost inportant pieces of information that
consuners said that they would like to see in our
notices are how consuners can renove their information
froma conpany's database, and how information is shared
or sold to outside conpanies."”

So, if we're tal king about what consuners really
want, those are the things that they appear to be very
concerned with. A lot of the other |anguage that we're
required to throwin isn't as inportant to them

M5. MARTIN:. There's another question. People
say that consumers do not use the Internet as nuch as
they would like to, because of privacy concerns. Do you

think it's because of privacy or because of security

concerns?
MR. HARVEY: | actually think it's --
M5. WARREN: | think it's both.
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MR. HARVEY: | do, too. But | don't think that
they differentiate between privacy and security as we
m ght, because we deal with this all the tinme. They
probably see themas really linked together. Wen
t hi nk about interacting over the Internet and what kind
of information I"'mw lling to transmt, |I'mreally
t hi nki ng about it fromthe standpoint of security,
whet her or not ny information is going to be secure.
Whether or not it's going to end up in the hands of
sonmeone that's unauthorized by me to receive it.

But I'mnot sure that consuners make those kind
of distinctions. | nean, one of the reasons, for
exanple, that in our privacy policy, we said to our
custonmers that if you don't want any kind of
solicitations at all fromus, just let us know, and we
won't give you solicitations fromus. W won't share
your information with our joint marketing partners to
solicit, because we really believe that they may not
understand the subtle differences in all of these
exceptions, and the |like, that we're relying upon.

So, just so we can nmake it clean to them we
said, just tell us what your preference is. If you
don't want to be solicited at all, let us know and we
won't do it.

M5. KOPLOW If | mght, | also think that when
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you' re doi ng business on the Internet, privacy and
security are interrelated. And you really cannot
separate them conpletely. Because if | deem ny custoner
information to be very inportant, in making sure that
that information is kept private, part of that process,
in fact, we have a whole team developed for this, is to
make sure that our systenms are in place to protect that
information so that it doesn't get into the wong hands,
so that only a limted nunber of people can use it. So
we are making sure that there cannot be any security
breaches, and therefore, the privacy of the custoners
won't be breached. So, | think they are interrel ated.

M5. JOHNSON: | think that we m ght have sone
confusion comng in the next weeks and nonths if the
article fromyesterday's papers on custoner confusion
around privacy and the P3P standard is any indication of
this, the privacy on the Internet may be an energing
i ssue of concern if there are two different policies
that are presented to consuners.

M5. FRIEND: | don't know if everybody here
knows what P3P is. Does sonebody here want to just
briefly describe it, in tw sentences? It's a test.

M5. JOHNSON:  Well, it's a utility that's a part
of Internet Explorer 6, and maybe it will be in sone
ot her applications later, but it basically gives
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consuners the opportunity to manage an aspect of their
privacy, which it would be the placenent of cookies, and
it requires you to articulate some of your practices in
a particular |language that nay not translate to
G amm Leach-Bliley in any kind of useful way.

M5. FRIEND: | have another question fromthe
audi ence, and sone of you have al ready addressed this.
What have your response rates been for your privacy
notices in terns of opt-out? |If you ve offered nultiple
forms of opt-out, please discuss whether there' s one
formthat has proven to be nore popular. And | think,
Steve, maybe you want to reiterate what some of your
experience has been over tine.

MR. DURKEE: We've, again, had this programin
pl ace for many years. Mst custonmers who have a choice
anong different things to opt out of, would opt out
nostly fromtel emarketing, and that's generally when we
happen to call themat an inappropriate tine, and they
say, please renmove ne fromyour telemarketing list.

So, over time, you start building up to a
certain level. In ternms of GammLeach-Bliley, | think,
actually, our custoners read the notice, sawit, saw
that they had choi ces, but again, probably opted out at
the two percent |evel that has been nentioned by the
i ndustry.
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M5. FRIEND: What about Chevy Chase's response
in ternms of opt-out of solicitations?

MR. HARVEY: Actually, it's been very low |
t hink that our comrunication to our custoners is pretty
effective. Wat we hear fromcustonmers is that -- we've
actually got sone positive feedback as opposed to
negati ve feedback -- saying that they were appreciative
of the kind of information that we included, not just
t hat privacy pledge, but the additional information we
i ncl uded.

You asked the question earlier about
effectiveness of these notices. In ternms of trying to
determ ne effectiveness, we don't provide opt-out, so
it's kind of difficult. But one of the things that I
was able to do is, sit around with a nunber of
regul ators, maybe a couple of weeks ago, and just posed
the question to them | think we had representatives
fromall of the regulatory agencies, the financial
agencies, and | posed the question to them what are you
hearing, across the board, fromcustoners, in terns of
whet her or not they have any concerns with notices.

And to a person, they really didn't have any
concerns that they could relate to us concerning the
readability of the notices. You know, | think the FD C
has exam ned sonme 500 or 700 institutions, |ooked at
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their privacy notices, and may have had one institution
t hat they had some concern with, and asked themto
revise that notice. So, | think that speaks to the
effectiveness of the notices.

M5. FRIEND: Does anybody el se want to talk
about the opt-out rate?

M5. SUGGS: W also offered the opt-out this
year, and of course we have not offered a privacy notice
in the past. So, we were also a little concerned as to
how our custonmers would react to us sharing information
by disclosing that. And overall, our response, our
opt-out rate was right at two percent. So, we really
did not have as many as we had anti ci pat ed.

| do think that part of it has to do with how
you neasure effectiveness. | don't think you can just
| ook at the opt-out rate alone. W did a |ot of
pl anning on the front end in structuring our privacy
notice, and | don't think that you can just | ook at the
opt-out rate.

Overall, we had no negative feedback, as far as
our privacy notice was concerned. W had very little
questions and comments, as many have al ready spoken
about, fromtheir custoners. W had really anticipated
a big response to this, and we virtually did not have
much response to it.
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So, | think that part of it may be that
custonmers just did not read the notice, they were not
interested. That could do with the job we've done on
structuring our notice, the length of it, or it could
just have to do with they just don't care, and they just
trashed it. But | don't think that you can only | ook at
the opt-out rate, | think that you have to | ook at other
things as far as your feedback from custoners.

M5. MARTIN:. Okay, | think we have tinme for one
nore A, and let ne ask this one. This is addressed to
the financial institutions that operate nationw de. How
do you incorporate information in your policy about nore
protective state laws? And the exanple given here is
Vernont State Fair Credit Reporting Act, which requires
affirmati ve consent prior to sharing information with
affiliates, but there are other state laws. Have you
addressed all of those in your privacy policy?

M5. WVARREN: | will say that it's been inportant
to us to have one policy that applies to all of our
custonmers. W have custoners that live in sonme states
part of the year and other states part of the year, and
t hey nove around. So, having one policy that says when
you're living in Vernont, this is what applies to you,
but when you nove to Florida for the winter, this is
what applies to you, doesn't work very well.
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Because of our policy relative to third parties,
and sharing information wth third parties, we don't
have to deal with the opt-in. On affiliate sharing,
whil e we have not said anything specifically special for
Vernont, we are taking steps to nmake sure that for
Vernont customers' information, we're assum ng, for
exanple, that they've just all opted out, by virtue of
what their |egislature has done about affiliate sharing,
and we are treating themthat way.

M5. JOHNSON: And that's what we would do, too,
we would go in and froma systens perspective, just
suppress all of Vernont customers frominformation
sharing. To the extent, though, that they may feel that
the receipt of a G anm Leach-Bliley notice that is
suppl enented by additional Vernont |anguage, may not
nmeet then their standard for clear and conspi cuous
notice, we have to start over with an entirely new
notice. W're going to have to weigh the costs of that,
the systens issues associated with it, and figure out
where to go fromthere.

MR. HARVEY: You know, with respect to Vernont,
and affiliate sharing, we have the FCRA, and, unlike
GB, I'mnot sure that we |ooked to state | aw as opposed
to federal law. | would sort of defer that to sonme of
the privacy experts, folks like Rick Fischer here,
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woul d call on Rick and say, Rick, do we have to conply
with Vernont's law as it relates to sharing with
affiliates?

| nmean, Gramm Leach-Bliley nmade it clear that
state law, to the extent that it was nore onerous than
the federal law, we had to conply with that, but I'm not
sure that that's what applies to affiliate sharing.

M5. FRIEND: Well, that is an issue for another
day. I'Il leave that alone. And on behalf of nyself
and Stephanie Martin, | want to thank our panelists for
t heir thoughtful remarks.

(Appl ause.)

(Wher eupon, there was a recess in the

pr oceedi ngs.)
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PANEL 2

M5. LEVIN. Good norning. M nane is Toby
Levin, I"ma senior attorney with the Federal Trade
Commi ssion, and | will be co-noderating the second panel
with Professor Mary Cul nan of Bentley College in
Wal t ham Massachusetts.

The first panel described a nunber of very
hel pful strategies to help provide effective notice.
This panel will focus on the recipients of those
notices, consuners. So, | want you to take off your G.B
prof essional hats to reveal what |ies beneath, a
consuner, who interacts with financial institutions
daily, through credit cards, ATM cards, check cashi ng,
financial trades, online and offline.

Yet despite all of these interactions, what do
consuners really know about how financial institutions
use their personal information? And what do those
notices nmean to the consuners that received themthis
past sunmer ?

Mary will kick off our panel with a brief
overvi ew about notices froma consuner perspective, and
then tell us about sone very interesting research that
she has conducted along with Professor George M I ne of
UMass Anher st .
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Fol l owi ng Mary, David Krane of Harris
Interactive will present survey research about notices
whi ch was sponsored by the Privacy Leadership
Initiative. Materials about those surveys are either in
your folder or on the table in the back if you haven't
picked it up

After we have set the stage with this enpirical
data, we will launch our discussion with the rest of our
panel about the consuner perspective.

Mary, woul d you begi n?

M5. CULNAN: Thanks, Toby, and I want to thank
the interagency teamfor inviting me to participate in
the workshop. [It's always a pleasure to be part of
t hese events.

What | want to do, as Toby said, is two things
fairly quickly. One is to provide some context for our
di scussion and tal k about why privacy notices are |like
ot her types of consuner notices, and in general why
they're inportant to consuners. And then, provide an
overview of the results of a new survey on consumner
attitudes toward online privacy notices. | think when
you hear the nessage fromthat survey and also fromthe
PLI survey, there's a lot of convergence. So, there are
t hi ngs that everyone can take honme, even if you're not a
financial institution.
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So, why are privacy notices inportant? They
really drive the market. They pronote choice by
i nfornmed consuners. |f the notices are good, consuners
can choose anong conpeting alternatives, based on which
satisfies their preferences. They're also a way for
consunmers to manage risk. In the privacy side, there
are sonetinmes risks associated wth disclosing personal
information. So, if the privacy notice is very good and
it mnimzes the risk of disclosure, because people feel
t hey have control, then they're nore likely to disclose
their information.

So, I'"mhoping that you will think about these
privacy notices as food |abels.

Consuner transactions typically consist today of
two transactions. The first exchange is where people
exchange noney for sonething that provides them sone
value, and in this case, we'll talk about food. The
food | abel hel ps consuners deci de what to buy, because
they can |l ook at the food | abel and see if it has the
right ingredients, if they are concerned about their
sodiumor their fat or whatever, or even if it's late in
the afternoon and |'ve gone to the vending machine, is
there any nutritionally redeem ng value in the bag of
M&M s | just got.

On the second exchange, that's the personal
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information that flows with nost consumer transactions
today, particularly online. |It's the sane idea. People
exchange their personal information for sonme kind of
benefit, or value, which the firmhas communicated to
them So, privacy notices serve the sane function; they
hel p people decide if they should disclose their

personal information, or, in sonme cases, if they should
even do business with a firmat all. They may |ove the
product offering, but they aren't so happy about the

i nformation practices.

So, think about your own experiences with food
| abel s as we go through the survey data and tal k about
this. | think one of the issues that has conme up for
the G.B notices, and for privacy notices in general
versus food labels is, food |abels are pretty
straightforward -- they're nunbers. So, the sane
i nformati on can be used by consuners to nake deci sions
as regul ators because they can take the product off to
the lab, they can test it and see if, in fact, the
nunbers come out to be what the firmhas disclosed in
its notice.

For many privacy notices, | think people feel
t hey' ve been designed for conpliance, they've been
witten by |lawers, and they don't effectively inform
consuners. So, one of the challenges, | think, is to
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5
develop a formof a notice that inforns consunmers better
and communi cates better wth consuners what's goi ng on.

Now | want to tal k about the survey that ny
col | eague, George MIne, and | have just conpl eted.

This is part of a larger research project that we are
doing on readability and usability of online privacy
notices. It began last spring, but with the workshop
com ng up, as an opportunity, we added sone extra
guestions hopefully to help the people in the audience.

We asked about three things. W asked how often
do people read online and offline notices and then we
started thinking about online notices. W asked why do
peopl e read these notices or not, and asked them what
t hey thought of these notices. The study was conducted
by Harris Interactive. W got a sanple of the U S
online adult population -- we had al nost 2,500 people
conpl ete our survey.

For those who are wondering who paid for the
survey, we got a grant fromthe Metro Mail Cyprus Fund.
It was a conpetitive grant process and we sent in a
proposal for the privacy survey.

So, how often do people read privacy notices?
Again, we didn't ask how long they read the notices,
just do you read themor not. That was our nain
interest. So | guess fromthis data, you can assune in
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the online world, people had clicked on the link to the
notice. For online notices, fromrarely to always, 83
percent of the people in our survey said they do read
privacy notices, and 17 percent said they never read
privacy notices.

For offline notices, a slightly higher
percentage said they do read privacy notices, 88 percent
versus 12 percent who said they never read notices.

Wiy do peopl e say they read privacy notices?
The top answers were, they were using their credit card
at the site, and they wanted to know sinply can | trust
you with this sensitive information. Then the rest of
t hese responses are driven largely by the site
requesting personal information. They want to know
particularly if it's going to be shared, and howit's
going to be used. |If they don't have experience with
the website, they're nore likely to | ook at the privacy
noti ce.

To nme what was really interesting is the | ow
nunber for cookies. W did not ask people if they knew
what cookies were -- if they understood them But a
very small nunber of people relative to the other
answers said they go to look at the privacy policy to
see what the site is going to do with cookies.

O her reasons fromthe open-ended responses --
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where people typed in whatever they wanted -- why they
read a privacy notice. Again, it was usually triggered
by the website asking for sonmething that the consumer is
not sure they need: "Il've had bad experiences" or

"ot her peopl e have told nme about bad experiences they
had." |If the consunmer is not sure of the site's
reputation, this turns out to be very inportant.

A few people said they were | ooking for hidden
charges. | have no idea what that neans, but severa
peopl e said that. And there was one person that said,
"they make nme read it."

(Laughter.)

M5. CULNAN: Then in the sane questions, (and
again, we only asked this of people who said they did
read privacy notices) we asked the consuner to describe
sonme circunstances where they mght not read the privacy
notice. And those websites have got a real strong brand
-- reputation dinension. |If people had a | ot of
experience, there was no need to read the privacy
notice, because they pretty nuch knew what the site was
doing. Interestingly, nore than a third said if the
site had a privacy seal, they did not need to read the
privacy policy. So, we felt that was good news for the
people trying to get sone tracks with privacy seals.

As for the open-ended responses, (again, these
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are not how often people said it) -- we just got the
categories; there are sone exanples of actual coments
at the end of the hand-out you may find interesting) we
heard that the notices thensel ves were not useful, too
I ong, too boring, too legalistic, the branding issue
that they don't need to read notices because they only
visit sites they trust, and then there were a | ot of
consuner characteristics.

A lot of people said they were just too busy, it
interfered wwth their surfing, they were lazy, it just
wasn't a big deal for them

Then we asked about the notices thensel ves.
These are people who agree or strongly agree, that the
notices are too long, they're too confusing, they use
too nuch | egal |anguage, they did trust people to foll ow
their policies. Interestingly, less than half of the
peopl e agree that they thought notices were truthful and
that they were accurate. \Whether this is because
they're confusing or legalistic and then if they're so
| egalistic you must be hiding sonmething, I don't know.
| thought that was an interesting find and a notivation
to make things clearer.

The final point I want to nake is that people do
read privacy notices. W cross tabulated the online and
the offline folks who said that they did or didn't read.
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Al nost 80 percent say they read both kinds of notices at
| east occasionally. Only eight percent said they never
read either type. So, clearly there's a good reason to
have these notices, but they definitely need
i nprovenent. They need to be shorter and sinpler,
easi er to under st and.

We | ooked for differences between people who
read and don't read, because we thought that would be
interesting. Sone obvious choices based on sone of the
ot her work that's been done on readability, we think
education woul d have a factor on this. Some of them
were witten at too high a |level.

Education did not distinguish readers from
nonr eaders, and concern for privacy did not distinguish
readers from nonreaders. So the people that were very
active that did a ot of shopping on the web also did
not di stinguish readers from nonreaders.

So, | think one nessage here is that al
consunmers wll benefit frominproved notices. Finally,
| think good notices are good for business. They really
can help pronote disclosure. |If you |ooked at all of
our data and put it together, people do use it as a tool
to manage risk. They use it when they're unfamliar
with a site and when they are not sure what the site is
going to do. It's a way of creating trust.
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So, particularly for new sites or small sites or
sites without a strong brand that are trying to build
their brand and build trust, better privacy notices may
pronote growt h of e-conmerce at their websites.

M5. LEVIN.  Thank you, Mary.

Davi d?

MR. KRANE: Thank you very nuch, Toby. Thank
you, Mary, and thank you very nmuch for asking ne to
present the findings fromthis new survey. Most
inmportantly, thank you to the Privacy Leadership
Initiative for helping to make this possible.

This survey was conducted very recently. Only
in the | ast couple of weeks. So, we haven't necessarily
had a lot of tinme to digest it fully. Here are the
highlights fromthe survey. It's inportant to nention
that this is third in a series of surveys that we've
conducted for the PLI regarding consuners' attitudes and
behavi ors, towards privacy, both online and offline.
This | atest research expands on sone of the previous
research that we had done specifically about privacy
noti ces.

Briefly, the nethodol ogy involved interview ng
2,053 adults 18 and over. The interviews were done
online, and as | said, they were done a couple of weeks
ago in m d- Novenber.
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The purpose of the research was to understand
t he consuners' attitudes toward privacy noti ces.
Specifically, focusing in on what the public thinks are
the i nmportant conmponents of privacy notices, the
preferred format, tinme spent, any barriers to reading
noti ces, and actions taken after reading notices.

First of all, by way of background or setting
the framework, the public thinks privacy notices are
inmportant. For exanple, we find that 56 percent say
that privacy notices are very inportant, and another 30
percent say they are sonewhat inportant. Just under 50
percent, 47 percent, say that the presence of privacy
notices alone seens to increase their willingness to
provi de i nformation.

When it comes to the conmponents of the privacy
notices, the nost inportant elenents fromthe public's
st andpoi nt are whether the information is shared or sold
to outside conpani es, how the consuners can renove their
information froma conpany's database. Two-thirds of
the public think both of these itens are very inportant.

However, despite realizing the inportance of
notices, the notices thenselves mss the mark. About
two-thirds of consunmers are spending little, if any,
time reading the notices, whether online or offline.

Qur question is slightly different than what Mary asked
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on her survey. Qur question wasn't in terns of how
many m nutes people were spending, but we tried to
characterize it in a scale of how nuch tinme were they
spendi ng and readi ng the policies.

The consuners do not find the notices
accessible. The main reasons they gave us why they
don't read them are lack of tinme and interest, and
difficult to understand and read. There are obviously a
| ot of other reasons that people gave. You can | ook at
the answers that are in the packet of material that |
bel i eve you all have.

Thi s question, by the way, was asked not only
about online notices, but also the notices that people
have received fromfinancial institutions, and these are
open- ended responses.

G ven the inportance that the public places on
notices, coupled with admttedly not spending much tine
reading them it is not surprising that we find a |arge
majority -- 77 percent -- prefer a short notice, and 70
percent of the public feel that conpanies should use the
same summary or checkli st.

Related to this last point, alnost a third of
consuners feel it is inportant to be able to conpare
privacy policies fromone conpany to another. That
nunber may not be higher yet, because as with surveys,
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you're often asking about a question that the public may
not necessarily have thought about yet. This may be
sonmething that is going to be inportant in the future,
but at the nonment, about a third of the people feel that
it is inportant or extrenmely inportant that they be able
t o conpare.

As | indicated earlier, the survey |ooked at two
ki nds of notices -- those that are online, and those
that are sent offline by financial institutions. For
the nost part, consuners respond simlarly to online and
offline notices. However, consuners are nore likely to
take action after reading online notices than offline.

As stated before, consumers spend about equal
amount of tinme reading the notices, regardl ess of
whet her the notice is offline. However, if you | ook at
this data, slightly nore people say they need the
notices fromfinancial institutions nore. Perhaps this
is due to their recent prom nence, as described by the
| ast panel, and undoubtedly the sensitive nature of
financial information.

As for the reasons for not reading the notices,
again, lack of tinme and interest is a greater barrier
for reading online notices as opposed to the offline.

Finally, the survey not only asks about their
attitudes, but al so about behaviors, and what actions
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people took as a result of reading the privacy notices.
Just to focus on a couple of them privacy notices are
nost |ikely to pronpt consuners to ask conpanies not to
share or sell their personal information. The second
one that | picked out was to ask to renove their nane
frommarketing lists.

But, there were a nunber of other actions that
have al so been taken. |In total, 65 percent took sone
action as a result of the online notices and 47 percent
t ook sone action as a result of the offline notices.

In summary, the research we've done with the PL
not only confirnms the inportance of notices, but also
the need to keep themsinple, to facilitate conparing
the notice fromone institution to another.

Thank you very nuch

M5. LEVIN.  Thank you, David.

| think these surveys will be very useful in
hel pi ng us better understand what consuners think about
notices, and information practices. Now I woul d like
to open up our discussion by asking each of our other
panelists to introduce yourself and then identify what
you see as the nunber one chall enge facing consuners
t hat receive financial privacy notices. Let's start
wi th Frank.

MR. TORRES: My nane is Frank Torres. |I'm
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| egi sl ative counsel with Consuners Union, and we are
very active in the debate on the G amm Leach-Bliley Act
-- in particular the privacy provisions. | prom sed
Toby that | would try to be as constructive as | can in
hel ping the industry and ot hers understand where
consuners are and how to inprove on the privacy noti ces.
Wien | was asked to participate, this sounded |ike a
good idea, as the fight over G amm Leach-Bliley has kind
of worn off over tinme. But after having sone tine to
mul | things over, before | can be constructive, | need
to be alittle bit critical, so that the position of
Consunmers Union is not m sconstrued.

In trying to be hel pful on the privacy notices,
we still have some m sgivings about the overall inpact
of the law itself, the underlying |aw that requires the
notices. | think what we're being asked to do here
today is to help the financial services industry inprove
a product that will always fall short. The notices
t hensel ves are not privacy protections. As we can see,
even insofar as they are supposed to notify consuners
about how i nformati on was bei ng shared and bei ng used
and provide some sort of choice for consuners, the
notices have, for the nost part, failed on those counts,
t 00.

Now, |'m assumng that this event is being held
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because nost reasonabl e people who had gotten their
privacy notices see that there's a problem | think
that's pretty evident fromthe survey work as well.

Some, including nmenbers of Congress, were pretty nuch
out raged about how the notices turned out, including
sonme supporters of the legislation and the privacy
provi sions the way they were witten.

We think financial institutions actually got
away with a lot in getting these notices out. | nean,
they' ve given a conpletely new neaning to junk nail
People aren't paying attention to a |lot of these
notices, and it's not because consuners don't care about
their privacy. |f you |ook at surveys about privacy and
the online setting and other settings, your nedical
information and financial information are considered to
be very sensitive. Consuners are still very mnuch
concerned about information in general.

Here's ny take on why there m ght be such a | ow
response rate to the privacy notices, and why a | ot nore
people didn't opt out. Some people didn't find their
notices, so they probably got tossed. |If they found the
notices and tried to read them they couldn't understand
what they said. |If they understood what they said, and
if you really understood what they said, you probably
realized that the opt-out didn't really nmean anything.
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| especially liked the line that said, "we w |l abide by
your wi shes not to share your information, and if you
decide to opt out, we won't share your information,
unless we're allowed to under the law " Well, the | aw
still allows information sharing to affiliated
conpani es, and information sharing to third parties
where there's a joint marketing or other agreenent with
them To ne, that could cover basically anybody that
the financial institution would ever possibly want to
share your information with

Even Chairman Miuris has said that there's a
probl em here. H's quote was, "Acres of trees died to
produce a blizzard of very inconprehensible privacy
notices," and this is a far cry fromwhat was intended
when the G amm Leach-Bliley Act was passed. Wen asked

about the privacy provisions, people in the industry and

up on the Hill referred to themas historic privacy
protections. Well, that's sinply not the case.
So, having been extrenely critical, |let nme just

say a few things very briefly about maybe sone
constructive approaches besides passing a new |law (like
the California proposed | aw that was recently | ooked at,
not signed into | aw, but made it through the
| egislature) on how to inprove the notices. There needs
to be a nore standardi zed format.
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| don't care how nuch | egal ese your attorneys
say that you need to put on the back end. There can be
an easy to read short form up front, that basically
says, we share your information, here's who we share it
with, and if you want to opt out, here are the ways to
do that. The first point is a nore standardi zed format.

The second thing is the ease of exercising an
opt-out. A toll-free nunber would be hel pful, and many
institutions have been using a toll-free nunmber. A
one- st op- shop, maybe, where sonebody could just call in
and say | want to opt out of everything and have that
carried out. And a way to conpare policies. Conparison
shoppi ng woul d be very inportant and m ght help to drive
the marketplace in this area.

Not hing really prevented financial institutions
fromtaking these steps before. There was nothing in
the | aw that woul d have prevented an easier way to do
this. | often say to groups that | speak to: Wat a
different world this would be if this was an opt-in
approach. First of all, if consunmers didn't really care
about their privacy, you presune that they would al
opt-in. But suppose there was an opt-in approach. How
drastically different these notices would be and how
easy to read woul d they be.

So, having probably used up nore tinme than I
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deserved .

M5. LEVIN. Oiginally I thought we m ght
separate out the challenges fromsolutions, but Frank is
doi ng a good job of putting themtogether, so let's just
proceed that way, | think that will give us nore tine
for questions fromthe audience as well. So, Chris, if
you woul d do the same, chall enges and sol utions
toget her, that would be great.

MR. HOOFNAGLE: Thank you, Toby.

My nane is Chris Hoofnagle, | am Legislative
Counsel with the Electronic Privacy Information Center.
The greatest challenge that consuners face is operating
in a market where they have no | egal protection.

Granmm Leach-Bliley is not a privacy law, and that's
going to be ny thesis today. |['ll say it again:

G amm Leach-Bliley is not a privacy law. It is an
attenpt of industry and other people to redefine privacy
as sinply being notice and choice. It fails on both
accounts.

G amm Leach-Bliley is also being held out as an
exanpl e of why online privacy |aw should not be adopted
in the United States. | would say that is, at a
m ni num inaccurate, and could, in fact, be an
intellectually dishonest position to hol d.

If you want to | ook at a better privacy |aw, you
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want to think about fair information practices. Look at
a statute such as the Fair Credit Reporting Act. W're
tal king about a statute that has notice, choice, access,
and accountability neasures. As far as solutions go,
the key is to follow fair information practices, simlar
to Fair Credit Reporting Act.

Notice needs to be a | ot nore conprehensive. W
can't just say we're going to share your information
wi th responsible parties, or with our circle of famly,
what ever that neans. There really needs to be a notice
t hat says, what is being collected, to whomspecifically
it's going to be disclosed, and under what
ci rcunst ances.

We have sanpl e | anguage al ong these lines in our
Granmm Leach-Bliley petition that is in your materials on
the CD. What | would al so say about notice is that Ed
Mar key (who, in fact, wote the |anguage of
G amm Leach-Bliley, the privacy conponent) remarked in a
recent hearing that a group of six-year-olds could wite
better a privacy policy than the $400 per hour attorneys
who were hired to do so. | would argue that as you
follow nore fair information practices, as you follow
i ssues such as mnimzation, your privacy policies wll
becone easier and easier to wite. This is so because
you wi Il have less information sharing going on, and you
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wi Il have | ess reason to conmmuni cate.

Anot her effective solution would be to change
t he whol e outl ook of your conpany to an opt-in; allow ng
consent and witing clear policies so that people can
say yes. Since you' ve denonstrated sone benefit of
information sharing, |I will opt in.

It mght help to note that the consuners don't
really see the benefits, if there are any, of
information sharing. | just went to ny ATMa m nute
ago. It's a major bank, and every day it asks ne
whet her or not | want the English or Spanish interface.
You woul d think the informati on sharing in the market
woul d figure out that | would want English. But nost of
this is not transparent to the user. As a result,
consuners are upset.

Banks shoul d al so be follow ng policies of
access. The report done by David Krane shows that
individuals really are interested in use limtations and
access, but neither are provided for in
Gramm Leach-Bliley. Wen | think about putting in
l[imtations, the idea is that you should only use
information you collect for conpleting the transactions,
rather than for marketing.

It's also inmportant to have real accountability.
Ri ght now, we're operating in a market where if an
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individual's information is shared, they really have no
idea how it was shared. They don't have a right to
access, and they really don't have a right to take the
institution to court.

And with that, I'll turn it back to you.

M5. LEVIN.  Fran?

M5. SMTH  Thank you.

I"'m Fran Smth, Executive Director of Consuner
Alert, and I"'mgoing to kind of back off a little from
what | consider to be sone of the |egal ese di scussion.
| wll go into a sonewhat broader context and refer back
to some of the previous speakers in the previous panel,
and to sone of the surveys.

| think one basic thing that people allude to is
consuners don't understand what privacy is. | say that
because we don't define privacy for them

| got sonething fromthe FTC recently that put
identity theft into the privacy box. | sent a little
note back saying, identity theft is a crinme, it's not
privacy. |f sonebody steals ny car and conmts al
sorts of illegal actions with my car, then that is

identity theft, but it has nothing to do with privacy.

So, | think we're responsible for this great
confusion in peoples’ mnds. Identity theft is not
privacy, identity theft is a crine. |It's theft. You go
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after those people wth as nuch fervor as you can.

Anot her aspect of privacy is security. W had a
bit of that this nmorning. Security is what a | ot of
peopl e think privacy is. They want to be sure when they
go to a website and give their information to a
financial institution, it's not going to be dissem nated
to the world. They want to know that there are
firewalls. Security is a critical value to consuners.

Privacy, in the sense that a |ot of people are
using it today, is a value. It's a value, as we've seen
from surveys, and as we've heard from sone of the
previ ous speakers, that nmeans different things to
different people. Sone people think it's anonymty,
sonme people think that it neans ny information i s not
shared with other people. To sone people, they think
it's just this concept that really doesn't relate to ne
at all. Wen | go to a financial institution that |
trust, the trust relationship is nost inportant. [If |
go to a financial institution, or deal with an
institution with which I don't have that trust
rel ati onship, then howam!| going to trust themto keep
ny noney secure, or fulfill ternms of our contracts?

So, | think that's essential. It's sonmething we
all have to relate to and understand. You can't
separate privacy and put it in a box by itself, in terns
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of financial institutions, or anything. Privacy is part
of the whole relationship. And I'll take issue with
what Mary said earlier. A privacy disclosure is not
simlar to a food | abel.

A food | abel describes what you' re purchasing.
You' re purchasing food and you have the ingredients
list. Wen you go to a financial institution, you are
not purchasing privacy. That's part of it; that's one
of the ingredients that you are purchasing. You're
purchasing a product or a service that relates to your
fi nances.

Agai n, sonetines term nology is overused. But
in this case all of us are throwing around the term
privacy, when all of us may have a conpletely different
meaning. |'ll get back to the surveys, too. Consuners
val ue privacy, enornously. Surveys show 80 percent of
consuners state they value privacy. W don't ask them
what they nmean by that, sonetinmes. Also, that 80
percent says they value privacy. How cone? According
to David' s coments, how conme they say they don't have
time to read privacy disclosures, if they value it so
nmuch?

So, | say there's a trenendous di sconnect. Wat
peopl e say is not necessarily what they do. Again, |
think that part of the confusion is about what privacy
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is. A colleague of mne once used the exanple of an
executive answering the questionnaire, | want to spend
nore quality time with ny child, and he would then
continue working until 9:00 every night. There's a
di sconnect between what people say and what they do.

t hi nk we have to recogni ze that as we | ook at these
surveys.

These are just sone of the issues, but | strayed
frommy challenges. | wll just nmention quickly what |
t hought the two maj or chall enges for consuner
di scl osures were. One, the challenge of neeting diverse
privacy values. And | think |I did touch on that. And I
think the second one is the challenge of view ng privacy
as part of a relationship with a conpany. And | think
t he privacy disclosures that we've heard about this
nor ni ng, where conpanies and institutions are using them
as marketing tools to develop, to increase that trust
rel ati onship, takes privacy where it really bel ongs.

Thank you.

M5. LEVIN.  Thank you, Fran.

Ari?

MR. SCHWARTZ: |I'm Ari Schwartz, Associate
Director for the Center for Denocracy and Technol ogy.

W' ve devel oped a study back in August on the
financial service privacy online. W really focused
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that study on online notice and highlighting best
practices. |In particular, we really focused on the
| ocation and type of consumer choi ce mechani smns.

| don't have tine to go into too nmuch detai
about that study. However, it's on the CD-ROM and in
the packet. | am happy to speak to anyone individually
who has questions about it, since we did identify
i ndi vidual financial institutions in the study.

But sinply put, we found that there are sone
financial institutions out there who had very good
online notice. 1In fact, they had many resources for
i ndi vi dual s who bank online and offline, or just online,
to express their choices and their privacy concerns
directly online.

The idea was to get at the point that
i ndi vi dual s who bank online should be able to express
t hose choices online as well. | think Ms. Suggs from
the | ast panel put this very well by saying that people
who gi ve notice online and offline need to have the sane
experience in sone ways, Wth notice that works and with
choices as well.

One point | found very interesting in this study
is that | got a lot of calls fromconpliance officers
who called ne to thank me. They told ne that they had
been trying to push the people internally to nove
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forward the practices and try to nove toward sone of the
best practices that their conpetitors were doing, but
they weren't able to get the attention of people
internally to do that. The | awers were keeping them
back and ot her people inside the conpany were keeping
t hem back.

So, | think there is this internal challenge to
bring privacy up to the kind of issue that a |lot of the
consuners feel that it is, that we see that it is, that
a lot of policy makers think that it is. And how does
that work internally? W do have to keep pushing. |
appreciate this forumto help do that.

| wanted to get on to ny challenges. | do agree
with a |lot of what has been said already in this panel
and the | ast panel. Standardization really amunts to a
great challenge. One reason is because of the |egal ese
guestion. Consuners don't really understand what's
going on, and they need to in order to do this kind of
conparison, to build a marketplace for privacy, and to
build an understanding for privacy. So, that is an
i mportant point.

Al so, there needs to be |ess confusion for
consuners individually as they' re going fromone pl ace
wi thin the corporate structure to another place in the
corporate structure. They need to understand that they
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have the sane privacy policy. That is easier to do with
a standardi zed notice than it is with corporate notices
that all link back to one place. Sinply because if you
see this structure using different ways of interacting
wi th banks and financial institutions -- as many
conpani es are now noving towards -- it's going to becone
even nore inportant.

That's the reason that we focused a | ot of our
standardi zation efforts on the platformfor privacy
preferences, or P3P. This was addressed in the |ast
panel. | wish that | could have conme up at that point
and expl ai ned what P3P is.

P3P was designed by the Wrl dw de Wb
Consortium which is the | eading web standard setting
bond. It is put together by Tim Burnsley who created
the Worl dw de Wb, the standardi zation setting body.
This is an open standard. |It's been under creation for
five years.

Many of the people in this room have
participated in that effort. The idea has been to
create a | anguage that expresses privacy preferences,
both froma consunmer side and fromthe business side,
and be able to match those. On the web you can create a
seanl ess experience so where an individual doesn't have
to go through and read every privacy policy, but can
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read a single standardi zed privacy policy and conpare
that to other standardized policies, at |least to get a
rough sense as to what they want to do.

Now, that's not to say that they should be
bl ocked from seeing every site that they go to. But
t hey shoul d get sonme sense of when information that is
inmportant to themis being transferred. They should get
sonme kind of notice that they can act on. W have been
able to design systens that work simlarly and with
security.

So, we felt that you could do sonething simlar
inthis regard wth privacy. For exanple, you think of
a lock in the bottomleft-hand corner of the screen. W
know that information is securely transferred, because
it's locked. You can do the sane thing with privacy
tools. That was the thought behind P3P.

And, obviously, it is nore conplex, because
there are nore conponents in privacy. W have been
wor king on this |anguage for quite a while. The first
series of tools are now out there. | really recomend
that you as a consumner, or |looking at this froma
consumner perspective, take a | ook at sone of these tools
and try themout for yourself. | think you'll find that
really they do not paint as broad a picture as Anerican
Banker and sone of the other publications that have
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t al ked about P3P have painted.

Try out AT&T's new Worl dNet privacy tool, which
uses P3P. Also try the new Mcrosoft | E-6 browser.

Just try it out and see what your experience is. [If you
have concerns, please feel free to address themto the
Wor | dwi de Web Consortium group on P3P. W woul d be
happy to discuss that wth you

But the one point that | really wanted to get
across about P3P is that P3P not only ties into the web,
it also will work with other kinds of data flows. |It's
a vocabul ary that can be extended. Perhaps right now it
does not address every facet of financial information,
but it does get at the basics of web surfing and can be
extended to include | anguage that fits better with
financial institutions.

W would like to work with financi al
institutions to help achieve that goal. | encourage you
to come and work with the Wrl dw de Web Consortiumin
order to do that. |In fact, sone banks have al ready
created extendi bl e | anguages to do that, and you should
be taking a | ook at those as well and seeing how those
will work in the future.

P3P is going to exist and it is going to nove
on. It's already in sone of the settings, and it's al so
going to fit nicely with a ot of the standardization
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efforts that are already out there.

| really recomend that as you get involved in
t hese standardi zation efforts in terns of short notices,
synbol s and | abels. You should also | ook into becom ng
P3P conpl i ant beforehand, so you know howit's going to
affect you down the road. Because what you do in P3P
today will make it easier for you down the road when P3P
is tied into all of these different pieces. It is
really supported by both people that support regul ation
privacy, as well as those who support self regulation on
privacy.

So, no matter where we nove forward, P3P is
probably going to be a strong piece of that. | wll be
happy to answer any questions on P3P or our study as
wel | .

M5. LEVIN. Thank you, Ari.

Ji n?

MR. HARPER: Thank you, Toby. | want to
congratul ate you and all the folks on all the agencies
who worked so hard to put this day together. | know

it's going to be useful for everyone.

Before | start, | usually nmake the disclainer
t hat when | speak publicly about privacy, | amwearing a
different hat. | also represent private clients in

front of Congress. None of them have privacy issues. |
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don't | obby directly on privacy for them but it's
sonmet hing that | want everybody to know about, so you
can consider ny potential for bias as you would any
privacy advocate.

| amthe editor of Privacilla.org, which is an
online think tank devoted exclusively to privacy as a
public policy issue. On the website, (Privacilla.org --
it's privacy, drop the Y and add Godzilla's tail) you
will find privacy broken out into privacy from
governnent, privacy in the private sector, online,
financial, nedical privacy, and privacy fundanentals --
which is an inmportant question that | think people have
tal ked about quite a bit.

The fundanental question is -- "what is privacy
anyway?" | think the answer will help you al
conmuni cate with consunmers about privacy.

As Fran nmentioned, the nunber one problemwth
privacy today is its lack of definition in public
di scussion. You can call sonething a privacy noti ce,
and soneone picking it up mght think that you are going
to talk to them about spam They mi ght think that you
are going to talk to them about identity fraud. They
m ght think that you are going to talk to them about
security.

| think the thing that wll benefit folks
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wor ki ng on their G amm Leach-Bliley notices is to dril
down and be accurate with consunmers about what the
notices are really about. Answer the question, "what's
this got to do with nme?"

| think this mght, just mght, keep some of the
notices fromhitting the trash quite so quickly. Qur
read of the GLB notice requirenents at Privacilla is
that they nostly had to do with a version of privacy.
Sonme of the discussion on the first panel reflected
this -- a version of privacy known as freedom from
mar ket i ng.

You m ght have a better or nore effective notice
if you drop the word privacy, and say this is a notice
about whether you'll be marketed to or not. The G.B
notice and opt-out does, if sonmeone opts out, prevent
ot her uses of information that are not listed in the
exceptions to notice, et cetera, et cetera. The main
one we know about today is marketing.

| think it's inmportant to note that it's not
conplete freedomfrommarketing. |It's freedomfrom
active marketing. So, you can opt out, and if you're
young, like Ari, you mght get offers to buy an annuity.
If you' re poor, like nme, you mght start to get
adverti sements about tax shelters or private banking
services in Antigua.
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| think it should be obvious that the nunber of
opt-outs is the wong neasure of success. | do think,
t hough, that the agencies should neasure their success
and make privacy a part of their planning docunents
under the results act. W need to get an idea, as
citizens and consuners ourselves, of what we're getting
for all the spending of billions of dollars in
regul atory costs placed on industry and passed on to us
as consuners.

As we' ve heard, people are thinking about
standardi zi ng privacy policies and looking to nutrition
| abel s as a sort of guide. Let nme urge you all to visit
t he website, because | have an annotated version of
these remarks on there with a lot of interesting |links
that | think you will find educational and entertaining.

| put alink on Privacilla to a set of CDC
charts that show what has happened to obesity levels in
the United States since around the tinme that nutrition
| abel i ng began, and | will caution you that |ooking at
t hese statistics mght be fattening.

(Laughter.)

MR. HARPER: So, we shoul d ask oursel ves how
we' ve done in the past as social engineers, before we
head down that road again. | think if privacy under
G amm Leach-Bliley is going the direction of healthy
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eating, we ought to opt out. | don't think that all the
news on privacy is bad. There's another link on the
site to an exanpl e of comruni cations al ong these sane
lines; that is, doing what the G amm Leach-Bliley Act
intended for the financial services industry to do.

EarthLink, the ISP, is running a tel evision ad
that illustrates in a hard-hitting visceral way why they
are a better ISP -- because they don't share
information. There is alink to AdCritic.comon the
website. Right now they are changi ng servers, so you
can't find it today. Be persistent, visit it tonorrow
or next week and you'll get to see this ad.

Essentially, a man and worman are in a bar. The
bartender is standing there and there's another guy down
at the end of the bar. She hands over her phone nunber
to the man. The two other guys say, "uhh, could I get
that ?" He pauses a nonent and says, "five bucks?" They
go, "yeah." And that's the end of the ad. Tells it
strai ght away. You don't want that fromyour ISP, use
EarthLink. That's the kind of thing that I think wll
deliver privacy -- conpetition.

G amm Leach-Blil ey noved us away froma system
like that, where it pits today's |ISPs agai nst each ot her
to deliver privacy on the terns consuners want.

Fi nanci al services conpanies, as we saw on the first
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panel , are spending their resources on conpliance,
rat her than conpetition, and consuners are worse off for
it.

The nodel to followis the unregul ated node
that allows industries and conpanies to conpete agai nst
each other on privacy, in whatever way they can get to
consuners. So, putting conpanies in conpetition wll
deliver privacy. Regulation, and deadening uniformty,
will not.

Thank you.

MS. LEVIN. Thanks, Jim

Last but not |east, Joy.

M5. GOULD: I'mJoy Gould. [I'mthe health care
project director for GCitizen Action of New York, which
IS a grass roots consuner organization. That is based
state wide. W are an affiliate of U S. Action, which
is a national organization.

Based on | ooking at the financial privacy
notices, | think the biggest challenge consuners face is
t he whol e concept of doing an opt-out. Any tinme you're
trying to do an opt-out, it places all of the burden on
t he consuner to first understand that they have the
opportunity or the right to opt out, and then find out
how to do it. How do they nake it happen. Does that
allow themto know that their information is being
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shared in other ways, if they don't exercise that
particular right.

If we had a clear and useful opt-in system then
| think conpani es could, indeed, conpete the way Ji mwas
just tal king about. An opt-in systemwould enable
consuners to know what the benefits of information
sharing are, if, in fact, the consunmer chose to do that.

What we have seen is that the notices are very
confusing, msleading, and difficult to read. And that
t he whol e process happens very nuch at the upfront,
heart of the notice, because you can't even find it, you
don't know what it's about, and because of the way the
title and those kinds of things are put together.

That's one of the things that people need to | ook at.

Anot her thing is how people can use the opt-out
or opt-in, if they are going to do that. |In other
wor ds, making that systemeasy. Different people
operate in different manners. So, sone of us are very
confortabl e using a conputer. Sonme of us would prefer
to make an 800 call in the mddle of the night (I'mone
of those). But different people need different things.
We need to give people as many choi ces as possible so
t hat people don't find that the nethod for protecting
their privacy beconmes a barrier in and of its own
accord, because they don't know how to use it, or it's
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not confortable or not easy for themto do.

The kind of |anguage that is highlighted in sone
noti ces encourages people to understand and to read
them You'll see sone that say, "you don't have to do
anything to prevent disclosure,” and that is saying to
t he consuner, "okay, we're worrying about you, you don't
have to worry about it."

We need to be clear so that consuners know t hat
they have a right. That's what we're trying to
communi cate to them not that they just should be
confortable with whatever is the relationship that the
bank or the other financial institution has determ ned
they are confortable in taking care of protecting
privacy information.

M5. LEVIN.  Thank you, Joy.

As you can see, there is a range of views as to
what the consuner's perspective consists of. | would
like to start our questions, before we go to the QQA's
fromthe audience, with "how do you neasure the
effecti veness of privacy notices?" |Is it the nunber of
opt-outs, or is it something else? Is it consuner
confidence, and if so, how do you really neasure that?

Mary, can you start us off wth that?

M5. CULNAN: Yes. | think just counting
opt-outs is probably not the best way to neasure the
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effectiveness. Although clearly if people want to opt
out and the notice doesn't help explain to them how to
do that, there's a problem Cenerally, people exchange
their personal information for sone value that's being
passed back to them if the risk Ievel is acceptable.

If there's no value, they are going to opt out.
If I were sitting in the position of one of the
financial service institutions and | got a huge opt-out
rate, | would rethink nmy information practices. | would
think that I was doing sonmething that either provided no
val ue to people or that they found so offensive that I
probably shouldn't be doing it.

Anot her issue, though, is even when people don't
opt out, they want to know t hey can, because it mnakes
the use of information fair to them They want to know
t hey have that option, and that if they don't choose to
do it now, they can exercise it at sonme point in the
future

| think, also, the survey data shows t hat
there's probably sone differences between | think online
and offline. In the coments | got, people clearly are
concerned about getting unwanted email, and that's a
different proposition than getting stuff in the paper
mai | that you may not want.

| think there may be differences. W heard this
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from Steve Durkee this nmorning in ternms of internal
marketing with an organi zation you trust versus your
name bei ng pedal ed out to other conpanies that you may
have no interest in doing business with at all. | think
Joy's organi zati on has devel oped a tool that they have
used to do sone evaluation of the notices, and | think
that she mght like to tal k about that.

M5. GOULD: W, as a consuner organization,
have | ooked at a |l ot of different conplex issues over
the years, and tried to |l ook at providing information
in a way that's usable to consuners. One of those ways
is to do report cards, and we've done that a nunber of
times with a variety of topics. Wen a nunber of us
started receiving our financial privacy notices earlier
this year, and we started saying: What does that nean?
Can we read it? Can we understand it? Can we use it?
We decided that we would begin to | ook at devel oping a
report card systemto |look at financial privacy notices.

Particularly, we |ooked at banks that issue
credit cards, and | wanted to ask two maj or questions.
Did the notices conply with the law? And then the
second question (which is in sone ways, maybe, nore
i mportant, since we are a consumer group) is even if the
notices are in strict conpliance with the |aw, are they,
in fact, useful? Can consuners actually figure out how
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to use these to nmake an inforned decision about
protecting their financial privacy?

| think, in fact, that those kinds of questions
are very consistent with what Chairman Miuris said this
norning. This is about trying to find notices. Are
they easy to read, and can they be used?

We devel oped 16 different topics, and we divided
theminto three categories. |'ve got themlisted there.
The first one you will recognize as obviously a
reflection of what's in the |law and the regulations in
terns of whether the notice is clear and understandabl e.
The second one is, can consuners figure out how to
exercise their privacy rights? And the third one is,
how conprehensive is the information?

We al so | ooked at an introductory category
before we got into those three. W |ooked at: Ws the
information avail able to the consuner before they nade
any kind of a transaction? W nade that an overall
super category, pass or fail. |If you passed that one,
then you could go on to the scoring in the other
cat egori es.

There is much nore detail on this in your
CD-ROM so | amnot going to read each one of them |In
category one, these are the six characteristics that we
| ooked at in defining a clear and understandabl e noti ce.
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The scoring tool is on your CO-ROM in terns of a grade
fromAto F (and points to go with themthat are very
simlar to what's used in coll ege courses).

The second category al so had six conponents in
it, where we were | ooking at exercising the right to opt
out. Many of these go beyond the | aw and the
regul ations. W were | ooking at how many tines and how
many places the words "opt-out"” were used. Were they
presented in a way that you could find easily, or were
they buried some place, or were they not nentioned at
all? W actually found that in sone cases.

And then what did the introduction |ook |ike?
Qovi ously nost people who don't have a lot of tinme, the
surveys show that, they want to read it in a hurry. So
if the begi nning paragraph sort of says this isn't
inmportant, then they aren't very likely to read the rest
of it. W |looked very nuch at that introductory
par agraph, and then we | ooked at the ways that people
coul d opt out.

The third category was the conprehensi veness of
the information provided -- not that it was
overwhel mng, but that it was informative. Many of
these are required under the |aw, but there are options
t hat people have in ternms of how they explain, and how
t hey give exanples that make sense to consuners. The
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idea is not just to neet the requirenents in the | aw,
but do the exanpl es nake sense to consuners so that they
under stand what the actual information neans.

Those are the three categories. Then we

devel oped a scoring tool that | ooked at each category
and gave everybody overall an A to an F based on that.
We averaged all the grades together to cone out with a

final overall category.

M5. LEVIN.  Thanks, Joy. | think we'll nove now
to the questions that you' ve posed. ['ll throw this
first one out, whichis: "Wy is there such a

di screpancy between one, what consuners say they've done
in surveys, and two, the two percent opt-out rate
reported by industry?”

Mary, can you start off?

M5. CULNAN: I'Il take a crack at it, maybe
David can tal k about this, too. One of the questions
that | didn't report was that in our survey, we did ask
peopl e the "have you ever" question, yes or no. They
could give multiple responses to this. Eighty-two
percent have refused to give information to a website
because they felt it was too personal or unnecessary.
Ei ghty percent have asked a website to renove their nane
and address fromany |ist used for marketing purposes.
Seventy-si x percent have asked a website not to share
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their nane or other personal information with other
conpani es. Sixty-four percent said they had deci ded not
to use a website or not to purchase sonething fromthat
websi te because they were not sure how their personal
i nformati on woul d be used.

One of ny coll eagues at Bentley sent ne
sonething via emai|l yesterday, where soneone had done a
study on | ost business because of privacy concerns by
surfers. These nunbers are pretty squishy, and | don't
think this is a good way to do this. But it was a giant
nunber -- $340 mllion, | think.

So, everybody doesn't opt out of everything
(that would be my hunch), but if you added up all the
two percents, you mght get to a nmuch | arger nunber,
because everybody is not opting out of one thing and
everybody is choosing to opt out of something else. |
think it's sort of pretty individualized.

M5. LEVIN.  Any other comments?

MR. KRANE: Yes. | would just |ike to enphasize
that, the figures that Mary was tal king about, the
actions that people have taken, are obviously very
substanti al nunbers, and those mrror what other surveys
have shown as well. | think people do take steps, they
do take actions. | think that the surveys are not that
i nconsi stent with what, perhaps, is going on out there.
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M5. LEVIN. Jim you wanted to conment?

MR. HARPER  Yes, as sort of a followup
guestion to that question: |'mwondering, Dave and
Mary, if you' ve ever gone to online conpanies to conpare
peopl e's reported behavior to what people visiting
websites actually do? | know al nost every website woul d
have i nformati on on how many privacy policy hits they
got .

MS. CULNAN:  No.

MR. KRANE: No, | haven't done that.

MR, TORRES: Can | just add something to that?
As an increasingly avid surfer (it took ne a while to
get online and actually surf around), to the extent that
there are sites that ask you for your information or you
get on sone sort of |list serve, sone sites nmake it
extrenely easy for you to either not provide
information, or to opt out once you've signed on and you
don't want to get sonething anynore.

Do you think it mght be that in the online
wor |l d peopl e have an easier tine stating their
preferences? Things are a little bit nore transparent,
do you think that nakes a difference?

M5. CULNAN: Probably, yes.

MR, KRANE: Yes.

M5. SMTH  Just one further comment on that.
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In | ooking at these responses, and conparing themto
what opt-out rates are for financial institutions
G amm Leach-Bliley notices. It |looks |like many of those
guestions are about web surfing and going to websites
and such. These are people who are surfing. These are
peopl e who aren't necessarily custoners of those
websites. So they go -- they set their conputer or
browser to reject cookies, ask the website not to share
name, things of that sort.

So, we're conparing custoners of financial
institutions who, as | think many peopl e have said, have
a trust relationship, possibly, with that institution,
versus going to a website that is unknown to you, may
not have a trustee mark, may not have any ot her
identification, and yet they're asking you for
information. | think people would feel very concerned
about that.

M5. CULNAN:. The next question concerns the
nmet hodol ogy of doing surveys. This is always an issue
of, "are you really just getting the people who want to
participate in surveys, and so are results of these
surveys conservatively biased?" Does the Harris
nmet hodol ogy find a way to tap the views of people who
are nore privacy sensitive versus those in their panel
who don't care?
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MR. KRANE: W try. For those of you who are
not famliar with our approach, hopefully ny follow ng
expl anation will be clear. W have spent a ot of tine
over the last few years worrying about that very issue:
Whet her doi ng online surveys can accurately reflect both
an online popul ation or even nore broadly the total
popul ati on.

We actually run a lot of parallel telephone
surveys, and online surveys, to make sure the data that
we collect is consistent. And we've acknow edged t hat
there are certainly biases associated with online
surveys, but there are biases associated with al
surveys -- tel ephone, in person, mail

One of the inportant things is to figure out
what those biases are, and | earn how to correct for
them We can wei ght the data by denographic information
-- age, sex, gender, race, education. But we've
actually gone one step further and we wei ght the data
based on sonebody's propensity to be online. That's a
series of neasures that we have devel oped that take into
account both attitudes and behaviors. One of the things
that we try to do is to conpensate for the fact that
per haps an online sanple of people online my be a bit
nore active.

We think our approach works. It was extrenely
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effective during the election |ast year, where our
online surveys were as accurate or, sonme have said,
actually nore accurate than conparabl e tel ephone
surveys. But another reassuring thing is (and what
we' ve done with other PLI research) -- we've run both
paral | el tel ephone and online surveys. Just to ensure
that the data is properly represented and that we're
getting consistent answers fromthe online sanple, and
"' m happy to report that we do.

M5. LEVIN. Chris?

MR. HOOFNAGLE: Thank you.

| think it's inportant to note that how one sets
up an architecture of a survey can, of course, influence
its results. Menbers of the Privacy Leadership
Initiative have set up surveys before that have yiel ded
suspect results, nost notably a financial services
roundt abl e Ernst & Young report which had about a
par agraph of methods to justify very broad cl ai ns.

| think it's inportant to note that the other
surveys that have been done out there by independent
groups, for instance, the First Amendnent Center, have
shown trenmendous support for issues such as opt-in.
W're talking 80 to 90 percent of people saying we want
opt-in. If you want to give your custoners a good
choice, notice and opt-in would be a great first step.
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MS. LEVIN.  Jinf

MR. HARPER: Sol vay Singleton at the Conpetitive
Enterprise Institute and | put out a paper not too |ong
ago goi ng through sone of the difficulties with surveys
on privacy, largely because of the definitional problens
that they deal with. That can be found on CDI.org and
also on Privacilla.org in the privacy fundanental s
section. |If everyone just wanted to throw out privacy
surveys entirely, it mght do us all sone good.

MR. TORRES: Can | make just a general comment
on this debate over surveys? | think that there seens
to be a lot of data al nbst on both sides of the fence on
this. Assune, for a mnute, that | agree that an
opt-out approach is the right approach to use for
financial services, which | don't, but assune that.

Then at least to ne, no matter what your data
shows consuners want, | would assunme that nost people
woul d agree that at |east consunmers want sone sort of
choice. So, at |east nmake the opt-out neaningful, so
that |"'mable to tell a financial institution, because |
m ght be afraid that they are going to share ny
information in such a way that causes identity theft or
m ght get hacked into. |If | want to stop a financial
institution fromsharing ny data with anyone, give ne
the ability to do that. Right now the problemis, a
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consuner can't.
No matter what is said on these privacy noti ces,
| cannot call up ny financial institution and say, stop

sharing ny information. They m ght say, okay, well,

we'll stop sharing it with these people, but we can
still share it with all these other people under the
I aw.

MR. HARPER:. W can stop doi ng business with our
financial institutions.

MR. TORRES: Well, no, but then say | do want to
do business with the financial institution. Say | stil
want to do business with the financial institution, at
| east show ne sone value. Gve ne a list of ten
products that are cheaper, better, faster, better
qual ity, because you're using ny information and
you're --

MR. HARPER  Financial institutions are not a
public utility.

M5. LEVIN. Jim wait, let's get Chris.

MR. HOOFNAGLE: | think Frank nmakes a valid
poi nt here, and that is that consuners don't see the
benefit, and there isn't a list of benefits to us. |
mean, nmy ATM still can't figure out that | want English.
There is a real problemhere, saying that consumers just
have choice, that they can pick up fromone bank and go
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to anot her based on their privacy policies. That idea
of choice is an illusion, and it's inportant
to recogni ze -- when arguing or listening to the
argunents of the free market ideology, that the issue of
choice is an illusion.

M5. LEVIN. Okay, Jim we'll wap up the answers
on this one and we have several others. [|f you want to
go ahead.

MR. HARPER: | don't have anyt hing.

M5. LEVIN. Okay. The question has conme up with
consuner education, about what the various consuner
groups are doing with regard to educating consuners
since the passage of G.B. Is there anyone here who
woul d I'i ke to respond?

M5. SMTH. We provide as a consuner
organi zation a | ot of consunmer education materials.
woul d say Consunmers Union, with Consunmer Reports, the
prem er one. But again, | think in consumer information
it's vitally inportant to make the distinction in terns
of what privacy is and what it is not. |In terns of some
of the trade-offs, people aren't giving up information
to get nothing in return. If they decide to opt-in,
they expect to get an offer for sonmething that they
want, a targeted offer.

So, | think the education can't just |ook at the
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negative side, or else it doesn't nmake any sense, as
we' ve said before. Education also needs to possibly |et
peopl e know what opt-out is, and what it does. |If
they want to opt out fromall marketing opportunities of
their institution, what that nmeans. They need to know
that they m ght not get an offer for a zero interest car
loan in the future, as sone people have in the past.
They may not be able to go purchase a car and drive off
the lot with a $25,000 vehicle, because the information
couldn't be shared. They need to know they were getting
t hat .

So, by focusing on only the negative, | think we
can really, really harmconsuners. Look what happened
in Vernmont, the exanple earlier. People in Vernont are
not going to get any offers for any services other than
t he ones they have, it sounds like. The marketing lists
are suppressed for all those Vernont consuners -- for
affiliates and for all marketing, that's the way it
sounded to nme, in sone of the very large institutions.
| s that good for consuners?

So, | think in consuner education, some of ny
col | eagues on this panel want to just enphasize the
negative. But they have to |l et people know what they're
giving up as well.

(Appl ause.)
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MR. TORRES: As the conptroller of the currency
said during hearings on the G anm Leach-Bliley Act, and
the privacy provisions: Wiy isn't the burden on the
busi ness to convince the consunmer to opt-in to receive
all those offers? |If the thesis is that consumers
really don't care about the privacy, as sone of our data
shows, then why don't you trust consuners to opt in? For
a showing by the industry that they'll get a better
product at a cheaper price, you'll have consuners opting
in all over the place, which nmay be the right approach.

Just to go back to the comment that Jimnade. |
would i ke to see the officer at an institution that
woul d stand up and say, "if you care about your privacy,
don't bank with us.” | think the banks and financi al
institutions that I've talked to are very nuch concerned
about the information privacy of their customers. What
we're debating is how to go about doing that. But I
don't think that banks want to send out a nmessage that
if you care about your privacy, don't bank wi th us.

M5. LEVIN. | think this norning s panel talked
a great deal about the positive ways in which privacy
can be used as a business proposition. W want to just
get at a couple of questions.

MR HARPER | would like to respond. It's not
the job of banks to say "don't bank with us." It's the
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j ob of consuner groups to advise consuners not to bank
wi th banks that don't do things that consuners want.
Rat her than running to Congress, consumer groups should
be running to consuners.

MR. SCHWARTZ: | agree with Jinmls statenent
there, but | also agree with Frank. Consuners Union
has done probably the best job in terns of educating
peopl e about the law along with Privacy Rights
Cl eari nghouse, which has the best fact sheet on how to
opt out and howto read a privacy notice. |It's really
the only conprehensive piece that's witten for
consuners about how to read a G amm Leach-Bliley notice
that's out there. W've put together at Privacy Center
for Technol ogy two websites to hel p people read online
privacy notices, one is our operation opt-out site,
opt-out.cdt.org, as well as Privacy Watchdog, which
hel ps people read those different notices.

That said, notice alone, as many people on this
panel have been saying, is not enough to help consuners
real ly make those kind of decisions, even if it's a
clear notice, if you have a whole industry that says,
"we do whatever we want with your information." W
can't expect that privacy is going to be the only
concern that consuners are going to have, when making a
decision, but it can be a piece of those concerns, and
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it'"s got to cone into play to sone degree.

So, getting back to the nmeasurenments question
t hat you asked earlier, which | think ties quite a bit
into consuner education, the only way to go about
nmeasuring effective notice, and figuring out whether we
have done our job well, is that the marketpl ace inproves
for privacy out there. Consuners have nmade nore
deci si ons based on privacy. And that could even nean
t hat consuners are nore upset about privacy down the
road. They want to see access to their own information.
They want to know what's being held by the banks that's
out there. That could cone fromnore effective notice
as well, if access is not provided as well.

M5. LEVIN. W're going to take just one nore
question. Mary?

M5. CULNAN: This one was asked to be directed
to Joyce, but I'mcertain anyone el se on the panel can
junp in. The challenge of reconciling clear and
under st andabl e notices with the need to be
conprehensi ve: How do you do this?

M5. GOULD: A lot of that has to do with the
ki nd of |anguage that you choose, and the way it's laid
out. In looking at the particul ar banks that we | ooked
at, for instance, there was a wide range in terns of how
easy it was to read the notices. They all net the

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

56
requirenents in ternms of what was the required | anguage
around the conprehensiveness to be included. But the
way they presented the information, the | anguage they
used, the exanples they used, as well as other issues
that we didn't directly neasure, (in terns of |ayout and
graphi cs, and bolding, italics and those kind of things,
and the size print) have a lot to do with helping to

make it understandable to people.
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Mor ni ng Session C osi ng Remarks

M5. LEVIN. It's ny pleasure now to introduce
Conmi ssi oner Mozell e Thonmson, who will close our norning
sessi on.

Conmi ssi oner ?

COWM SSI ONER THOWPSON:  Was that the case for
t he under the mattress investnent policy here?

Wwell, first of all, | wanted to thank all the
staff people for doing such a great job at putting this
norni ng's panels together, and for the participants we
see here today.

(Appl ause.)

COWMM SSI ONER THOWPSON: | wanted to thank you
all for comng to this norning's session of the D.C.
Bar's conti nuing educati on program-- no, sorry. Wong
speech.

Al'l kidding aside, | know that I'mthe only
t hi ng standi ng between you and lunch, so I'll try to
keep ny remarks brief.

|"mactually pleased to be here and join our
sister agencies in welcomng you to this inportant
wor kshop, and | believe we've already |earned a | ot from
t he di stinguished panelists we've heard this norning.

Now, privacy is an issue that we at the FTC have
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been working on for quite sone tinme now, and |'m happy
to be here today, because | believe that protecting the
privacy of consuner financial information is an
i mportant goal. And providing effective privacy notices
is acritical elenment to achieving that goal.

When the privacy provisions of
Gramm Leach-Blil ey were passed, they were intended to
provi de customers and consuners, (I'mnot going to nake
that distinction here) with notice about what financi al
institutions were doing with personal financial data,
and to give consuners choi ces about who that information
was shared with

Since that tine, we have all received a panoply
of notices fromvarious entities that provide us with
financial, in the broadest terms, services. As Chairman
Muris said earlier, the quality of those notices have
been m xed. | think that nost businesses have
approached their obligations in good faith, but the end
products in many cases are docunents that are confusing,
uncl ear, and to sone consuners, frightening.

| m happy that we have such a | arge turn-out
today so that businesses, consuner groups and ot her
experts can express their views, but also, because it
gives us all an opportunity to listen to each other.
And | place specific enphasis on the obligation to
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listen. Because what | think we all want is to see
noti ces provided in ways that are clear, effective, and
si nmpl e.

In short, |I believe that we all can and nust do
better. And this norning we've heard a variety of
per spectives on how financial privacy notices can be
improved. First, we heard fromthe financial services
i ndustry, who struggled to conply with G.B, and at the
same time, to deliver to their custonmers a privacy
notice that's clear and understandabl e.

They' ve provided us with a behind-the-scenes
| ook at how a privacy notice should be nore than just a
pi ece of paper. But instead, should be a part of their
corporate strategy. It means understandi ng your
custoners and getting a handle on your own information
practi ces.

In the process of devel oping effective notices,
some have al so experienced collateral benefits. They've
seen how protecting consunmer privacy nmakes good busi ness
sense. An informed consuner, especially at this point
in our econony, is a confident one. And will help to
drive our econony.

And, | woul d suggest, that one result of opt-out
responses is that some conpani es have been able to use
those to inprove the quality of their marketing, because
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t hey' ve been better able to target their efforts to
custonmers who are interested in receiving that
information. W' ve also heard consunmer and academ c
per spectives on how those notices can be inproved.

Now, research data tells us that people process
information differently, based on how that information
is presented. That principle is all the nore inportant,
when, as here, we're tal king about information directly
related to a conpany's data sharing practices, and their
financi al products and servi ces.

We've heard, very clearly in the survey results
presented this norning, that financial privacy is
i nportant to consuners, and how privacy concerns in the
onl i ne context have changed consumer behavior. Because
there is sonmething that has resulted fromthe Internet
age, it not only nmeans that businesses know about
consuners, but consuners also know a | ot nore about who
they' re doing business with. These are considerations
that industry will have to take into account as they
devel op their own privacy policies and noti ces.

If there is one thing that's clear fromthis
wor kshop so far, it is that there are still numerous
chal | enges ahead in devel oping effective privacy
notices. But never fear, this afternoon prom ses to
reveal answers to sone of those questions that were
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raised this nmorning, and we don't even bill for that
advi ce.

You can think of that as free consulting. W've
arranged for all of you to hear from sone of the nost
acconpl i shed comuni cati ons experts. Now, sone have
been involved in the plain English novenent, and have

applied that experience the form dable chall enges |ike

revi sing conpany prospectuses for investors. | think
there are still investors out there.
And they're still alive to tell the tale, so

this should be an especially interesting session. So,
what does all of this nmean? | think this workshop
constitutes just the first step in doing a better job
for consuners in fornulating effective privacy notices
and under st andi ng how best to gauge effectiveness of

t hose noti ces.

The second, and perhaps nost inportant step, is
for the people in this roomto begin to work together to
provi de each other with self guidance and consuners with
better information. At the end of the day, we'll learn
what concrete initiatives are under way to devel op
effective financial privacy notices -- efforts by
i ndustry nenbers, consunmer groups, and gover nment
agencies to inprove those notices and educate consuners.

But before lunch, | want to | eave you with this:
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The people in this roomrepresent the true | eaders on

this issue, and | hope that you will all use this

wor kshop as a starting point to assert |eadership in a
way that's constructive for everyone. | know that |I'm
| ooking forward to hearing about these future efforts,
and |'msure that you are, too.

Once again, thank you for comng, and | hope you
enjoy the rest of the workshop.

(Appl ause.)

COWM SSI ONER THOWPSON:  Before you go, a few
housekeeping details. | wanted to rem nd you that there
are restroons across the hall, and, this is inportant,
the food court: Go out the door, you make a right, go
down to the second hallway, and where you see the sign
that says DC bar, nmake a right. Go down to the end and
that's the food court. W'IIl reconvene at 1:30, thank
you for com ng

(Whereupon, at 12:37 p.m, a lunch recess was

t aken.)
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AFTERNOON SESSI ON
Panel 3
(1:42 p.m)

M5. SALTZMAN: Good afternoon and wel cone to our
third panel. M nane is Penelope Saltzman, | am a
Seni or Counsel at the Securities and Exchange
Conmi ssion. In case you weren't here earlier this
norning and m ssed Julie's earlier coment, | nust say
that any views expressed this afternoon are mne and
don't necessarily reflect the views of the Securities
and Exchange Comm ssion, or ny coll eagues on the staff
at the SEC

After this norning' s panels, |I'msure everyone
is looking forward to hearing fromthe comuni cations
experts on this panel, who have a broad range of
experience in helping institutions make conpl ex | egal,
financial, and other technical information
under standable to a wi de audience. This panel wll give
you ideas for thinking about what you want to say in
privacy notices and how to comuni cate the nessage
effectively. The panelists also will give you tools
that institutions can use as a starting point in
creating privacy notices that are easier for consuners
t o under st and.

You shoul d note that the panelists are giving
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you their own suggestions, and that the agencies
cosponsoring this workshop have not reviewed the
exanpl es to see whether or not they conply with the

G amm Leach-Bliley Act or the agencies' privacy rules.

| know the panel is very interested in hearing fromyou,
particularly issues or problens that canme up in drafting
privacy notices, so please ask questions during the
guestion and answer period. There are additional note
cards on the materials tables outside, if you need them

In the interests of tinme, | amgoing to
introduce all the panelists now. There is nore
bi ographi cal information on themin your printed
material s.

To nmy immediate left is WlliamLutz. Bill is
nmy co-noderator on the panel, he is an author and
Prof essor of English at Rutgers University.

To Bill's left is Mark Hochhauser, a
psychol ogi st who researches, wites, and consults on the
readability of financial information.

Next to Mark is Deborah Bosl ey, Director of
Uni versity Witing Progranms and Associ ate Professor of
English at the University of North Carolina at
Charlotte.

On Deborah's left are Lynn Riddl e and Josi ah
Fi sk, both principals of Firehouse Financi al
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Conmuni cat i ons.

On Si's left is Irene Etzkorn, Mnagi ng Director
of Corporate Adm nistration at Siegelgale.

Next to Irene at the end of the table is Al an
Levy, Senior Scientist in the Consuner Studies Team at
the Center for Food Safety and Applied Nutrition at the
U. S. Food and Drug Adm nistration.

And Mark is going to start us off.

MR. HOCHHAUSER:  Thank you, Penel ope.

As a psychologist, | aminterested in human
behavi or and in particular how people think and
understand. In ternms of G anm Leach-Bliley, one of the
i ssues, and this may address why people feel that the
notices were confusing and conplicated and hard to
under stand, one of the problens is sinply information
overload. The human brain is capable of processing a
certain amount of information. Once you get beyond
that, and | think this is probably mandated by the |aw,
you begin to present people with nore information than
t hey can actually handl e.

There have been a variety of ways of describing
what happens when people feel, or what they refer to,
when they tal k about information overload. |['ve
provided a few of these, just to give you sone ideas of
the ternms out there. They're all in some ways dealing
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with the sanme thing, whether you call it information
overload, or information snog, data asphyxiation, which
has to do nore with nunbers, you get to a point where
there is nore information than your brain can
confortably handl e.

So, what happens when you're confronted with al
of that information? The research suggests that when
you are overl|oaded, in terns of information, you feel
stressed out, hel pless, confused, you may engage in
paral ysis through anal ysis, which neans you spend so
much tinme anal yzing every possibility, you cannot nmake a
deci si on, because you're focusing on, well, this
deci sion mght be right, no, that one m ght be better.

So, you wind up actually doing nothing, and you
also wll find yourself, or you will find consuners,
who, despite the fact that you give them your best
information, they may actually make the w ong deci sion
because they can't sort through it because there's too
nmuch.

So, I'Il suggest that one of the problens with
privacy notices is that there is too nuch information
| eading to information overload, |eading to poor
deci si on maki ng.

What can you do about it? Well, know ng your
custoners and witing in a way that they can understand
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will help. Be clear and be brief. And | think one of
the problens that you will find is this: On the one
hand, you try to be conprehensive and include all of the
information that the |law requires you to comuni cate.

On the other hand, you want to be under st ood.

Psychol ogically, less information may lead to
nore understanding. On the other hand, there's this
trade-of f between providing |ess information, which
consuners w Il understand, versus providing nore
i nformati on because you feel that you have to conply
with the law, which they won't understand.

So, it's a delicate balance, | think, between
finding the right amount of information to match up with
t he right amount of understandi ng.

The four steps. Two of themlI'Ill tal k about
now, two of themin the second part of ny presentation.
It helps if you know what you're trying to change.
Psychol ogically, it's relatively easy to change
know edge. You can do this with information, you can do
it with a brochure. 1It's much harder to change people's
attitudes. Here, experience plays a role, expectations
of ot her people.

It is very hard to change behavior, and it's
important for you in working with privacy notices to
have sone idea of what is it you're trying to change in
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consuners. For exanple, if you want to attract new
custoners, because your privacy policy is better than
the conpetition, you have to go way beyond just sending
out a privacy notice and assunme that that will attract
new custoners. There's a whol e behavi oral agenda that
needs to be devel oped.

Mich of this has been described earlier today in
terns of the role that trust and loyalty play in
custoner rel ationshi ps and business. So, | won't go
into this, other than to nake a coment. Does your
privacy notice keep custoners or |ose custonmers? In ny
own case, both online and offline, there have been sone
organi zations | don't do business with anynore because |
didn't like their privacy policy. | mght be unique in
that way, but as the privacy issue unfolds, nore and
nore people may be | ooking at privacy issues and their
busi ness affiliations.

Step nunber two: Don't let perfection be the
eneny of the good. Don't expect your privacy notices to
be perfect on the first time. |If there's anything we've
| earned about the |earning process, it takes tine, that
there's a learning curve. Learn to imtate the good
notices, it my take several years for a conpany to get
the kind of notice that they really want.

Secondly, advertising is repetitive. If you
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just look at how many ads you see in the mass nedia for
particul ar products or services, you realize that,
products you know, Coca-Cola and Pepsi are stil
advertising on a daily basis. One brochure tucked into
an envel ope once a year may not be the best way to
communi cate new privacy issues with your custoners.

Make the right conparisons. The best we can do
in ternms of mass marketing through redenption of
newspaper coupons and direct nmail is about a one or two
percent response rate. |'ve seen sone m xed figures
about the opt-out rate for G.B, one survey reported
about five percent, and I will just ask you, based on
t hese conparisons to other information techniques, is a
five percent opt-out rate good or bad? |I'mnot going to
answer that, 1'lIl leave that to you to think about.

As a psychologist, I"'minterested in outcones.
And the kinds of questions you can ask yourself to try
to determ ne whether or not your privacy notice actually
works. Do you want a high opt-out rate or a | ow opt-out
rate? Do you know if consunmers saw your privacy notice?
Did they read it? D d they read part of it? D d they
read all of it? More inportantly, did they understand
it? Reading and understanding are not the same. D d
they read to the end to find out about what choices they
had? And what happens, for exanple, if you take the
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i nformati on about choices and opt out and you put it at
t he begi nning instead of the end?

It's always nice to have sonmething to nmeasure.

A coupl e of exanples, behavior change takes tine. From
1964 to 1998, we reduced the percentage of people who
snoke cigarettes by about half. |If you consider all of
the information that's been publicized on the risks of

t obacco snoking, you can feel either optimstic or
pessim stic about that, but it mght be a lot worse if
those efforts had not taken place. And this is one of
the things you need to keep in mnd, you don't know what
happens if you don't do it.

Simlarly, in terns of seat belt usage in
Department of Transportation projections, in 1996, about
two-thirds of adults used a seat belt, then the DOT cane
out with sonme predictions, by 2005, it's supposed to be
90 percent of the population. | don't think they're
going to make it. The point is not that they' re doing a
bad job, the point is it is really hard to get people to
change their behaviors.

How can you neasure the inpact of what you are
doing? There are a variety of techniques that you can
use fromtracking the nunber of people who opt out, ask
custoners who close accounts if they close their account
because of privacy issues. Ask new custonmers who open
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accounts if privacy was a factor. Survey your custoners
t hrough focus groups, tel ephone surveys, there are a
variety of interesting and inportant pieces of
i nformati on you can coll ect.

| wll stop at that point.

MS. SALTZVMAN. Bill?

MR LUTZ: I'mthe set-up man. By that | nean
that | amjust going to give you a brief outline to
| eave you with all kinds of questions that wll be
answered by the rest of the panelists in great detail.
But first on information overload, there are two
definitions of information overload. The first is the
food court.

(Laughter.)

MR, LUTZ: The second is that pile of magazi nes
and newspapers that you have at hone that you haven't
read, but you don't throw away because one of these days
you really are going to read that issue of The New
Yorker that's six years old.

If that's your situation, do what | did, nove.

(Laughter.)

MR LUTZ: So, let us begin. Just to give you a
note, ny background is sonewhat in plain English, plain
| anguage. | worked for four and a half years on the
Securities and Exchange Comm ssion's Plain English
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10
Project, and after witing a few nutual fund
prospectuses that specialize in derivatives, privacy
notices are not very intimdating.

(Laughter.)

MR, LUTZ: But ny background started on the
opposite side of the coin in |language that is
del i berately designed to obscure and obfuscate, the
first book I did on that was call ed -Doubl e Speak: From
Revenue Enhancenment to Term nal Living.

(Laughter.)

MR LUTZ: Followed by The New Doubl e Speak:

Wiy No One Knows What Anyone |s Saying Anynore, and the

third one was Doubl e Speak Defined: Cut Through the BS

and Get to the Point. | hasten to add that all of those
titles are chosen by a publisher, authors do not control
the titles of their books, by contract.

So, I was well versed in all of the | anguage
t hat was used to obfuscate, evade, avoid, hide, confuse,
m sl ead, do everything but conmunicate, so it seens
logical to go to the other side and figure out how to
cut through the fog.

And | found out that we are very far behind in
the United States. Britain is way ahead of us,
Australia and New Zeal and are nuch further down the
road. The Scandi navi an countries have left us in their
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11
dust. | nean, there are novenents, by the way, and | aws
requiring, if you're ready for this, plain Swedish
pl ai n Norwegi an, plain Danish -- with coffee.

(Laughter.)

MR. LUTZ: But the one that shattered
everybody's illusions about how obscure | anguage w ||
persist is just within the |last couple of nonths, the
French governnent announced a nultiyear program to
rewite all of their docunents and instructions into
plain French. The French bureaucracy wll never, ever
be the sane after that one. And if you struggled in
hi gh school with "The pen of ny aunt is on the table,"”
you haven't lived until you' ve tried to read one of
t hose French docunents to fill it out.

So, what we're tal king about here is kind of a
wor | dwi de awar eness of people that there is no need for
of ficial docunents that control and rule and run their
lives, to be in | anguage that they don't understand.

Sonme nyths of plain | anguage, that is people who
say, well, we really can't do it. They say things such
as, legalese is required by statute, by |aw, by
regul ation. Joe Kinble at the University of M chigan
| aw school did an extensive conputer search, found that
none of that is true. It is true, as one of the
panelists nmentioned earlier this norning, that if you
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12
copy the | anguage of the regulation or the statute,
you're pretty safe, after all, right? And lawis a
conservative profession, so that's why you' d want to do
it.

|"'malso alawer, by the way, | have to
confess, in the interest of full disclosure. But then
there's the argunent that | love so nuch: "It can't be
witten any other way," said by people who have never
been introduced to the concept of the synonym

(Laughter.)

MR, LUTZ: Such people are normally called

| awyers, or accountants. And the one that | |ove best
of all: "But the legal |language is nore precise, it's
nore accurate.” And | said, "well, of course, we don't

have any |awsuits over any of those |egal docunents,
because they're all so clear.”

(Laughter.)

MR LUTZ: For the first depressing fact, let ne
poi nt out that Einstein's general theory of relatively
conmes in at about a fifth grade reading level. That's a
fact. | nmean, you can get a copy of Einstein's general
theory of relativity, and you will run it over any
readability fornmula, and it cones in at about that
range. Do you understand it? | still haven't figured
t hat one out.
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The point is, as Mark will point out |ater,
readability doesn't necessarily nmean that you're
communi cating. Conmuni cating neans a | ot nore than
that. So, when we tal k about plain | anguage, we're not
tal ki ng about dumbi ng down, we're not tal king about D ck
and Jane prose, we're not talking about |eaving
i mportant or conplex ideas out. W' re not talking about
any of that.

What we are tal king about is |anguage that is
visually inviting, an inportant point I'll get back to
in a second, it is logically organized, and it should be
under standabl e on the first reading. You shouldn't have
to study it, ponder it, analyze it, or do anything el se.

So, how do you go about witing this magical
docunent? Here are sone of the rules. By the way, |
did sone research once, | found out that there are only
58 rules for witing plain English. Menorize those,
and, you know, you won't have tine to do anything el se,
et alone wite a plain English docunent. No, what it
means is that we're tal king about an art. W' re not
tal king about a technical skill. It is really an art.

Yes, there is a | ot of know edge behind it, but you have

to have an intuitive feel, a sense, a skill, that cones
with practice, as wwth any other kind of art. It is,
after all, witing.
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So, in the SEC handbook, which you can get free,
by the way, down | oad online fromthe SEC website, we
say, first you start by know ng your audi ences. You
woul d be amazed at how many people don't know their
audi ence. You don't know how many corporations wite
annual reports w thout having the faintest idea who is
readi ng them w thout having any profile of their
investor at all, and knowi ng to whomthey are speaking
when they wite an annual report.

Secondly, know what you need to say. That may
sound obvi ous, but you woul d be amazed if you sat down
and said, well, this is what we really have to say. W
don't need to say this. And in a conplicated issue such
as what you're dealing with, the nore thought you give
to that up front, the easier it will be down the line as
you try to devel op your docunent.

Organi ze your materials logically. Ah, that
word logically. You see, what is logical to you, to the
accounting departnment, to the counsel, to the outside
counsel, to the marketing departnent, and to everybody
el se who's got their finger inthis pie, logic is quite
different fromgroup to group to group

So, the logic that rules, has to be the |ogic of
t he audi ence, the reader, who may not see things and
probably doesn't see things the way that you see them
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You have to put yourself in your reader's place. That's
called the PYIRP rule, by the way, P- Y- I - R- P
PYIRP. | steal it froma colleague of mne, who teaches
journalism His office is right next to mne, he's a
retired editor, and his paper weights are his Pulitzer
Prizes. | tend to listen to what he has to say about
witing, and he says that's the first and nost inportant
rule that he taught every reporter that he ever worked
Wit h.

kay, so you've got it all organized. Next,
wite clearly. Ceneral rules, use the active voice, use
t he passive only when absol utely necessary, sonebody has
a gun to your head and you are going to die in three
seconds unl ess you use a passive.

Use short sentences. That doesn't nean that you
shoul d ban forever coordinating conjunctions, but it
does nean that you have to think |Iong and hard before
you wite really long sentences, and if you send ne an
email, I will be glad to send you free a copy of the
400- pl us word sentence that | have from a prospectus.

(Laughter.)

MR. LUTZ: Hey, that's the one that introduced
the 637-word sentence that canme right after it. So,
control the urge, wite short and clear sentences. And
t hat invol ves using personal pronouns, using famliar
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words. Concrete, famliar words. Famliar to your
audi ence.

Avoi ding | egal jargon, accounting jargon, any
ki nd of jargon, banking jargon, terns that are so
famliar to you, how could anybody not possibly
understand them Well, probably nost of the world
doesn' t.

kay, here's a quick footnote. |[If the workman
turns to you and says, hey, do you want soldiers on
that? Wat do you say? Do you want sol diers on that,
he asked ne. | said, yes, and had to add a coupl e of
zeros to the check. It was the bricklayer working on ny
front porch, and soldiers are bricks that stand on end
instead of flat. | just paid for a whole |lot nore
bricks, because |I didn't know bricklayer jargon.

So, everybody's got their jargon. You're so
famliar with it, you couldn't inmagine that everybody
woul dn't understand it. Well, they probably don't. So,
use fam liar words, words famliar to your audience.

Cut, cut, cut, cut, and when you're finished
cutting, cut sonme nore. Because every witer hates to
part with that wonderful word, phrase, sentence,
par agr aph or page, chapter, or edition. You can always
cut. It's the secret to clear witing.

And, of course, the nost inportant el enent here,
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you want to visually design it. That is typeface, type
style, bullets, lay-out, white space, all of these
issues will be covered, but comunication is not sinply
verbal, nore than ever it is visual. In fact, if it is
not visually attractive, they're not going to start
readi ng. So, you need good visual design.

So, all of that cones together, and as the panel
this nmorning pointed out, very inportantly, this is a
process that is engaged in by a group of people. It is
not one witer going into a roomand producing a
docunent. It is a process that brings everybody
t oget her i n making neani ng.

You wll find, | gave a very brief ten item
annot ated bi bliography in the materials, it's on the CD
It's an introductory bibliography to resources. There
are dozens and dozens of other resources and websites.
The information is there, the help is there, the
techni cal expertise is there for you to take advantage
of it.

"1l stop now and let ny colleagues fill you in
on all the details, all the points that |'ve just made.

M5. BOSLEY: If you will |ook inside of your
folder, there are witten hand-outs of this
presentation, because |I'mgoing to be doing what Bill
suggested, |I'mgoing to have you | ook at several
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exanples that illustrated a nunber of the points that
he's made, and then others that I will al so nake.

You'll notice that this is called a five-step
program | was going to call it a 12-step program but
| thought AA m ght have sone problens with that
trademark. So, we're down to five.

Al so, again, given Bill's coment, perhaps in
the grand spirit that nothing is ever perfect, | would
want to revise this to say privacy notices for greater
usability, because after all, it is not enough for a
consuner to sinply read it, we actually want themto
take action and to use the material.

So, let's get started. This norning, several
peopl e nentioned the inportance of having shorter,
easier-to-read material in your privacy notices, and |I'm
going to give you sone concrete exanples. In fact,
everything that Bill has said that | will say, and I'm
sure that others on this panel will nention, are
appropriate for alnost all financial docunents. Not
nmerely the privacy notices. This need to have shorter,
easier material is not new

In fact, Mark Twain said, "If | had had nore
time, I would have witten a shorter letter." And
think this issue of tinme is one of the things that,
frankly, makes these privacy notices nore conpl ex than
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t hey need to be.

The witing strategies I'mgoing to talk about
are based on docunent design principles, primarily
devel oped in the tension between -- and I'mgoing to
borrow here fromlnternet ternms, or web terns -- the
di fference between pushing information out, that is
telling everybody everything you think they need to
know, because in sonme ways it's easier to tell them
everything than it is to make decisions, and the tension
between that and pulling your readers in, that is
focusing on what readers need to know. And again, what
we tal ked about this norning, several of the panelists
menti oned that the two key things readers want to know
are: How do | opt out, and what is shared or sold?

So, focusing fromthat point of view, let's |ook
at these five steps. One of the purposes of any well
witten docunent is, | believe, to decrease chaos. Qur
lives are already full of information overload, as Mrk
menti oned, confusion, unpredictability, disorganization.
Any docunment that crosses ny desk, if it appears to be
chaotic in any way, | don't usually read it. | nean,
the first gatekeeping is, does it appeal to ne visually,
does it look like it's going to be sinple and easy to
read?

So, the first step would be to plan, to plan, to
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test, and to revise. And in addition to establishing a
kind of iterative process, using usability testing, and
revising according to the results. | would also give
you two points to keep in mnd. No piece of witing is
ever perfect. Ernest Hem ngway rewote the last |ine of
A Farewell to Arns 128 tinmes, the poor man probably just
st opped from exhausti on.

Not hing is ever perfect, but it wll always be
better through an iterative process. And one el enent
that's not up here is the need to coll aborate, and |
think the coll aboration needs to be not nerely | egal
witing it, passing it to conmmunications, who passes it
back to legal, but a collaborative teameffort that
i ncl udes consuners. And again, that was nmentioned this
norning, | believe fromthe person from Bank of Anmeri ca.

Step two: Consider the needs and questions of
your audience. This is particularly crucial wth these
privacy notices, because these often cone to your
consuners unexpected; that is, there hasn't been a huge
amount of information that | think the public has
absor bed, even about the fact that there are now t hese
privacy notices, and to many it's just one nore piece of
paper com ng across their desk. So, these are the
questions that readers would have when they pick up that
privacy notice. Wiy am|l receiving it, what is it
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about, how does it apply to ne, et cetera.

Readers tend to use what we call expedi ent
readi ng techni ques and decisions. That is they scan
information to quickly find out what appears inportant
or beneficial, what appears to be sinple. Readers take
fewer than 20 seconds to deci de whether they're going to
continue to read anything. Online they take |ess tineg,
and, in fact, online material is read 30 percent sl ower
than hard copy. So, that's sonething to consider as you
wite these notices.

Readers take action only when the action is
easy, and/or critical. Establish a big picture.

I ncreasing readability is critical by making clear that
readers know what the big picture is. That is, again,
why am | receiving it.

Sonmeone this norning nentioned that when they
sent out the privacy notices, they included a letter
that tended to give the privacy notice nore inportance,
and the letter was used as a way to establish a big
pi cture.

Research indicates these big pictures or this
context or these introductory statenments help the
readers becone oriented to the purpose of the materi al
itself. And secondly, | would suggest that you offer a
verbal or a visual map to allow readers to understand
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all of what is going to cone up in the information. For
exanpl e, you m ght have an openi ng statenent that says,
the followng information is divided into three
sections, or the followi ng information answers these
guestions. That then allows the readers to have a
previ ew of what is com ng.

The primary principle -- thanks to Mes van der
Rohe, we have seen this phrase used with a little bit of
editing fromne, and as suggested by Mark -- | ess text
is nore readabl e, or perhaps better, nore usable. And,
in fact, it is very easy to be conplex. Sinplicity is
much har der

Step four: Focus on the visual appeal. And
there are several ways that we can do this. This is
what | call the feng shui of docunent design, that is
pl acenent, harnony, and bal ance are all critical in the
vi sual appeal of the materials that you send out.

Although | didn't list it here today, there are
i ssues of color choice. For exanple, | saw a series of
brochures put out by one of the major banks in which
much of the financial information was printed in red
type. | don't know about you, but red is not the color
| would |ike associated with nmy noney.

(Laughter.)

M5. BOSLEY: So, even issues of what color is
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t he background; what color is the typeface. Wite
space, left appropriately blank. Wite space gives us
time to process information. It literally allows the
eye to rest between pieces of information. It gives a
sense of unification, it literally sets boundaries.
Those margins are blank for a reason. They set
boundaries around the information to hel p readers feel
contained so that they don't just sort of exit off from
t he information.

And margins, indentations, white space,
establish a hierarchy. | know if sonething is an
indented left margin, it's subordinate to whatever
i nformati on cane ahead of it.

Usi ng readabl e typefaces. A mninumof ten
point type, and there are all kinds of research in terns
of the age or the visual acuity of your readers that
woul d indicate the larger the type, in many cases, the
better. |Issues of sans serif font, that is for text, we
like to have those little ligatures, those little end
mar ks at the bottom of those types. Headings in a sans
serif font, are cleaner. However the reverse is true.
On the web, al nbst every slide you ve seen today has
been in a sans serif font, because reading on the screen
is a different process than reading froma hard copy.

Using all capital letters decreases readability
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by 15 to 20 percent. And in fact, even in terns of how
you enphasi ze information, using bold tends to be the
best form of enphasis.

Using informative headings. Notice the before

and after exanples. |In the before, the heading is
really just a label -- "Security." After it actually
gives you information -- "Security Practices Protect
Your Information.” Headings should be informative.

They preview for the reader, and all ow easier access.
Much financial information is read as a just in tine.
Wien do | need to know this? 1'll read it when | need
it.

And much of ny financial information is sitting
in that stack of the New Yorkers that Bill nentioned
earlier, that I'll get to later

It's often used as a reference. That is | m ght
read through it once, but until I'"mgoing to actually
take the action, it becones a reference point. | go
back and | ook for the piece of information that is
critical for ny need at that tine.

Headi ngs, if you're using verbs, can reinforce
t he idea of taking action, and both headings and lists
encour age scanning, |locating, and categorizing, and
these are the nental activities that people use when
t hey read.
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For exanple, if | were to receive a privacy
notice that was full of this -- this is, by the way, one
conpl ete sentence, and probably has far fewer than 400
words, but that's a lot of information in one sentence.
Lists a findability. So, |ook at how we have now
decreased the text here, we have used white space, we
have opened it up for nuch easier reading.

Short sentences and short paragraphs. Wy is
this visually unappealing to read? Because the text is
just too densely packed. G ouping information together
in chunks, on the other hand, as this is, nmakes the
readi ng nuch easi er.

Al so notice down at the bottom in the original
we had a lot of technical information that nmaybe was
critical to technical know edge, but had very little to
do with the actual activity of making a deci sion about
how | was going to use this Internet privacy. So, that
i nformati on has been subordi nated down to a note.

And finally, using a plain |anguage style.

There are, of course, many other possibilities, but

these are the four that | picked out that | think are

nost inportant. First, using a "you" attitude, that is,

as Bill nentioned earlier, gets those pronouns in there.

This is you. You are talking to the consuner.

I nserting the consuner through the pronoun "you" hel ps
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integrate readers into the information by placing the
enphasi s on the consumer rather than on the conpany. It
al so nakes it appear nore |like a conversation.

Use common words and define. | did notice
several privacy notices did include a glossary of
technical jargon, but the glossary often cane at the
back of the brochure, which required ne to go back and
forth as | was reading. | don't know about you, but I
woul d have done that maybe once, and | woul d be through.

So, what we want to do is define a term if you
feel you have to use it, and of course | would argue, as
the others would, that perhaps you don't need to use the
termat all. But if you do, at least give a definition
at the point of context. This also is a way of
educating readers to the kind of |anguage that will help
them actually, if they understand it.

Using the active voice, that has already been
di scussed. There is an inverse relationship with the
active voice, that is, the nore conplex the information
the nore these witing styles are necessary.

And ny last point is using positive |anguage.
That is, if | say to you now, do not renmain seated, how
long would it take you to figure out | had just told you
to stand up? Phrasing things in the positive will nake
it much easier for your consuners to understand the
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information that you have given them Al of which
| eads to success, both for you and the consuners.

Thank you.

M5. SALTZMAN: Lynn and Si, | think, are next.

MR FISK: W called this presentation "How
Sinple Can You CGet?" Basically because to us, being in
t he conmuni cations field, this was really the key
question to ask when | ooking at privacy notices. Wen
we sit down and we | ook at these notices, we |ook at the
situation here. What we see nost of all is an enornous
gap. It's the gap between the | egal and regulatory job
that has to be done, and the |evel of attention and
interest that you can safely assune that any reader is
going to give you

And it's a very big gap. | think that's
sonet hing that we all agreed on here today.

And | think that as also it's been noted, it has
nothing to do with the fact that people care quite a bit
about privacy. There nmay be many reasons for that --
but you are not going to change that. That gap is going
to be there, you're just going to have to deal with it.

The only way that we, and we |ook at this as
comuni cati ons peopl e again, that we can see that you
are going to close this gap, is to throw everything at
it that you possibly can, to use every tool you possibly

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

28
can to communicate. And try to make it just as sinple
as you can possibly get it.

| want to start off with an exanple of how not
to do this. And don't worry, it's not a privacy notice.
In fact, it's a cartoon. A salesman cones up to a
house, dog comes out, dog doesn't run out, dog doesn't
bark, dog doesn't chase the guy off, the dog starts
tal king. The dog says, "You are trespassing on private
property, and | would Iike you to leave. | don't know
how | can make it any clearer than that."

Well, to answer the obvious question, howis an
unsinplified privacy notice |ike a talking dog? 1In both
cases, you' ve got a situation where you're using only
text, and you're ignoring other ways to comunicate that
m ght be able to get that job done a ot better. And as
a matter of fact, also, there's a |lot of words going on
here, where a few would do the job. The conclusion from
this really is that just reworking the text isn't going
to produce the best solution. 1It's going to solve your
pr obl em

| would agree with what's been said here, by the
way, about using bullets, and about using |egible
typefaces and so forth. | think that is very inportant,
but I think that I would say, you' ve got to go even
further than that.
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What you need to do is you need to tel
custoners, excuse me, you don't need to tell custoners
that you respect their privacy, you need to show t hem
that. Don't start a three-page or four-page or
five-page |ong statenent about privacy with how nmuch you
| ove their business and you value their privacy, because
that five pages is denying every word of that.

G ve sonmeone a privacy notice they can
understand. G ve thema notice that they want to
understand. And don't hide the opt-out, if there is
one.

The big picture -- basically, there's going to
be two kinds of information policies here, either you
share information with other people or you don't. And
in the eyes of the consuner, that's what it boils down
to. And by the way, sharing information, and you can
say technically that you don't share if you don't share
i nformation, but you do supply -- you do send
solicitations fromyour "business partners,” whatever
you want to call them In the m nds of the consuner,
there's no distinction, you' re sharing at that point.
woul d just say that. Maybe technically you can say we
don't share. Just a bit of advice on that.

| f you don't share information, that's the main
t hi ng sonebody needs to know about you. For one thing,
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there's no opt-out. And for the other thing, that's
just a very clear nessage, it's good policy, they m ght
like to know that. No reason not to be up front about
it.

| f you do share information, well then you need
to briefly describe how, and you need to show the
opt-out choices. Wat we woul d suggest m ght be one way
to do this, is industry-wide to use two different Kkinds
of nessage. And we're going to show you sone exanpl es,
and you'll see that even from across the room you could
tell which kind you were | ooking at.

Use one type of nessage if you don't share
information, use the other type if you do. And have
each type begin with a sunmary nessage, and then foll ow
with the details.

M5. RIDDLE: | amgoing to wal k you through a
few exanpl es that we prepared for this presentation to
just give you an idea of sonme of the issues that we've
seen with both sharing and nonsharing policies.

This is an exanple of a generic hybrid that we
created that is representative of a conpany that does
not share information. You can't tell that at a gl ance.

MR FISK: You can't tell if you read it three
times, but that's another story.

M5. RIDDLE: There are a few obstacles to
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conmuni cation with this piece. First of all, there's a
ot of text. [It's probably nore text than is necessary
to comuni cate a nonsharing policy. There are snal
things, |ike a great distance between the bulleted
information and the text that is associated with the
bullets, that makes it difficult to read.

At the end of the docunent, you'll see a |large
vol ume of all-caps text, which we have heard other
speakers nention makes sonmething difficult to read, it
al so makes it sonmewhat foreboding.

And in addition to that, | think that just the
general inpression of this piece is that it is not
inviting. This next exanple is a piece where we've
tried to apply sone of our theories, or our proposal, to
this exact sanme nonsharing situation. W've tried to
make it bark.

W' ve put sone enphasis on design and hopeful |y
give this piece a shot at being read. W've sinplified
the text and organized the information in two tiers.

You will see first that we have a sumary statenment that

makes the main point -- we don't share. And this also

indicates right up front that no response is necessary

to this piece. You need to | et people know if they need

to do sonething or not. That they're going to be

i nundated with these privacy policies, and that's one of
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the things that really needs to becone clear to them
whet her or not they need to take action on a particul ar
pi ece.

We give sone clarity to that first statenent
with this sentence here. W say, "access to your
personal information is strictly limted to those who
have a legitimate need for it." Then we nove into a
brief description of the details, which has been
aggressively sinplified, where we get into the details
we organize themclearly, we say what we're not going to
do, we say what we are going to do, we say who and what
is affected by this policy.

By taking this approach, we've been not only
able to present the information effectively, but we've
al so been able to greatly reduce the anount of space
that it takes up. This particular piece can fit into a
nunber 10 envel ope unf ol ded.

Here's a second exanple, that was the easy one,
actually, because it's not sharing, so it's an easy
place to start. This next exanple is a generic hybrid
that we generated, which represents a privacy policy
froma conpany that does share. W're starting with
three pages here, again, a lot of text, very simlar
probl ens to what we showed in the first unsinplified
exanpl e.
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Again, in this next exanple, what we have done
is tried to apply the same theories to this slightly
nore conplicated situation. W' ve restricted our use to
just black and white, to illustrate the fact that you
don't need -- though it's helpful -- you don't need to
use color in order to nake these things clear or easy to
read. It's really a matter of organization and
t houghtful structure to the docunent, nore than
anyt hi ng.

Right up front, we nention how this docunent is
going to tell you how this policy affects you and what
your choices are. Then we nove into a brief description
of how your information is going to be used, and foll ow
that with a clearly organi zed, nore detailed | ook at the
policy.

If you wanted to be nore aggressive, and even
nore user friendly, you could take that brief
description of the top line information, and turn it
into a tear-off, mail-in, opt-out form so that soneone
could see that if they agree with the policies as
they're presented here in brief, that no response is
required. But that if they would like to, they can opt
out of any or all of the policies that are in place
ri ght here.

MR. FISK: Basically what we're | ooking at when
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we | ook at the sunmary nessage is a nunber of benefits.
The first thing is it's going to tell readers what
bal | park they're in, whether they're in the sharing
bal | park or the nonsharing ballpark. And right away,
that's going to help them particularly as people cone
to know nore about, they're going to be better educated
about privacy notices, this is going to be a big thing
for themto know right off.

Let's say it's the first tinme that they're
| ooki ng at one of these, let's say they're a novice
reader of one of these. Well, that introduction is
going to give thema framework for the details that they
may go on and look at. And | think it will also help
them go on and |l ook at it, because it gives them an easy
way in, it gives them sonething that engages them You
have that little thing up there that says, we don't
share. Well, maybe you don't know what that neans. But
maybe you' re engaged and you want to go find out what
that's about .

Let's say you are soneone who has read a mllion
of these things. Well then, this gives you the points
you want, right up front, you are not going to have to
| ook at the whol e thing, because you probably have an
i dea of what it says. Obviously, the main focus of this
summary conponent of each nessage is quick
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conmuni cati on

As far as the details go, we still think it's
inportant to try to beat up on this, as nuch as
possi ble, for a logical organization. You want to be as
brief as possible about expected matters. | nean, of
course you get information, of course you use it in
doi ng busi ness with people, everybody knows it,
everybody expects it, it doesn't need to be dwelled on.

Make the fullest use you can of sinplified
| anguage and any ot her conmmuni cation tools that you can
get to work for you. Qbviously the focus of this part
is conpliance protection, but you want to beat up on it
as best as you can because it's educational.

As far as the process, that's been covered
pretty well, but I want to go over it just briefly. You
want to start off by getting everyone who is involved to
do a kick-off nmeeting. Find out what their goals and
concerns are, get themon board. It will come back to
haunt you if you don't.

Assenbl e a small working group of key players,
don't get everybody in the room but get everybody that
needs to be there. Probably |egal, custoner
communi cati ons, operations, and anybody who knows what's
really happening with information. GCet people to be
wor ki ng face to face, get them col |l aboratively working,
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it really will help solve problens.

Consi der using an outside consultant, sonebody
with a neutral status who is not involved in the
politics of all the departnments that are internal to the
project. They can coordinate it, they can build
consensus, and they may have the tinme and expertise to
do the actual witing and design work, which is going to
take nore tinme than you think it would, but believe ne,
it does.

And devel op the text and design in tandem if
you possibly can. Start by organizing and prioritizing
the information. Use that to establish an overal
architecture, and then when you're doing the witing,
you can make the witing and the design reflect your
cor porat e standards.

| just want to point out, |ike you probably have
noticed, any materials that you have gotten here from us
are not specifically related to this presentation. The
stuff that's on the CO-ROM for instance, there's nore
on sinplification in general, there's sonme information
about the business reasons for sinplification, there's
sonme stuff about plain English prospectuses where
busi ness interests and sinplification led up to a |ot
happeni ng there.

| think that has a |lot of application in this
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arena also, and then for this presentation, itself, you
can go to the website, and the website URL is given on
t he CD- ROM

M5. RIDDLE: Also conplete text fromthe
exanples that | showed are out front, if you would Iike
to be able to read from beginning to end both the
unsinplified and sinplified versions of the exanples
t hat we showed.

MR. FI SK:  Thanks very nuch

M5. RIDDLE: Thank you.

M5. SALTZMAN: Thank you

| rene?

M5. ETZKORN. We've actually just heard quite a
bit about the inprovenents that can be nmade in the
witing and the design, and |I whol eheartedly endorse al
of the recommendations that have been nmade. But | am
going to focus on a different area, because | think that
actual ly what peopl e have thought about is the end of
t he process, which to ne is the witing and design, and,
in fact, we need to bake the cake before we frost it.

In particular, what | amsaying is that process
and content issues have been neglected. And it's
evident in a nunber of ways. Production nethods of how
t he docunents are actually printed, produced and
di stributed, as well as content and practice decisions,
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need to be determ ned before any of the witing and
the design can actually begin. If not, the result is
an unfortunate visually uninviting and cunbersone
docunent .

A classic exanple of this is one of the notices
| received; it is domnated by this very intrusive bar
code. This hairy caterpillar is really what you see
when you open the docunent. Bar codes are al nost
synonynous wi th bureaucracy and i npersonal institutions,
and it seens to ne that it's imrediately negating the
notion of the kind of personal trust that you're trying
to create in this docunent.

To me it's also an exanple of a process problem
in that the production and printing areas of the conpany
wer e probably brought into the devel opnent process too
late in the gane, so it was placed as an afterthought on
t he docunent.

In a simlar way, this particular privacy notice
is aself mailer, which is a nodel of efficiency in
terns of distribution. However, it |eads to the probl em
of a docunment that has two different page orientations
withinit, and the effect there is, of course, that
you're not sure how to engage with the docunent at all,
even in terns of which way to turn it in the beginning,
and the "Dear Custoner” section is beginning on an
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angle, which is rather offputting, to say the |east.

The way that that type of problemcan be avoi ded
is actually by enploying nultiple fornms of anal ysis.
We've tal ked in sonme depth as a panel about audi ence
analysis: The real world attention spans bei ng probably
nmeasured best in nanoseconds, rather than the 20 and 30
seconds that we heard; the variety of audi ence segnents;
and the fact that they have varying concerns.

But we also need to do a business requirenents
analysis, in conjunction with that. In terns of what
t he budget is for the production of these docunents,
what the timng is, in terns of whether they will all be
going on en nmasse, whether it will be a staggered
schedul e, and the vol unes invol ved.

And then the goals for measuring success, which
seens to be fromall the presentations, the area where
there is certainly sone disagreenent, but often it's
just been lacking conpletely in terns of anticipating
what those neasurenents woul d be.

And production analysis, production nethods
shoul d be selected to neet the audience needs. And I'l
talk in nore depth about how custom zed production
techni ques really could make these much nore
personal i zed, nore neani ngful docunents.

In terns of audi ence analysis, the diversity of
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t he audi ence, at a mninmm should be |ooked at in terns
of the need for nultiple | anguages, the fact that people
will be receiving multiple notices for multiple
accounts, and the issue of joint account hol ders and how
t he decision of one party affects the other.

And basically the question is does one nessage
fit all, and | would certainly say that | doubt it.

In ternms of multiple | anguages, | woul d suggest
that you reach all popul ations by sending the notices in
what ever | anguage the custonmer has sel ected for other
regul ar communi cation. Now, | nust say for all of ny
personal documents | have sel ected English, so therefore
| did not personally receive notices in other |anguages.
| did canvas friends, famly and col | eagues, and | was
able to find one exanple where | felt that they made an
attenpt here by having a section in Spanish notifying
reci pients that there were versions available in
Spani sh. However, out of a sanpling of about 25, | only
came up with this one.

In terns of business requirenents, it was just
mentioned that there is a need for representati on from
several internal areas to ensure quality conmunication
The key here is that | believe many of these notices
have been dom nated by the | egal and regul atory aspects
of the business, w thout proper balance in terns of

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

41
t hese ot her areas.

It's also critical that these areas work
simul taneously, or fromthe outset of the project, so
that there won't be these unfortunate unveilings of
systens problens at the end of the project.

| would like to go into a little bit of what |
see as the appropriate role for these various groups
because their conplenentary expertise is very inportant
to the final quality of the end product. Regulatory
affairs, | think, is nost obvious in ternms of ensuring
conpliance with the Iaw. Corporate conmuni cati ons,

t hough, appears to be sadly |acking, in that many of
t hese docunents are essentially unbranded. They
certainly do not have a tone that's in keeping wth a
consi stent voice for the conpany in other
conmuni cat i ons.

Communi cati ons should also be the area that's in
charge of ensuring the plain English witing style, and
t he good informati on design techni ques that were
denonstrated. But | think the area that | have not seen
any substantial use of is the area of database systens.
Facilitating custom zation, neaning personalized
content, specific information about your account, would
be trenendously hel pful.

| think one of the failings of these docunents
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is that people have no way of know ng whether they're
aut hori zing the sharing or the selling of accurate
information. If you don't tell the person what, in
fact, you know about them how can | willingly say,
sure, share it. So, the ability to use the database of
what you al ready know about a custoner could be a
potentially dramatic change in the utility of these
noti ces.

And then the printing and distribution area. To
ensure the feasibility of production, are you going to
use laser printing techniques, are you going to use
traditional printing techniques, each of themw Il have
certain limtations and opportunities. There nmay even
be the opportunity to use sonething |ike color |aser
print for greater highlight and custom zati on.

So, the question of what nethod of production
and distribution will be used, what quantities wll be
needed, these answers will greatly affect the ability to
custom ze the content, to use color, and it will also
probably determ ne size and shape in terns of standard
mai | i ng envel opes and standard postal discounts.

This is a sanpling of the wi de variety of sizes
and shapes. This is the letter format, which has been
fairly typical fromthe sanples |'ve revi ewed, but
unfortunately, this is a case where the content
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underm nes the format, because it begins in the letter

with "Dear Valued Customer.” |If they don't know ny
name, |'m sonmewhat concerned that I'mtruly of value to
t hem

This is a format which is sonewhat the polar
opposite, in that it's a very traditionally printed
pi ece using nore than one color. However, what's
interesting about this, it's certainly evident that nore
dollars were spent on the printing of it, but it has
somewhat the feel of a pronotional brochure. And
woul d suspect that many people | ooked at this and
thought it was a pronotional piece, as opposed to an
i nformati onal one.

And this is yet another range on the spectrum a
very sinple fol ded, two-sided page that's basically done
in a duo tone.

| f the production affects the format, the
format, as we've heard, affects the readability. A
mul ti page brochure with fol d-out pages, doesn't | ook
sinple, won't be read, and probably will be tossed. As
we' ve heard al so before, brevity ensures the | ongevity
of the attention span. You will actually have soneone
engage in the docunent for a longer period and with nore
interest if, in fact, the docunent itself is shorter.

Keep all of the pages oriented in the sane
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direction so that people know where to begin and end in

the docunent. In terns of using your databases to
custom ze the content, I'mtal king about things as
sinpl e as which accounts you're referring to -- to

anticipate their questions, and to head of f unnecessary
inquiries. 1In some of the docunments |I've received,
don't know that | have a relationship with the
institution that's naned in the docunent.

If they referred to an account or even gave ne a
clue as to what the reason was that they thought they
had a relationship with me, it mght trigger the fact
that | renmenber yes they were, in fact, acquired by
anot her institution, or sonething that would give ne
sone telltale sign.

In terns of custom zing content, you need the
content to instill, rather than underm ne, confidence.
This is an exanple froma notice: "If you are also a
custoner of one of our affiliates and you receive a
notice that it may share information about you with its
affiliates, you will need to separately notify that
affiliate if you do not want such information shared.”

How confident will the reader be if it sounds as
t hough the conpany can't keep track of its custoners?
That, in addition to the practical aspect of the
| ogistics of the separate notifications, if | do receive
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these nultiple notices, puts a burden on ne that |
bel i eve many consuners woul d think should be a burden
for the conpany.

In terms of personalizing the content, address
t he person by name, and indicate the reason you're
contacting them Have a corporate executive sign the
letter. After all, conputers don't understand or val ue
t he concept of privacy, only people do. A third of the
sanpling of notices | reviewed included a signature, and
| don't know this person, but | like the fact that his
signature was there, because it gave ne at |east the
illusion that a person knew this notice was goi ng out,
and had comuni cated with ne.

Anticipate readers' questions. Wat persona
i nformati on does the conpany know about ne? Enbedded in
many of these notices is the nmention of nedical
information, particularly anbng insurance conpanies.
bel i eve that many consuners would find that surprising,
and are thinking nore of this, if they're at all aware
of the topic, of financial information.

Be forthright about what kinds of information
are in question here. 1s it accurate, and how did they
get this information? After all, if you' ve had an
account with soneone for 20 years, you may no | onger
know whether this information is information that you
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provi ded on an original application, or if it has, in
fact, been updated over tine.

In terns of the process that you' re asking
people to go through and the actions that they should
t ake, you need to be cl ear about whether the opt-out
requests apply to everyone on a joint account. This
particul ar exanple was very forthright in addressing
that. "An opt-out request by any party on a joint
account will apply to all parties on the account." It
addressed it specifically so that there wasn't a
lingering question in the reader's m nd.

Also in terns of process, many of the docunents
that we're |looking at are really Band-ai ds that have

been put on a bleeding artery. A sinplified process is

easier to describe. It's alittle Iike tying your
shoel aces. | nean, describing that in prose can be a
very cunbersone process, whereas an illustration of it

is immedi ately evident. Think about what the actual
process is, then think about how to describe the
process.

Let people call rather than wite. Mke it easy
for people to find out how to contact you. Put phone
nunbers and website information right up front. You're
certainly underm ning your nessage if you are allow ng
that type of access and then not allow ng people to find
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that information

And the issue of consolidating your mailings.
I"mwell aware, having worked on dozens of statenments
and ot her financial docunments with our clients, the
dat abase issues in terns of know ng your custoner as a
single entity. Even if you cannot do it in terns of a
single unified notice, you could do sonething toward a
consolidated mailing, perhaps with a summary sheet, so
that the people understand that you are recognizing them
as one entity.

And anticipate the future. Consider how the
first notice will differ from subsequent annual noti ces.
Wl the second or third that sonmeone receives over tine
appear to be a replica of the first, or is it a
conti nui ng update on the conversation?

In terms of content, set the context. Renenber
the notice was not requested fromthe reader's point of
view, it just appeared in their nmail box, and that
privacy is an enotional concept. Respect the reader's
feelings. The whole word will inmediately engender sone
fear or concern, possibly.

And consi der providing extra hel pful content
that isn't necessarily required. One exanple included
marketing |ist opt-out, and identity theft information,
which | thought was a nice additional piece of
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informati on for soneone who had any concerns about this
area. It's a likely next thought on their part, and
they' ve provided the information in a very
easy-to-understand fornmat.

Al so, renove introductory barriers. This is
only changing the nanes of the guilty, but an actual
series of identifications of the entity that has sent
this notice. It's also the first sentence on the
notice. A better approach is to |ist the conpanies that
are included at the end of the notice, as this conpany
has done. It's nuch clearer, it also has a little bit
of a branding benefit in ternms of reiterating the
breadth of the corporate entities, but it's also nuch
clearer and gets away fromthe introductory barrier

In summary, what |'msaying is, don't
concentrate on sinplifying the description of a process,
sinplify the process itself as the first step. Explore
producti on nethods early on so you're not caught in a
bind. Use dat abase know edge to personalize. And also
consi der the econom es and the custom zation of |aser
printing, including possibly laser color printing.

Thank you.

M5. SALTZMAN: Thank you

Mar k, other comments?

MR. HOCHHAUSER:  Part two, briefly, how could
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you design nore usable privacy notices, and | will go
t hrough this nore quickly because this has been
di scussed. Collaborate wth a variety of people in
witing the privacy notice.

Use plain |anguage. | have nothing to add to
what's already been said. What | will add is this: |If
your privacy notice is posted on the web, print it out
on several different printers and see what it | ooks
like. M experience is if you get sonething froma
commercial printer where the colors |ook great, it does
not show up very well when you actually print it out on
your own printer. And so your web version may not be
very usabl e.

Speaki ng of usability, this is not terribly
usable, but it's my first cut at a guide to how we
collect and share information. This is a two-page,
hopeful | y one-page, check-off list that could be
i ncluded with your privacy notice, sinply to give people
a very brief summary of what you do and what you don't
do.

Step four, how do peopl e think about privacy
notices? Privacy and finance are conplicated abstract
i ssues, nost people tend to be concrete thinkers, so
concrete exanples will help themunderstand. Keep in
mnd, too, that literacy skills change with age, and
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ol der consuners |ike your parents or grandparents may
have a very hard tinme understanding privacy notices. |
al ways recommend, ask famly menbers to read your
privacy notice and see what they have to say.

No matter what you do, sonme consuners won't
understand it. Gving your best effort, sonme segnent of
t he popul ation still won't get it. M review of 60
privacy notices found that they were witten at about a
third to fourth year college level. The |atest census
data is that about 85 percent of the population has a
hi gh school diploma, 25 percent has a col |l ege degree,
but keep in mnd that when you go to college, you can
major in anything fromart history to zoology. A Ph.D
in psychology didn't help me wade through sone of these.

The general recommendations are that witing for
t he public should be at around a junior high reading
| evel, but the point has been anply nade that witing in
a nore sinple style does not guarantee that people wll
actually understand it.

Finally, and these are in the hand-outs, |
i ncl uded sone before and after exanples of translating
information in a privacy notice fromsort of convol uted
English to what | hope is plainer English, just to show
you that it can be done.

And last, there is a list of sone articles and
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books you may be interested in.

Thank you.

M5. SALTZMAN: Thank you

And Al an?

MR. LEVY: W're going to change gears a little
bit. M role today is to provide an overview of the
nutrition | abeling experience that the food industry and
t he governnent and consuners and public health comunity
went through about ten years ago to develop an effective
nutrition |abel.

This is the label that's used on virtually al
food products that are sold at retail today to
consuners. Hopefully, there may be sone | essons from
this experience that may be useful to the process that
you' re goi ng through today.

First of all, where did the content cone fronf
The place it cane nostly was fromthe marketpl ace.
Certainly the biggest difference between the nutrition
| abel i ng experience and yours, is that the state of
consuner interest and understanding of the information
that's included in the privacy notices that exists
bef ore peopl e have ever seen these notices is quite
different.

In the case of the nutrition |abel, there was
really a very extensive consunmer education activity,

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

52
where consuners' awareness of dietary risk factors was
rai sed enornmously, all through the eighties. Usually by
consuner education efforts that were conducted by the
governnent, the public health, and the industry
col | aborati ons.

There were new product introductions in the
mar ket pl ace. The food conpani es i nnovated and
i ntroduced products that took advantage of this rising
consuner awareness of dietary risk factors, so there was
variation in the marketplace, relative to the content
that the nutrition | abel addressed itself to.

And finally, particularly toward the |ast half
of the eighties, there was a w despread perception,
particularly anong the consunmer comunity, that there
was a |l ot of m sleading and i nappropriate pronotion and
mar keting going on around the dietary risk factors and
t he pronotion of sonme of these new products. And at the
time, people tal ked about the Tower of Babel. There was
confusion that people were not using standardi zed
definitions, and this recognition of a comrunication
problemin the marketplace, was one of the bases for the
nutrition label in the first place.

The ot her place that content cane from it cane
fromthe experts. And the experts are what prioritized
t he public health inportance of the various nutrients.
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The nutrition | abel enbodies a prioritization of
importance relative to the dietary risk factors. Fat
was recogni zed by experts as the key nutrient of
rel evance.

They al so established standardi zed nonencl at ure.
They determ ned what was seen as high and what was seen
as low. They gave people a netric to evaluate the
information that was being provided in the |abel. And
they determ ned the | evel of detail that was to be
disclosed in the information. So, people were not
inundated with all the intricacies of fatty acid
chem stry, it was a public health decision to focus
fundanmentally on dietary fat and secondarily on
saturated fat.

And, again, a bunch of the nutrients which had
previ ously been discl osed on food products were no
| onger considered nmandatory. And there was an attenpt
to streamline the information that was being provided in
the nutrition |label so that it net what were the health
priorities determ ned by the experts. And these expert
deci sions, these were public health decisions, really
not communi cati ons deci si ons.

And the third place that the content cane from
was fromthe law. Toward the end of the decade, 1990,
Congress actually passed a | aw that required the
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nutrition label. It's called the Nutrition Labeling
Education Act. And the law had a |l ot of interesting
consequences. It clearly defined the purpose of the
nutrition |abel, which was to inform consuners about the
rel evant nutrition characteristics of the products,
relative to their health, and the context of the total
di et.

So, it defined the scope of application that al
packaged foods were covered by this, and it required a
uni form presentation

So, finally, the content really cane fromall of
t hese things, conmbined and in a coordi nated way, and the
practical effect was that consunmers were educated by the
public health experts to want the information that the
| aw required to be on product |abels. The consunmers saw
nutrition labeling fromthe very begi nning, even before
they saw nutrition | abeling, as a need they al ready had.
They wanted this information, and they didn't |earn
about that need the first tinme they read the | abel.

Now, where did the format cone fronf? WWat we
did with respect to the format is we followed a | ot of
t he recommendati ons that you' ve heard about today. W
did a lot of testing, and we started fromthe place that
we were essentially required to ook at it as a fornmat,
as a standardi zed display. It wasn't that every conpany
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was allowed to create it's own custom zed information,
there had to be a standardized format. And what we did
is we tested the alternative formats that were suggested
by the interested parties, by industry, by public health
experts, consuner groups, and the regulators. They
basically proposed these formats, and we tested them

And very early in our testing, what we
recogni zed was that people's preference for formats is
not exactly the right nmeasuring stick for effective
| abeling. People tended to |ike [abels that had a | ot
of information, and that had characteristics that nade
them | ook good, but they didn't necessarily work. And,
so, very early in our process, we decided that you had
to measure formats in terns of performance, not
preference. And performance was defined in terns of
ease of use and accuracy, for specific |abel uses.

The performance depends on purpose. It's a
maj or truth in the design of the nutrition label. You
have to know what people use the |abel for, before you
can neasure how well it works. You have to ask people
what they're going to do with the |abel, then you have
to define tasks that capture these uses, and only then
can you really nmeasure your perfornmance.

In the case of the nutrition label, it's fairly
cl ear what people were going to use the label for. They
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were going to use it to evaluate the nutritional quality
of a given product, and they were going to use it to
conpare products, they were going to use it to help
peopl e place a product in their diet. And these were
the specific purposes that people were going to use the
information for, and we defined tasks which neasured how
wel | people could do these things in ternms of how
qui ckly, how accurately, how easily, and these becane
the netrics by which we evaluated the nutrition |abel.

Now, when we eval uate a task, we quickly
realized that there are one-product tasks and
t wo- product tasks. There are product selection tasks,
wher e peopl e are maki ng choi ces between products and use
information to informthose choices, and there are other
ki nds of tasks where it's a sinple one-product task
where you read the information and you essentially rate
the characteristics of the product.

We | ooked at how well the nutrition |abel could
performin hel ping people evaluate front panel clains,
whet her the product was high and low in specific
nutrients, what they considered to be the likely dietary
effect of eating this kind of food, and what ki nds of
food and products would they buy, but we evaluated it in
terns of these realistic tasks.

Now, in the case of privacy disclosure, you have
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a simlar kind of possibility, you could have product
rating kinds of tasks, where people |ook at the privacy
di scl osure and are asked to describe the attributes of
the particular product or service, or you can have
product sel ection kinds of tasks, where people are asked
to choose which of two kinds of services they would buy.

You have the additional issue of the
opt-in/opt-out purpose, which is actually the only clear
purpose that is really defined for privacy discl osures.
You can neasure how the different kinds of presentations
affect people's opt-in and opt-out choices. You can
certainly look at what kinds of products people wll
buy, and I think in the case of privacy disclosures, one
t hing you probably want to examne wth sone care is
what kind of information search is triggered by these
ki nds of discl osures.

When you neasure the performance characteristics
of your disclosures, you really need to have control,
you have to conpare how the disclosure works relative to
products that don't have those kind of disclosures. And
you need to test how well different kinds of privacy
di scl osures, formats, work in nmultiple choice
situati ons.

Now, in terns of evaluation, the main thing that
we | ooked at when we evaluated the inpact of the
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nutrition facts panel and the nutrition | abel
di scl osures was the market inpact, and this was, in
fact, the magjor effect of nutrition |abel format. It
triggered a | ot of new production introductions. It
changed the market share of different types of products.
It changed the type of advertising that we saw
associated with a group of products. W started to see
much nore quantitative kinds of clains being nmade in
advertising about products.

In terns of evaluating | abel usage by consuners,
we neasured things |ike frequency of use, which
interestingly did not change very nmuch, because people
had al ways said that they read food | abels, and even
after the nutrition facts panel cane in, they still said
that they read food |abels. But they used it for
different things. They found the |abel useful for
different things. And one of the things we found was
that an increase in the use of the food | abel for
guantitative evaluation of products, and in particular,
whet her products were high and low in specific
nutrients.

We al so | ooked at what they saw as the perceived
credibility of the information, and the food | abel has
an interesting character, which privacy disclosures do
as well, I would think. It is that there's a
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di stinction in the consumer m nd between what we call
the front panel, which is used for pronotional purposes
and marketing, and the back panel, which is the
di scl osure of regulated information required by the
gover nnment .

And the nutrition facts panel has great
credibility. 1It's seen as the gold standard relative to
the pronotional nmessages that are seen on the front.

And what we | ooked at was the effect of the nutrition
facts panel on the perceived credibility of the front
panel statenents. And one of the things we found is

t hat that increased.

Finally, we |ooked at the consunmer acceptance of
the nutrition facts panel, and what we found is
sonet hing that has actually been found in many cases,

t hat what people really like is they |Iike val ue-added
information. It tells themsonething they don't know,
that they want to know. That is the key to the consuner
acceptance for nutrition disclosure.

What we' ve also found is that people saw
this information as having a purpose. And in the case
of the nutrition label, they lIike the purpose. They
t hought that the purpose was to tell them about the
relative nutrition characteristics of the product that
were relevant to their health, and that was its purpose,

For The Record, Inc.

Wal dorf, Maryl and
(301) 870-8025



© o0 N o o b~ w N P

N N N N N N P B R R R R R R R
ag A W N P O O 00 N oo 0o p»dM W N - O

60
and what they really liked is that it achieved that
purpose. It was seen as well designed and appropriate
to the purpose that it was intended for.

I n general, people liked the fact that the
information was seen as in their interest, and not in
the interest of the manufacturer. The other thing we
found is that consunmers basically don't know why t hat
informati on was there. They have no idea what the
regul ations are, and you can't ever assune that they
know t hat .

We al so | ooked at that in terns of |abel design.
Consuners are critics. They like |labels that are
| egi bl e, conprehensible, easy to use, and serve the
i nt ended pur pose.

| should say that just in response to the
comment made this norning about how the nutrition | abel
has failed to stemthe tide of obesity in the country,
it's actually the case that nutrition | abel is not
really intended, and it's really not seen by consuners
as telling themwhat they should do. It's neant to
informtheir choices, and that's why they like it, they
see it as serving an appropriate purpose.

There are many, many reasons why people are
overeating, and the nutrition |abel is really not
probably a major contributor one way or another of that.
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But the fact is, and this is the truly inportant thing,
is that there's actually a whole body of literature,
very well docunented, that the nutrition | abel has
serious effects on market behavi or, consuner behavior,
and product choices, and it's really on those grounds
that you have to evaluate the inpact of the nutrition
| abel .

M5. SALTZMAN: Thank you

We have sonme questions fromthe audi ence. The
first is: As experts in witing readable, useful
docunents, do you really believe a single notice can be
prepared that gives consuners enough information to nmake
i nformed choi ces about financial institution privacy, or
does a notice have to be part of a broader consuner
education programto succeed?

Anyone want to respond?

M5. ETZKORN: Well, | would respond by saying
that | think it probably would be nore effective if it
were in the context of a broader canpaign. Someone in
an earlier presentation brought up the repetitive drip
effect of advertising, and its effectiveness, and |
think there is applicability in that concept, that it
isn't a single mailing and a single format that wll
probably really educate peopl e.

MR. HOCHHAUSER: | agree. It depends, in |arge
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part, on what do you want the privacy notice to
acconplish? If you just want to provide information
about your privacy policy and the sharing of
information, that's one thing. |If you want to make it
nore of your corporate strategy, and custoner relations,
then it's sonething else. And you may want to really
incorporate it into a broader comruni cations approach

MR LUTZ: Well, this is actually sort of
buil ding on the |ast one. Wuld you recomend t hat
institutions pursue and regul ators encourage a privacy
communi cation strategy that goes beyond the fornma

mandat ed noti ces?

Come on, that's the biggest softball | could
t hr ow you.
MR FISK: | would say absolutely. | nean, |

think fromdraw ng on our experience with nutual fund
prospectuses, a |lot of what happened there was because
some mutual fund conpani es decided to go way, way beyond
what was required, and that was where the biggest
efforts at sinplification and conmuni cati on took pl ace.
So, | don't see that this would be any different.
t hink the opportunity is out 