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         1                      P R O C E E D I N G S

         2                      -   -   -   -   -   -

         3    OPENING REMARKS:

         4            CHAIRMAN MURIS:  Good morning, and welcome to 

         5    Get Noticed.  Today's workshop is cosponsored by the 

         6    eight federal agencies responsible for implementing and 

         7    enforcing the Gramm-Leach-Bliley Act.  In addition to 

         8    the Federal Trade Commission, the agencies are, here we 

         9    go, the Office of the Comptroller of the Currency, the 

        10    Federal Reserve Board, the Federal Deposit Insurance 

        11    Corporation, the Office of Thrift Supervision, the 

        12    National Credit Union Administration, the Commodity 

        13    Futures Trading Commission, and the Securities and 

        14    Exchange Commission. 

        15            On behalf of all of these agencies, I want to 

        16    express my appreciation for your interest and 

        17    participation in today's program.  More than 600 people 

        18    registered, a record number for this type of workshop.  

        19    Many who were unable to attend today have requested the 

        20    transcript and materials, as well as the CD-ROM being 

        21    prepared from today's proceedings. 

        22            Your presence today, and the interest 

        23    demonstrated as we developed this program, reflects the 

        24    widespread desire to improve the effectiveness of the 

        25    privacy notices mandated under GLB. 
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         1            By effective notice, I mean by providing 

         2    policies that are easy to find, easy to read, and easy 

         3    to comprehend.  As you all probably know too well, the 

         4    regulations implementing GLB require that financial 

         5    institutions provide clear, conspicuous, and accurate 

         6    notice of their privacy policies and practices to their 

         7    customers. 

         8            The regulations specify the general content, but 

         9    don't mandate any particular language.  This flexibility 

        10    was actually intended to allow different financial 

        11    institutions to draft notices particular to their 

        12    practices. 

        13            This past year, consumers were flooded with 

        14    financial privacy notices.  Most people would agree that 

        15    the experience has been mixed.  The good news is that we 

        16    have seen many clear, understandable notices, some of 

        17    which will be showcased today.  The bad news is that we 

        18    have seen some that are dreadful.  Notices that are 

        19    written in language unintelligible to consumers. 

        20            Indeed, I once remarked that in some respects, 

        21    this is a statute that only lawyers could love, of 

        22    course until they found out that it applied to them. 

        23            (Laughter.)

        24            CHAIRMAN MURIS:  What we've learned in this 

        25    process is that providing effective financial notice is 
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         1    a challenging task.  Information sharing processes can 

         2    be complex and difficult to describe in simple language. 

         3    Also, the act itself creates complex distinctions 

         4    regarding what information should be included in the 

         5    notice, when choice is required, and when information 

         6    sharing is permitted. 

         7            It is not surprising that describing these 

         8    complex practices has led some financial institutions to 

         9    seek more guidance about the content and form of these 

        10    notices from the agencies and from industry leaders. 

        11            We, therefore, thought it would be helpful to 

        12    have this workshop, to discuss how to provide effective 

        13    financial privacy notices.  We also hope to learn about 

        14    the cost of providing notices, and the effect of the 

        15    notices on consumer behavior. 

        16            The FTC has found that public workshops, like 

        17    this one, can be extremely useful to educate and inform 

        18    the public and the private sector about important 

        19    issues.  We can encourage creative and innovative 

        20    thinking to address those issues. 

        21            Today's program gives us an opportunity to hear 

        22    from a number of experts and leaders in financial 

        23    privacy and consumer education.  Following each of our 

        24    four panel discussions, members of the audience will be 

        25    invited to ask questions. 
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         1            Our first panel features financial institutions 

         2    that have spent considerable time and resources 

         3    developing privacy notices designed to communicate 

         4    effectively with their customers. 

         5            In our second panel, several new surveys 

         6    regarding consumers' attitudes and experiences with 

         7    notices will be discussed.  A number of interesting 

         8    questions are addressed in the surveys, such as whether 

         9    consumers read privacy notices, and why and how privacy 

        10    concerns have affected consumers' online behavior. 

        11    Representatives of consumer and privacy groups will also 

        12    discuss what they believe consumers want and need to 

        13    know about their financial institutions' information 

        14    practices. 

        15            Our morning session will conclude with some 

        16    remarks on the challenges of providing effective notice 

        17    by my colleague, FTC Commissioner Mozelle Thomson.  I 

        18    also note that another colleague, Commissioner Orson 

        19    Swindle, is here, I'm sure Orson, like the rest of us, 

        20    is hoping to learn from today's workshop. 

        21            After lunch, we will bring together 

        22    communication experts to help us learn more about 

        23    effective communication with consumers. 

        24            Our fourth and final panel will include 

        25    representatives of industry, consumer groups and state 
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         1    agencies.  They will describe several current 

         2    initiatives to help achieve more effective notice and 

         3    increase consumer education about privacy.  Today's 

         4    program will be filled with new ideas for developing 

         5    privacy agendas that are easy to find, read and 

         6    understand. 

         7            I also hope we will examine related issues, such 

         8    as the cost of providing the notices, and whether the 

         9    presentation of the notice affects consumer opt-out 

        10    rates.  We also will ask whether financial institutions 

        11    benefited from developing notices that are more 

        12    effective or change their information sharing practices 

        13    in response to GLB. 

        14            We hope that you will use what you hear today to 

        15    review your notices and consider how they might be made 

        16    more effective.  I know that many of you have spent 

        17    considerable resources to meet the requirements of the 

        18    new law.  However, each year presents an opportunity to 

        19    make your annual notices more consumer friendly.  We 

        20    hope you will take that opportunity. 

        21            Finally, I want to thank the interagency 

        22    workshop team for their hard work in planning this 

        23    workshop.  Coordinating the project among eight separate 

        24    agencies was no small feat.  I commend the team members 

        25    for their diligence and creativity in putting this 
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         1    ambitious agenda together. 

         2            Thank you, again, for your participation today.  

         3    I trust it will be a productive and beneficial workshop 

         4    for us all. 

         5            (Applause.)

         6            MS. BROF:  I'm back, and I just want to fill in 

         7    some details after that very helpful overview from the 

         8    Chairman.  As he said, to make this day as informative 

         9    as possible, we want to hear from you in the audience as 

        10    well as those people here on stage, and we have reserved 

        11    about 15 minutes at the end of each panel for a question 

        12    and answer period.  And you'll see preprinted question 

        13    cards in your folders, they look like this.  There's 

        14    four of them, and if you need more, there's some in a 

        15    box outside where you picked up your folders. 

        16            At set intervals during each panel, prior to the 

        17    question and answer period, agency staff will be 

        18    cruising the aisles, picking up question cards, starting 

        19    about a half hour into each panel.  So, if you have 

        20    questions at that point, start passing them down to the 

        21    end of the row closest to you and I will ask the lucky 

        22    people sitting at the ends of each row to just hold onto 

        23    those cards until a staff person picks them up. 

        24            Along with the question cards, in your folder, 

        25    you'll also find a CD-ROM, which contains the Power 
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         1    Point presentations that will be delivered today, along 

         2    with other public comments that we have received about 

         3    the workshop so far.  You will also find hard copies of 

         4    some materials for the panel presentations in your 

         5    folders.  And we didn't include entire Power Points in 

         6    there, saving some trees, but that's all in the CDs, and 

         7    the only thing in terms of hard copies in your folders 

         8    are some excerpts of presentations that involve a lot of 

         9    text, to help you follow along. 

        10            As far as the CDs go, we will be releasing a new 

        11    one after the workshop, and that version will include 

        12    all the presentations and public comments that we have 

        13    received, as well as the transcript.  And since the 

        14    comment deadline isn't until January 4th, the new CD 

        15    won't be available until some time after that date.  So, 

        16    remember that date, too, for your purposes, January 4th, 

        17    if you want to comment on the workshop. 

        18            Information on how to order a CD is available at 

        19    the website, where you registered.  I'm sure you're all 

        20    familiar with www.ftc.gov/glbworkshop.  And most 

        21    importantly, we will send you the CD for free.  You will 

        22    also be able to download the documents on the CD 

        23    separately via the website.  All the presentations you 

        24    see today should be posted by the end of the week, 

        25    thanks to our fantastic staff here.  

                                For The Record, Inc.
                                 Waldorf, Maryland
                                   (301) 870-8025



                                                                     9

         1            And now for the really important information, 

         2    the bathrooms are located right across from the 

         3    amphitheater as you exit, and there's also some around 

         4    the corner to the left as you exit.  The food court is 

         5    on this level, on the other side of the building, 

         6    towards 14th Street, and when you break for lunch, there 

         7    will be signs directing you in the building and staff 

         8    people around to help you find it. 

         9            And speaking of food, there's none allowed in 

        10    the amphitheater, and neither are drinks.  And, finally, 

        11    there are phones right by the amphitheater as well, 

        12    where you check your coats, if you did, just to the 

        13    right where you exit. 

        14            And last, but certainly not least, please note 

        15    that though this workshop is, of course, sponsored by 

        16    federal agencies, nothing said today, even including by 

        17    the agency moderators, reflects the official position of 

        18    any of the cosponsoring agencies, except, of course, 

        19    that we hope you enjoy the workshop and are able to stay 

        20    until the end of the day, since each panel offers 

        21    important information about developing financial privacy 

        22    notices. 

        23            And, now, it's time to begin with our first 

        24    panel, "The Challenges of Providing Effective Financial 

        25    Privacy Notices:  The Industry Experience."
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         1                             PANEL 1

         2                      -    -    -    -    -

         3            MS. FRIEND:  Good morning, everyone.  Welcome to 

         4    the financial privacy workshop, and a particular welcome 

         5    and thank you to the panelists and members of the 

         6    audience who came from out of town to join us today in 

         7    Washington.  My name is Amy Friend, and I'm an Assistant 

         8    Chief Counsel at the Office of the Comptroller of the 

         9    Currency, and I am joined by my co-moderator, Stephanie 

        10    Martin, who is in the middle of the panel, who is an 

        11    Assistant General Counsel of the Federal Reserve Board. 

        12            I think it's clear from the level of interest in 

        13    this workshop that complying with the new privacy 

        14    provisions has proved very challenging, probably more 

        15    challenging than either the regulators or the regulated 

        16    could have anticipated.  The first panel will begin what 

        17    the agencies hope will be a constructive dialogue today, 

        18    and into the future, about how financial institutions 

        19    can clearly and simply describe consumer privacy rights, 

        20    and yet still satisfy complex legal requirements for 

        21    providing these notices. 

        22            Our first panel of representatives from the 

        23    financial services industry will discuss the challenges 

        24    that they faced in devising their privacy notices.  Each 

        25    one of these panelists has worked extensively on 
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         1    crafting privacy notices, and on leading his or her 

         2    company's efforts to comply with the privacy 

         3    regulations.  Collectively, the institutions these 

         4    panelists represent have delivered privacy notices to 

         5    tens of millions of consumers -- probably over 100 

         6    million consumers, I would think.  You will hear about 

         7    the different strategies these companies use to make 

         8    their privacy notices more effective for their 

         9    consumers, from using focus groups to gauged consumer 

        10    reaction to their notices, to involving representatives 

        11    from diverse businesses and divisions within their 

        12    company, to looking beyond the sample language in the 

        13    regulations. 

        14            And, now, I would like to briefly introduce 

        15    these panelists.  For more details about their 

        16    biographical information, you can consult your folders.  

        17    On my far left is Robin Warren, who is the Privacy 

        18    Executive for Bank of America. 

        19            Next to Robin is Stacy Suggs, she's an Assistant 

        20    Vice President and Compliance Officer for Bank 

        21    Independent in Sheffield, Alabama. 

        22            Pauline Scalvino is an Assistant Vice President 

        23    and Compliance Officer for The Vanguard Group. 

        24            Next to Pauline is Paul Metrey, he is the 

        25    Director of Regulatory Affairs for the National 
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         1    Automobile Dealers Association. 

         2            Then we have Stephanie Martin with the Federal 

         3    Reserve Board. 

         4            Next to Stephanie -- well, I'm next to 

         5    Stephanie, and then there's Ellen Koplow, who is Senior 

         6    Vice President and General Counsel of Ameritrade Holding 

         7    Corporation. 

         8            And we have Julie Johnson, who is the Chief 

         9    Privacy Officer for Bank One. 

        10            Next to Julie is Richard Harvey, who is Vice 

        11    President and the Chief Compliance and Privacy Officer 

        12    for Chevy Chase Bank. 

        13            And last but not least, we have sitting next 

        14    to me now is Steve Durkee, who is the Privacy 

        15    Implementation Officer for Citigroup. 

        16            I've asked each of the panelists to preface 

        17    their remarks with a very brief description of their 

        18    financial institutions and the number of initial privacy 

        19    notices that they were required to deliver by July 1, 

        20    which was the mandatory compliance date for the 

        21    regulations. 

        22            I think this information should give you some 

        23    sense of the companies represented before you, and the 

        24    extent of their obligations under the privacy 

        25    regulations.  
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         1            I'm going to begin by posing a question to Steve 

         2    and then sit down while he's answering and join the 

         3    other panelists.  So, Steve Durkee, Citigroup has 

         4    offered some form of a privacy notice to its customers 

         5    since the 1970s, and has also allowed its customers to 

         6    opt out of marketing solicitations since the eighties.  

         7    I'm wondering if you can talk about how this experience 

         8    with self regulation affected Citi's approach to 

         9    complying with the new legal requirements for notice and 

        10    opt-out. 

        11            MR. DURKEE:  Okay, thank you, Amy. 

        12            Can everybody hear?  I guess so. 

        13            Citigroup offers banking, insurance and security 

        14    products through Citibank, SolomonSmithBarney, 

        15    Traveler's Insurance, Primerica, CitiFinancial, Diners 

        16    Club and other companies.  In 2001, we sent out over 125 

        17    million notices to existing customers and changed 

        18    hundreds of processes to enable us to deliver the 

        19    notices to new customers.  How many of you remember 

        20    before GLB?  Seems like a long time ago. 

        21            Before GLB, our privacy notices were somewhat 

        22    different.  They were geared toward building trust, 

        23    answering questions that customers really wanted us to 

        24    talk to.  For example, in the eighties, we, like many 

        25    others, faced a challenge.  While many customers 
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         1    appreciated the special offers we could give them, some 

         2    didn't want them. 

         3            Our challenge was how to continue to offer those 

         4    items and give people a way out.  This resulted in 

         5    offering privacy choices in our annual mailings to our 

         6    card members.   These allowed customers to opt out, not 

         7    only from third party marketing, but also from our own 

         8    marketing. 

         9            So, this was quite different, but it fit with 

        10    what we wanted to do at that time.  Another important 

        11    question came up when Citicorp and Travelers Group 

        12    merged in 1998.  One of the things that our customers 

        13    really wanted us to say was whether or not we shared 

        14    medical information.  Our answer was clearly no, we 

        15    don't, we don't intend to.  Period. 

        16            We sent out that message with other important 

        17    information in our privacy promise for consumers, which 

        18    we deliver globally, actually to almost 100 million 

        19    customers around the world.  We have done that now for 

        20    three years. 

        21            Those experiences were very important to how we 

        22    approached GLB.  But, as Chairman Muris said, GLB is a 

        23    little bit different than most other regulations and 

        24    notices.  It combines self regulation, and by that I 

        25    mean it gives companies a choice, it doesn't tell us 

                                For The Record, Inc.
                                 Waldorf, Maryland
                                   (301) 870-8025



                                                                     6

         1    what to do, it tells us what decisions we have to make.  

         2    And then we have to tell our customers what our 

         3    decisions were.  And hopefully the marketplace will 

         4    shake out and we will find out, number one, how to 

         5    communicate, and number two, what our customers really 

         6    want. 

         7            The first thing we had to do was make a 

         8    decision, were we going to share or were we not going to 

         9    share.  The only credible thing that our customers said 

        10    we could say was that we share.  We have a reputation 

        11    for cross marketing, that's what they came to us for.  

        12    We had quite a few things that we could offer that we 

        13    didn't want to give up and our customers didn't want us 

        14    to give up.  So, we had a clear decision made, and we 

        15    thought we could communicate it.  We could tell our 

        16    customers that we would share their information unless 

        17    they opted out. 

        18            Why did we think we had that trust from our 

        19    customers?  We depend upon long-term, stable 

        20    relationships.  These customers were not there for the 

        21    short-term, and neither were we.  We, like you, have 

        22    very limited sharing and tightly control that sharing.  

        23    We do it for very specific purposes.  We, like most of 

        24    you, are intensely concerned with the security of our 

        25    customers. 
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         1            When we talked to our customers, they appeared 

         2    to know and accept that we would protect them.  Our 

         3    prior experience also made us comfortable giving very 

         4    clear privacy choices to our customers.  Even our many 

         5    companies who do not share customer information -- we 

         6    have quite a few of those -- agreed that they would give 

         7    those choices to their customers, just so they would be 

         8    able to preserve options that may be very important in 

         9    the future. 

        10            We did send those notices out and we got a 

        11    pretty good reaction.  As an aside, in earlier 

        12    discussions with Amy, I said I would talk about our 

        13    experience with opt-outs.  We've, again, been getting 

        14    opt-outs for more than ten years, and while an initial 

        15    reaction might be low, these accumulate over time. 

        16            So, for our companies that have fairly 

        17    aggressive marketing, over some period of time, it 

        18    stabilizes around a third of the customers opting out 

        19    from telemarketing.  So, you don't talk about what 

        20    happens at one time, you talk about over time.  That 

        21    figure of about one third is pretty much what Alan 

        22    Westin and other surveys would say would be the size of 

        23    the group that really weighs privacy values over almost 

        24    anything else.  So, we think that number may be a good 

        25    stable area. 
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         1            In companies where we don't share, where we 

         2    offered an opt-out, even after three years opt outs were 

         3    in the low single digits.  And holding at that level.  

         4    There's, I think, more a fear by customers of losing 

         5    something, than cutting out an already limited amount of 

         6    marketing in those areas. 

         7            So, we thought we would get a rational reaction 

         8    from our customers based upon what was important to 

         9    them, and again, that's what we saw. 

        10            Third, we thought that what we had said before 

        11    in our privacy promise was still going to be important, 

        12    so we included our Citigroup privacy promise in our new 

        13    notice for consumers.  That worked well. 

        14            Fourth, our experience made us appreciate the 

        15    very, very hard work of our agencies, both at the 

        16    federal and the state level, in having consistent 

        17    regulations, doing their best to come up with succinct 

        18    disclosures that consumers could understand, and we 

        19    really have not gotten negative feedback from our 

        20    customers.  In fact, customers saw that the new notice 

        21    as a regulatory requirements and accepted it as such, as 

        22    long as we also clearly said what we would do with their 

        23    information. 

        24            One of the questions I get asked most is, why 

        25    did they pick on the banking industry, and insurance, 
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         1    and securities?  Don't we have good practices?  One of 

         2    the things we've also learned from our early 

         3    experiences, this stuff takes time.  In general, people 

         4    look at the best to come up with good examples, and our 

         5    industry, I think, is extremely good at both sharing, 

         6    controlling sharing, and explaining complex things to 

         7    our customers.  So, therefore, it's not unusual in that 

         8    context to think that we are going first. 

         9            There are a lot of experiments that are going 

        10    on, you'll hear about today -- short notices, addressing 

        11    what's important to your customers, listening to 

        12    customers.  Again, this takes time.  As I said, that was 

        13    our main lesson.  Before GLB we had years to work this 

        14    stuff out, in controlled environments, now we're under a 

        15    very condensed time table. 

        16            Even so, you have to make a decision after 

        17    testing notices with your customers, changing processes 

        18    and operations, then going back and auditing, whether  

        19    what you thought you put in place was actually what you 

        20    did put in place.  So, as we go forward, we're looking 

        21    at the feasibility of providing short notices in 

        22    particular.  We're trying to get an early start on this 

        23    so that we have time to get something meaningful in 

        24    place within a relatively decent time frame. 

        25            Thank you. 
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         1            MS. FRIEND:  Thank you, Steve. 

         2            This is on behalf of the GLB agencies, I'll 

         3    thank you for the plug for our consistent regulations.  

         4    Now I'm going to turn to Robin Warren of Bank of 

         5    America, and I wanted to talk to Robin about the 

         6    consumer focus groups that they used to test their 

         7    privacy notice.  Specifically, Robin, I'm wondering if 

         8    you can talk about the impact of these focus groups on 

         9    your notice and whether you thought involving consumers 

        10    in the process while you were drafting ultimately ended 

        11    up in a more effective notice. 

        12            MS. WARREN:  Thanks, Amy. 

        13            Let me give you a little bit of background.  

        14    Bank of America had a privacy policy in place for 

        15    several years prior to Gramm-Leach-Bliley and we felt 

        16    like we had a good story to tell, but this was an 

        17    unprecedented communication that was going to be with 

        18    all of our consumer customers.  We sent out about 45 

        19    million notices to our existing customers during 2001, 

        20    and that doesn't count the new customers that received 

        21    notices this year. 

        22            So, it touched every customer.  We have about 20 

        23    subsidiaries that have consumer customer relationships, 

        24    and the kinds of products and services they have range 

        25    from, of course, banking services, credit card, 
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         1    insurance, securities brokerage relationships, real 

         2    estate and mortgage, auto and other specialized 

         3    financing subsidiaries.  And we were going to have this 

         4    apply to every customer in every location of every 

         5    subsidiary of Bank of America.  So, it was important for 

         6    us to make this a positive point of contact with all of 

         7    our customers. 

         8            The complexity of Gramm-Leach-Bliley, the law 

         9    and the regulations, was a challenge.  Even though we 

        10    were not changing the substance of our policy in any way 

        11    as a result of Gramm-Leach-Bliley, we had to figure out 

        12    how we were going to fit our Cinderella's foot into an 

        13    unforgiving GLB glass slipper. 

        14            This was a learning process for us, we knew it 

        15    would be for our customers, for the entire industry, and 

        16    we didn't know how our customers were going to respond, 

        17    not only to our policy, but we knew they would be 

        18    receiving notices from a lot of other institutions.  

        19    They would be reading about it in the media, and hearing 

        20    about it in the media, and we knew that they would be 

        21    getting our notice in that context. 

        22            We didn't want our key messages to get lost in 

        23    the detail.  These were that we don't share or sell 

        24    information, customer information, with outside third 

        25    party marketers, that we do give our customers choices 

                                For The Record, Inc.
                                 Waldorf, Maryland
                                   (301) 870-8025



                                                                    12

         1    when it comes to receiving direct marketing from us, 

         2    that we honor those choices across our entire company, 

         3    and that we do share information among our affiliates in 

         4    order to deliver the kinds of services our customers 

         5    expect, in the way they expect to deal with us. 

         6            We knew early on that we wanted to solicit 

         7    feedback from our customers, so we began by preparing 

         8    our notices and trying to get them into a near final 

         9    draft that we would then show to groups of customers to 

        10    get their feedback.  And we decided it would be a 

        11    marketing style brochure, that it would look very much 

        12    glossy, full color, with cover art on it, regular 

        13    marketing size type, lots of headings to break up the 

        14    messages into digestible pieces, and an introductory 

        15    paragraph that highlights our key points that we wanted 

        16    to make sure, again, would not get buried in the 

        17    messages. 

        18            We also, wherever possible, avoided the use of 

        19    jargon, and that was a big risk, as our lawyers told us, 

        20    because it meant that we didn't use a lot of the sample 

        21    language from the regulation, because we didn't want to 

        22    use jargon that we thought would be offputting to our 

        23    customers.

        24            Once we had it, as I said, nearly final, we took 

        25    it to focus groups of customers, and we did it in a 
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         1    number of geographic locations across the country to 

         2    make sure that if there were geographic differences, we 

         3    would understand that as well.  What we found out was 

         4    that they really did like the section headings, that 

         5    they found that very helpful.  They also liked the 

         6    introductory remarks, they found once they read through 

         7    the policy that the introductory paragraphs that we had 

         8    really did focus them on what were the key points to 

         9    them. 

        10            They felt that the sequencing of information in 

        11    our policy was logical and easy to follow.  But they did 

        12    tell us that some of the terms we use, even though we 

        13    thought we had taken all of the jargon out of it, some 

        14    of the terms were still confusing to them, and they 

        15    identified those to us and helped us figure out better 

        16    ways to say them that would be more understandable by 

        17    consumers. 

        18            We also found, much to our surprise, that they 

        19    tended to read between the lines, and they tended to get 

        20    things out of the policy and out of the notice that 

        21    weren't there.  And, so, it was very helpful to 

        22    understand what those were.  And while we had a lot of 

        23    examples in our notice to begin with, after the focus 

        24    groups with the customers, we learned that we needed to 

        25    add even more examples of what we meant, because without 
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         1    those examples, they drew very surprising conclusions 

         2    about what they thought we meant. 

         3            So, we added more examples after the focus 

         4    groups with our customers.  We learned to be very 

         5    straightforward.  They said they wanted the cover to say 

         6    that this is our privacy policy for consumers, and they 

         7    told us where they thought some concepts were confusing.  

         8    They liked the nonrequired information best in our 

         9    policy.  We gave them information about how to opt out 

        10    of direct marketing with us, which was not required by 

        11    GLB, and we also gave them information about how to 

        12    contact the credit bureaus and The Direct Marketing 

        13    Association, if they wanted to get their names off other 

        14    lists.  And they thought that was probably the most 

        15    important information we gave them. 

        16            We followed this up, this past summer, with 

        17    conducting another round of focus groups with our 

        18    customers to look at the policies and the notices that 

        19    we're going to be sending out in 2002, and again, we 

        20    haven't changed the policy, but both we and our 

        21    customers, have been better educated over the last year, 

        22    and we have learned some ways to tweak the notices, 

        23    which we've incorporated, again, based on customer 

        24    feedback, into the notices that even as we speak are on 

        25    their way to our 6,000 distribution points to begin 
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         1    distribution in January of 2002. 

         2            MS. FRIEND:  Thank you, Robin. 

         3            I'm glad to hear you call the regulations a 

         4    glass slipper rather than the ugly duckling.  I'm going 

         5    to turn now to Stacy Suggs with Bank Independent.  In 

         6    contrast to the two panelists we have just heard from, 

         7    who it sounds like have delivered over 160 million 

         8    notices, you represent a small institution.  Your bank, 

         9    therefore, may have had a different approach to 

        10    complying with the privacy regulations.  I'm wondering 

        11    if you can talk about what were the particular 

        12    challenges you faced as a community bank in 

        13    communicating to your consumers through these notices. 

        14            MS. SUGGS:  Thank you, Amy. 

        15            First of all, to give you an overview of our 

        16    bank, Bank Independent is located in Sheffield, Alabama, 

        17    it's approximately 120 miles northwest of Birmingham, 

        18    and it's been a family owned and operated commercial 

        19    bank for over 50 years. 

        20            We have 11 branch locations within the Colbert 

        21    and Lauderdale MSA and our total asset size is 

        22    approximately 350 million.  And this year we mailed 

        23    approximately 34,000 privacy notices to all our existing 

        24    customers. 

        25            So, to answer Amy's question and to talk about 
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         1    today what we're here for, the challenges that we faced 

         2    in developing our privacy notice, my initial concern was 

         3    that our customers in the general public might not be 

         4    able to easily understand some of the content of the 

         5    privacy notice.  And some of the challenges we faced 

         6    included making sure that our notice would be accurate, 

         7    that it would be easy to understand for our customers, 

         8    and how to emphasize our opt-out, because we did choose 

         9    to share information.  And also training our employees 

        10    and other factors that we considered during the process. 

        11            So, the process we went through, in order to 

        12    meet these challenges when we began working on privacy, 

        13    included first of all a committee, similar to the way we 

        14    handled Y2K.  And we found that the work we had done on 

        15    Y2K was very helpful and useful with privacy, because we 

        16    had done a lot of studies and research on our 

        17    information systems.  So, it sort of laid the 

        18    groundwork, if you will, for privacy.  It was very 

        19    helpful.  We formed a privacy committee and it 

        20    represented each senior officer at our bank, including 

        21    marketing, data processing, branch and credit 

        22    administration, accounting, auditing operations, our 

        23    legal counsel, and compliance. 

        24            We had every area of the bank involved with our 

        25    privacy program.  I was then appointed as the bank's 
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         1    privacy officer, and I chaired the committee.  We 

         2    studied the regulation and we utilized various 

         3    resources, including the American Bankers Association's 

         4    privacy tool kit to begin developing our notice, and 

         5    that was very helpful.  It took the model language, but  

         6    I think, made it into a more easy-to-read and understand 

         7    notice that would be beneficial to our customers. 

         8            We then formulated a time line to develop our 

         9    privacy policy, our procedures, our notice and other 

        10    related tasks that were involved in our privacy program. 

        11            To talk about the challenges, the first 

        12    challenge was ensuring that our notice was accurate, of 

        13    course.  Our privacy committee was very helpful in this 

        14    area, since all of the banks were involved.  Also, 

        15    conducting a thorough information self assessment was 

        16    very productive in making sure we knew the flow of our 

        17    information, and in making the decisions that we needed 

        18    to develop our notice. 

        19            Another factor that was a challenge was 

        20    developing a notice that would be easy to understand.  

        21    As with any new regulation, our goal is always to try 

        22    and simplify as much as possible, especially when it's 

        23    going out to the customer.  And with the requirements of 

        24    the new privacy notice, we wanted to make sure that our 

        25    customers and the general public would easily understand 
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         1    the contents. 

         2            So, in developing our notice, length was a 

         3    factor.  Our goal was to make it as short as possible, 

         4    but to include all the required and pertinent 

         5    information in the regulation.  Uniformity was another 

         6    factor.  We decided to develop one privacy notice that 

         7    would not only include our general information, but also 

         8    Internet banking information. 

         9            We just began offering Internet banking to our 

        10    customers this year, so we thought that it would be a 

        11    good idea and less confusing to our customers for them 

        12    to see one privacy notice on our website and one privacy 

        13    notice in the mail.  All the information that they would 

        14    need would be right there. 

        15            The layout was another consideration that we 

        16    took into account, as far as paragraph format, using a 

        17    normal font size, bold facing where appropriate, 

        18    especially for the opt-out. 

        19            And once we had a rough draft completed, I 

        20    submitted our privacy notice to various acquaintances 

        21    and coworkers to get their feedback on the content.  I 

        22    think this was very helpful in testing the readability 

        23    of our notice and making any changes where appropriate. 

        24            Another challenge was structure of the opt-out.  

        25    Once we decided we wanted to share information in the 
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         1    future, for example, name, address and telephone number, 

         2    we had to determine how we wanted to structure the 

         3    opt-out.  We looked at it from a customer's perspective 

         4    in regards to how the opt-out would be applied.  For 

         5    example, opt out on all accounts now and in the future, 

         6    rather than per account. 

         7            We also took other factors into consideration.  

         8    We decided to include information about our do-not-call 

         9    list for telemarketing purposes in our notice, as well 

        10    as the Children's Online Privacy Protection Act. 

        11            Another challenge was training our employees.  

        12    Extensive training was conducted for all our employees 

        13    on our privacy policy procedures in our notice.  This 

        14    was an important aspect so that they would understand 

        15    the privacy requirements and be able to easily explain 

        16    the information in our notice to our customers and 

        17    answer anticipated questions. 

        18            Although many challenges were associated with 

        19    developing our privacy notice, I believe we took the 

        20    necessary steps in order to deliver an accurate notice 

        21    that our customers would understand.  We understand that 

        22    privacy is important and we continually strive for ways 

        23    to improve the content of our notice and all other areas 

        24    of our privacy program. 

        25            Thank you. 
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         1            MS. FRIEND:  Thank you, Stacy.

         2            I'm going to turn now to Paul Metrey, who 

         3    represents another small business perspective.  Paul is 

         4    in a different position from the other panelists because 

         5    he is not with a financial institution, but he is with a 

         6    trade group that represents a number of small businesses 

         7    who I think were surprised to find that they would be 

         8    considered a financial institution under the regulation, 

         9    and that's automobile dealers. 

        10            Can you talk about what your association did to 

        11    advise your members that they were covered by the new 

        12    privacy provisions and what their obligations were?  

        13    Also, if you could discuss the template that your 

        14    association provided members to use for their own 

        15    notices.  

        16            MR. METREY:  Certainly.  Just to describe our 

        17    membership, we represent over 19,000 new automobile and 

        18    truck dealers, about 18,000 are new automobile dealers 

        19    and about a thousand are new truck dealers, roughly.  

        20    And it was quite a learning curve for everyone.  

        21    Typically these are small retail businesses.  They 

        22    typically have much smaller assets than many of the 

        23    financial institutions that are governed by the 

        24    regulation, and they're not used to requirements that 

        25    apply to financial institutions. 
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         1            When many in the community first heard that 

         2    there would be a financial privacy regulation, they were 

         3    thinking that it would apply to banks and others, but 

         4    not to themselves.  So, as Amy was mentioning, that 

         5    certainly was a big effort to try to convince people 

         6    that, look, there are some types of business 

         7    transactions you are engaging in that this will apply 

         8    to, and you need to be prepared to provide privacy 

         9    notices and adhere to the other requirements of, in our 

        10    case, the FTC final rule. 

        11            Now, of course, it was also a challenge, because 

        12    as I indicated, they are all retailers.  Much of what 

        13    they do is nonfinancial in nature.  If you take, for 

        14    example, an automobile dealership, the work that they do 

        15    to service an automobile or to sell parts, or certainly 

        16    transactions with other businesses in a wholesale 

        17    context, really do not give rise to the requirements. 

        18            So, when someone talks about a customer, it does 

        19    not automatically jump out that it's going to be 

        20    something that gives rise to these requirements.  They  

        21    certainly have financial customers where they are 

        22    arranging for credit and extending credit; however, many 

        23    of their customers do not fall into that category. 

        24            So, consequently, a lot of it was sifting 

        25    through with them when this applies and when it does 
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         1    not.  And that was a rather large effort. 

         2            The membership is very diverse.  We do have some 

         3    that are rather large.  Most of them, however, are very 

         4    small.  In many cases, we could be talking about 

         5    entities with as few as ten, 20, 30, 40 people.  Many of 

         6    whom are nontechnical in nature.  It could be 

         7    salespersons, it could be mechanics or others. 

         8            Oftentimes, the onus of implementing any 

         9    regulation, whether it's in this case one from the 

        10    Federal Trade Commission that pertains to privacy, or 

        11    any other FTC regulation, or regulation from any other 

        12    department such as Treasury or Transportation or EPA, 

        13    will fall on a single individual within the dealership.  

        14    They just do not have the resources to try to fashion a 

        15    privacy notice that reflects many of the efforts that 

        16    you've heard about. 

        17            So, oftentimes, they will look outside to try to 

        18    get assistance, and that's really where the role of a  

        19    trade association comes in -- whether it's on the state 

        20    or federal level. 

        21            What we try to do to assist them, of course, 

        22    other than just generally trying to explain to them what 

        23    the requirements were, both with the privacy notice and 

        24    otherwise, we also try to provide them with some 

        25    standard templates.  But again, when you're talking 
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         1    about 19,000 members and they are as diverse as they 

         2    are, it's very difficult to get into any level of 

         3    specificity with that. 

         4            So, we were really largely wed to the sample 

         5    clauses that were provided in this case, again, by the 

         6    FTC, the clauses that were authorized to be used if they 

         7    were applicable, and that really assisted us in trying 

         8    to put together a standard notice.  So, that really is 

         9    what we were able to provide them.  There were a couple 

        10    of different templates, depending on whether or not they 

        11    owed a customer the right to opt out or not, but that 

        12    generally was the approach. 

        13            Even with that, there were certainly a lot of 

        14    questions that came up, such as, to whom do we have to 

        15    give the notice, when do we have to give it, and some of 

        16    the other particulars that you would expect with this 

        17    type of requirement.  We tried to work closely with the 

        18    FTC staff in trying to address those concerns and 

        19    queries, and that's still an ongoing process, of course, 

        20    as people continually try to improve the process. 

        21            Thank you. 

        22            MS. FRIEND:  Thank you, Paul. 

        23            I'm going to turn next to Ellen Koplow for the 

        24    perspective from a securities firm.  I'm wondering if 

        25    you could talk about the process that your company used 
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         1    to develop its notice, and then particularly focus on 

         2    the Internet notice that you have and whether you think 

         3    that delivering a notice over the Internet may offer 

         4    some opportunities for more effective communication than 

         5    a paper notice. 

         6            MS. KOPLOW:  Thank you. 

         7            Ameritrade Holding Corporation is a pioneer in 

         8    the online trading brokerage industry, with a 26-year 

         9    history of providing clients a self-directed approach to 

        10    investment services.  Through its private client and 

        11    institutional client divisions, Ameritrade provides tier 

        12    levels of brokerage products and services tailored to 

        13    meet the varying investing, trading and execution needs 

        14    of self-directed individual investors, financial 

        15    institutions and corporations. 

        16            As currently structured, there are eight 

        17    separate broker dealers that fall under the holding 

        18    company umbrella, seven of which we owned at the time 

        19    when we were first complying with Reg SP and through 

        20    which the delivery of privacy notices were at issue.  By 

        21    June of 2001, Ameritrade had delivered over a million 

        22    and a half notices to its clients. 

        23            Amy asked me to address how having a business 

        24    that operates primarily through the Internet affected 

        25    compliance with the delivery requirements of Reg S -P- 
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         1    my understanding is that we were contacted regarding 

         2    participation in this panel, in part, because of the 

         3    manner in which our privacy policy is structured. 

         4            When you access the policy online, the first 

         5    page has an introduction, and then we list all the 

         6    different informative provisions as topics from which 

         7    the client can choose, and link directly to view the 

         8    relevant provision. 

         9            For example, we're required to disclose what 

        10    information we collect, when we collect the information, 

        11    et cetera.  Each of these topics is phrased in question 

        12    form for ease of use and access by the client.  So, 

        13    included is the question, what information do we 

        14    collect, from which you can link directly to the answer. 

        15            Another example is that we have a question, can 

        16    I opt out of sharing my personal information with non- 

        17    affiliated third parties, which then links the client 

        18    directly to the opt-out provisions. 

        19            So, if a client doesn't care about how we use, 

        20    collect or share information, and only wants to opt out 

        21    of the sharing, the client can effectively skip over the 

        22    terms of the policy that he or she deems to be 

        23    irrelevant, and go directly and easily to the opt-out 

        24    provisions. 

        25            Now, I can't take credit for this idea.  
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         1    Ameritrade had a privacy policy on the website prior to 

         2    Gramm-Leach-Bliley as a matter of good Internet and 

         3    financial service practice, which I would periodically 

         4    update as the law developed, or as our use changed. 

         5            When Reg S-P was promulgated, the project was 

         6    elevated on the priority lists, and I was able to enlist 

         7    the help of our business executives.  It was the 

         8    business that had the forethought to treat this not as a 

         9    legal document, as was my inclination as general 

        10    counsel, but as another means to reach out to our 

        11    clients in a style that fits with our business and our 

        12    brand, direct and easy to follow. 

        13            After I was satisfied that the policy met all 

        14    the legal and regulatory standards, we sent it over to 

        15    the marketing department, who ultimately came back with 

        16    this structure.  We had the typical tug and pull of what 

        17    needed to be said and how.  As Robin referred to, the 

        18    jargon was something I was comfortable using, but made 

        19    their hair stand on end. 

        20            But what resulted, I believe, is a compliant 

        21    document that provides the information the client wants 

        22    in a manner that is pleasing and easy to read.  Once we 

        23    had a final document to work from, in January of 2001, 

        24    we put together a cross functional team of legal, audit, 

        25    marketing and technology, to devise the methods by which 
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         1    we would implement the delivery requirements.  The 

         2    initial notice is required to go to all current 

         3    customers, and under section 248.9 of Reg S -P- in a 

         4    manner that each customer can reasonably be expected to 

         5    receive actual notice in writing, or if the consumer 

         6    agrees, electronically. 

         7            The regulation goes on to explain that a 

         8    reasonable expectation of actual notice for the consumer 

         9    who conducts transactions electronically can be to post 

        10    the notice on the electronic site and require the 

        11    consumer to acknowledge receipt of the notice. 

        12            Although our policy was on the website, we could 

        13    not guarantee that current customers would access the 

        14    policy, nor did the system have a vehicle at that time 

        15    by which we could monitor who received the policy or 

        16    require acknowledgment of receipt.  Therefore, we felt 

        17    in order to reasonably expect that the privacy notice 

        18    would be received by our existing customers, we sent the 

        19    written policies to all existing customers in our 

        20    quarterly statements. 

        21            However, we were able to implement the 

        22    electronic delivery of initial notices for new clients 

        23    through our online application process.  With the 

        24    passage of the Electronic Signature Law in the summer of 

        25    2000, we incorporated the application process into an 
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         1    online form.  Additionally, since we are a regulated 

         2    company, we were already required to maintain certain 

         3    books and records of important information and 

         4    documentation, and keep records of certain client 

         5    communications. 

         6            So, between the E-sign verification process, and 

         7    the SEC books and records requirements, we already had 

         8    the systems and technology in place to create a line 

         9    item in the application for the privacy policy, create a 

        10    direct link from that line item in the application to 

        11    the privacy policy, create a vehicle that indicated the 

        12    person read the policy -- received and read the policy 

        13    in terms that they understood -- and record the client's 

        14    response, along with a version of the privacy policy 

        15    that was in effect when they accepted it. 

        16            We were able to incorporate a similar procedure 

        17    for our opt-out provisions.  We do have one subsidiary, 

        18    Freetrade.com, that only interacts with clients online, 

        19    and had the system to deliver and record receipt of the 

        20    privacy policy to its clients by sending it via email.  

        21    The terms and conditions of Freetrade require the client 

        22    to communicate only through electronic means. 

        23            We expected the requirements to deliver annual 

        24    notices to be easier to implement, as all clients accept 

        25    posting a revised policy statement electronically as 
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         1    actual notice, and Reg S-P allows us a reasonable 

         2    expectation that a customer will receive actual notice 

         3    of the annual privacy notice if the customer uses the 

         4    website to access financial products and services 

         5    electronically, and agrees to receive the notices at the 

         6    website, and we post them continuously in a clear and 

         7    conspicuous manner. 

         8            Thank you, and I look forward to participating 

         9    in our question and answers. 

        10            MS. FRIEND:  Thank you, Ellen. 

        11            I have a question.  Do you allow your consumers 

        12    to opt out online? 

        13            MS. KOPLOW:  Yes. 

        14            MS. FRIEND:  And it may be too early, but have 

        15    you noticed any difference in the rates between Internet 

        16    opt-outs versus opt-out through your written notices? 

        17            MS. KOPLOW:  No. 

        18            MS. FRIEND:  Not yet.  Thank you. 

        19            I'm going to turn to Richard Harvey next, with 

        20    Chevy Chase Bank, and, Richard, Id like you to talk 

        21    about the particular techniques or strategies that Chevy 

        22    Chase Bank used to make its notice effective.  I know 

        23    that you have a question and answer format, and that in 

        24    some ways you've gone beyond the strict legal 

        25    requirements for your notice and opt-out.  So, please 
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         1    discuss these items .

         2            MR. HARVEY:  Certainly. 

         3            Well, Chevy Chase Bank is a locally owned and 

         4    operated financial institution with an asset size of 

         5    roughly $18 billion.  With respect to our notice 

         6    process, many of the things that you've already heard in 

         7    terms of some of the good practices are the same things 

         8    that we decided upon. 

         9            One of the things that we decided early on is 

        10    that we really wanted our notices to be a communication 

        11    piece.  We saw the issuance of notices as an opportunity 

        12    to talk to our customers.  And, so, we wanted to make 

        13    sure that as we developed that piece, it would be 

        14    something that would be readable, and not only readable, 

        15    but it would be something that would catch our the 

        16    attention of our customers. 

        17            We regularly send out a newsletter, and we've 

        18    had good communication back from our customers that they 

        19    tend to read those newsletters.  So, we saw this as an 

        20    opportunity to dedicate an entire newsletter to just 

        21    privacy. 

        22            We looked at privacy as a trust issue, and so 

        23    what we first did, in terms of determining what we were 

        24    going to say to our customers, is to make sure that they 

        25    understood that their reason for selecting Chevy Chase 
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         1    was certainly partly because of the trust that they had 

         2    in us.  And what we wanted to say to them is that you 

         3    can continue to trust us as it relates to your privacy. 

         4            Our notice -- this is a copy of what we sent 

         5    out -- we sent out 1.8 million notices.  But we wanted 

         6    to make it short, just like you've heard others say.  We 

         7    figured that customers did not want to spend a whole lot 

         8    of time, and they didn't have a whole lot of time to 

         9    dedicate to reading complex notices.  We wanted to make 

        10    it as short as possible, but we were in that same 

        11    quandary that we had to make sure that it complied with 

        12    all the regulator requirements for the notices. 

        13            And, so, as we decided to develop the notices,  

        14    we drew in those individuals throughout our organization 

        15    that would provide us with assistance.  They knew their 

        16    customers.  We have representatives from every business 

        17    line of the organization, we developed a task force, and 

        18    that privacy task force actually met at least once a 

        19    week in the development process. 

        20            We talked about what kind of sharing we did 

        21    throughout the company, and that was an extensive 

        22    process, just the inventory of what kind of sharing we 

        23    were going to do.  And we took a position that we were 

        24    going to have a notice that said to our customers, that 

        25    as it relates to your privacy, if you took a look at our 
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         1    notice and you compared it to other financial 

         2    institutions' notices, that you should see a difference.   

         3    We really wanted them to be able to do that. 

         4            And the difference was that we were staking out 

         5    a position on privacy.  We were saying to our customers 

         6    that we will not share your information with an outside 

         7    third party that would seek to solicit you for any 

         8    products or services that were nonfinancial-related. 

         9            As it related to our relationships with other 

        10    financial institutions, we made our customers keenly 

        11    aware of those relationships, and we went beyond, as Amy 

        12    was saying, the requirements of the law.  We said in our 

        13    notice that if you don't want us to share your 

        14    information, or even to solicit you ourselves, to let us 

        15    know, and we would put you on our do-not-solicit list. 

        16            We did not provide opt-out because we didn't 

        17    have to as a result of the stake that we had sort of put 

        18    in the ground in terms of our sharing, but we would 

        19    allow our customers to, in essence, opt out of any 

        20    solicitations that we might otherwise send out to them.  

        21    And we thought that was helpful. 

        22            One of the ways that we went about making sure 

        23    that our notice was easily readable, is we just sat down 

        24    with our employees.  Our employees make up part of our 

        25    customer base.  And we let them see the language that we 
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         1    came up with, and we took questions and answers from 

         2    them.  We then developed a Q&A, and we made that Q&A 

         3    part of our privacy notice.  We called our privacy 

         4    notice a privacy pledge, because we wanted to say to our 

         5    customers, this is something that we've always been 

         6    keenly aware of and we know that you're concerned with 

         7    this and you can understand that we're concerned with 

         8    what you're concerned with. 

         9            So, we made a pledge to our customers, and it 

        10    tended to work really well.  If you go through our 

        11    pledge, we also thought it was important to tell our 

        12    customers how we use their information, and how 

        13    financial institutions responsibly use customer 

        14    information.  We talked to them about protecting their 

        15    privacy.  We knew that they were keenly concerned about 

        16    their personal information being stolen.  We told them 

        17    things that they should do to protect their information. 

        18            We also provided them with a listing of ways 

        19    that they could opt out of other direct mailings, and 

        20    ways that they can contact the credit bureaus.  And we 

        21    think that in the end, that we came up with a very good 

        22    piece with the help and support of a lot of good people, 

        23    and we relied on the ABA tool kit, and we relied on 

        24    outside consultants, to an extent, to really help us.  

        25    And we think we came up with something that was really 
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         1    well done and well received by our customers. 

         2            MS. FRIEND:  Thank you, Richard. 

         3            Just a quick question, when you and I were 

         4    talking, you said that even though you don't have a 

         5    third party opt-out, that some consumers try to opt out 

         6    of third party sharing anyway.  What was your response 

         7    when that happened? 

         8            MR. HARVEY:  When that happened, what we did, 

         9    frankly, was we allowed them to go on our suppression 

        10    list, so that they wouldn't receive any kind of 

        11    solicitations from us or any of our joint marketing 

        12    partners. 

        13            MS. FRIEND:  Thank you. 

        14            I'm going to turn now to Pauline Scalvino with 

        15    The Vanguard Group.  Your privacy notice makes clear and 

        16    emphasizes the fact that you do not sell customer 

        17    information to third parties.  I'm wondering if you can 

        18    talk about why this particular disclosure was important 

        19    to Vanguard, whether it represents any change in your 

        20    information sharing practices as a result of 

        21    Gramm-Leach-Bliley and how have your customers reacted 

        22    to your notice? 

        23            MS. SCALVINO:  Sure.  The Vanguard Group is an 

        24    investment management company, primarily we're a mutual 

        25    fund company, we're the second largest mutual fund 
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         1    company in the world.  We offer over 100 mutual funds 

         2    and have approximately $540 billion in assets under 

         3    management.  We also have a number of affiliated 

         4    investment management businesses as well.  We have a 

         5    broker dealer, registered investment adviser, as well as 

         6    two trust companies, one a national trust company, and 

         7    one a state chartered trust company. 

         8            So, we do offer a wide variety of investment 

         9    management services to our clients.  To comply with the 

        10    law by July 1st, we sent out over five million privacy 

        11    notices, and since that date, have sent out privacy 

        12    notices in response to every request for information and 

        13    have made the privacy notice available on our website. 

        14            As Amy mentioned, what we wanted to start out 

        15    the privacy notice with was the disclosure that we don't 

        16    sell customer information, but we went even beyond that.  

        17    Vanguard's position has always been that the reason that 

        18    we have been successful is because we've earned the 

        19    trust of our clients. 

        20            As other people have mentioned, trust is really 

        21    the foundation of our business.  Trust that we'll stick 

        22    to the investment philosophy that we disclose in our 

        23    prospectuses, trust that you can believe in the 

        24    integrity of our investment management, trust that we'll 

        25    provide you with the best service and the lowest cost 
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         1    possible. 

         2            So, we viewed privacy as just one other aspect 

         3    of our customers' trust in us.  And we had always had a 

         4    privacy policy, and had always made it available, 

         5    although it was not provided to everyone, you had to ask 

         6    for it.  And it really wasn't very specific. 

         7            At a very general level, it indicated that we 

         8    didn't sell information, but it didn't go into a lot of 

         9    detail or provide examples as to what we did with 

        10    customer information. 

        11            When Gramm-Leach-Bliley came along, and then Reg 

        12    S -P- as well as the other regulations that applied to 

        13    some of our affiliates, we obviously had to make a 

        14    decision as to what the new disclosure would look like.  

        15    And as has been mentioned by other panelists, we really 

        16    wanted to provide a notice that was clear and 

        17    understandable to our clients. 

        18            We had been one of the first companies in the 

        19    mutual fund industry to adopt the plain English 

        20    prospectus.  We had for years a series of materials 

        21    called the plain talks series, which discussed bear 

        22    markets and various sorts of mutual funds, and we 

        23    thought that the privacy policy should be consistent and 

        24    our notice should be consistent with all of our other 

        25    forms of communication to our client base. 
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         1            We formed a team, as has been mentioned before, 

         2    and got all of the relevant people in a room 

         3    to assess our use of customer information, just to 

         4    make sure that we weren't missing anything, and also 

         5    to put the notice together.  And when we put the 

         6    notice together, initially, you know, the legal 

         7    department provided to the marketing folks the guidance 

         8    on what had to be included, and we provided the sample 

         9    language, and we left it to the marketing people to come 

        10    up with a brochure that they thought would be acceptable 

        11    to our clients and very consistent with the Vanguard 

        12    message. 

        13            And we also came up with a trifold brochure, 

        14    using regular sized print, bullet points, headings.  And 

        15    when it was initially prepared, it really had a fair 

        16    amount of flexibility in it.  Recognizing that the 

        17    regulations allowed you to disclose to clients that some 

        18    time in the future you might do certain things with 

        19    their information. 

        20            Our policies have never been such that we would 

        21    be required to give an opt-out, and there is no opt-out 

        22    provided to clients.  Our use of information does 

        23    include providing clients with information about other 

        24    Vanguard products and services.  Our clients have never 

        25    objected to that.  In fact, if anything, we're usually 
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         1    criticized because we don't let them know that we offer 

         2    certain services.  A lot of our clients don't know we 

         3    have a brokerage operation. 

         4            We did not believe that providing an opt-out was 

         5    necessary, that we needed to go that extra step, because 

         6    it was not legally required.  But we did try to build in 

         7    some flexibility initially in the notice to allow for 

         8    things such as joint marketing, which is permissible 

         9    under one of the exceptions. 

        10            We then presented our notice to our senior 

        11    management team, and they may have been more difficult 

        12    than a lot of the focus groups.  Because they really 

        13    looked at the notice as a customer would, and they came 

        14    back to us and, in fact, said that they weren't 

        15    comfortable with taking such an approach that would give 

        16    us a lot of flexibility.  They wanted to be very clear 

        17    about what we do with customer information -- we don't 

        18    use it for joint marketing, and they don't intend to use 

        19    it for joint marketing. 

        20            We certainly provide it to third parties, in 

        21    order to provide services to our clients.  We provide it 

        22    to third parties who are going to perform services for 

        23    us.  In dealing with clients, but we don't even allow 

        24    partners in the brokerage business, for example, to 

        25    market directly to our customers.  They're limited in 
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         1    what they can do, and the limit is to provide whatever 

         2    service we've contracted with them to provide, and 

         3    that's always been our policy. 

         4            And, so, senior management came back and 

         5    actually required us to take a much less flexible 

         6    approach in our notice.  And the result was that we 

         7    really laid out exactly what we do with customer 

         8    information by providing examples. 

         9            Amy asked about what the reaction of our clients 

        10    have been, and we really have not heard very much at 

        11    all.  We did receive a handful of opt-outs, and from 

        12    reading the letters that we've gotten, it appears that 

        13    they are form letters, a lot of them were pretty 

        14    identical, opting out of information sharing practices 

        15    that we don't do, and referencing services and products 

        16    we don't provide. 

        17            But we've taken each of those and we've 

        18    responded explaining why we don't have an opt-out, and 

        19    we've also, actually, done something which is similar to 

        20    what was already mentioned, and that is we have a 

        21    do-not-market list.  We made this option available to 

        22    those people who had opted out, and we will not even 

        23    send them information about our own products and 

        24    services.  The only thing they will get in the mail from 

        25    Vanguard are their statements, prospectuses and annual 
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         1    reports. 

         2            We have heard very little back from the people 

         3    who initially tried to opt out asking to be on the 

         4    do-not-solicit list.  There's been a minimal reaction. 

         5            Thank you. 

         6            MS. FRIEND:  Thank you, Pauline. 

         7            Last, but certainly not least, is Julie Johnson 

         8    from Bank One.  Bank One is a large integrated financial 

         9    company that chose to send a single privacy notice on 

        10    behalf of all of its subsidiary companies to customers.  

        11    I know that the bank also sent these notices in a 

        12    separate mailing with an explanatory cover letter. 

        13            Please talk about these various decisions to 

        14    develop a single notice, to send a separate mailing, and 

        15    what you were trying to convey in this cover letter. 

        16            MS. JOHNSON:  Thank you. 

        17            After Gramm-Leach-Bliley was enacted and the 

        18    regulations came out, which seems like years ago, but 

        19    that's because I think it took us every day, every hour 

        20    we had, to pull this all together in order to implement 

        21    it in a way that we hoped would work for our customer, 

        22    but also work for us. 

        23            There was a mutual self interest perspective 

        24    that we pursue this.  The first thing was that we are a 

        25    large company, we're located in 14 states, but we have a 
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         1    national credit card business.  Not only that, we issue 

         2    credit cards for 500 other institutions.  My friend 

         3    Richard here is an example.  If you have a Chevy Chase 

         4    card, it says Chevy Chase on the front, but it's a 

         5    FirstUSA card, and I own that customer relationship. 

         6            We thought it would be difficult, given the 

         7    complexity of our company, and a very disaggregated 

         8    systems environment, to effectively manage whatever 

         9    policy we adopted.  It had too many moving parts, and as 

        10    everybody on this panel has said today, privacy is all 

        11    about trust, it's about meeting customer expectations, 

        12    it's about acting in the customer's best interest.  

        13            With that, we felt it was unfair to ask 

        14    customers to manage their privacy on a product or 

        15    affiliate basis at Bank One because we are horribly 

        16    complicated, and we probably would get it wrong. 

        17            So, we did it, we took a customer centric 

        18    approach, and that was a huge issue for us.  We have 

        19    never done anything in a customer centric way before.  

        20    At the time that we started this initiative, we didn't 

        21    even know how many customers we had.  We didn't know 

        22    whether we had one customer with five relationships or 

        23    five different customers.  And it was a huge, huge 

        24    effort to pull that all together. 

        25            We started out by building a matching engine 
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         1    that queried every system we had in the company, and 

         2    brought all the different customers' relationships 

         3    together, which was difficult.  You could be Bob Smith, 

         4    you could be Robert Smith, you could be Robert L. Smith, 

         5    you could be Robert Leonard Smith, and all be the same 

         6    Robert Smith.  We had to bring all of those 

         7    relationships together to one.  I am proud to announce 

         8    that we do know now how many customers we have. 

         9            After that, then, we developed one mailing.  We 

        10    did have a policy -- well, we adopted a policy of 

        11    sharing, with third parties, although that was a subject 

        12    of a lot of debate within our company, because while 

        13    some of our affiliates do engage in sharing, others do 

        14    not.  They feel very strongly about it.  So, we had our 

        15    own internal debate, and again, we came up with the 

        16    thinking that no matter what we did, we had to get it 

        17    right.  And it had to be simple. 

        18            And in order for it to be simple, we said that 

        19    we would do one mailing, even if it was a mailing that 

        20    may have made somebody in private banking uncomfortable, 

        21    but their insistence was that it had to be perfectly 

        22    clear.  So, a customer knew exactly what their choices 

        23    were, they could easily implement their choices, and 

        24    that, again, we would get it right. 

        25            With that, we developed a mailing that went out 
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         1    to each customer, each customer got only one mailing.  

         2    It included the privacy policy, but also a letter.  A 

         3    letter saying why you're getting this mailing so that 

         4    Richard's customers, credit card customers, my credit 

         5    card customers, would know, why are they getting this 

         6    thing from Bank One, and also telling them that my 

         7    policies might be different than his.  It's important to 

         8    read what I have to say.  We thought that was crucial. 

         9            The letter was very brief, it said, in bold, 

        10    boom, boom, boom, this is why you're getting it, you've 

        11    got two choices to make, these are what those choices 

        12    are, this is the number you have to call.  I think it 

        13    was, in fact, a form of a short notice. 

        14            We did a lot of customer research.  The 

        15    customers that read the letter said, well, you know, I 

        16    don't think I really have to read this whole thing, 

        17    because I mean it kind of says it right here.  And 

        18    essentially it did.  But the other thing the letter 

        19    provided to the customers was consumer information, just 

        20    like Robin and Steve, I think, both did.  We provided 

        21    people the opportunity to understand about opting out of 

        22    marketing, how to contact their credit bureaus.  We also 

        23    gave a lot of information for customers on identity 

        24    theft, including how to get in touch with the Federal 

        25    Trade Commission and their programs, and their 
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         1    resources. 

         2            People told us that they would keep this with 

         3    their important papers, because it offered information 

         4    that was of value to them.  And I don't think that they 

         5    were talking about our disclosures. 

         6            So, we thought it was a success.  We had never 

         7    done anything like this before.  We didn't have a system 

         8    like Citi did.  We had about two million people who 

         9    figured it out -- and who expressed their preferences 

        10    and called in.   We would take opt-outs from anyplace, 

        11    but we did encourage people to use a toll-free number.  

        12    It took an enormous amount of training, it took an 

        13    enormous amount of systems modification.  It took us 

        14    every moment that we had.  It took us three months to 

        15    actually mail all of these out, and I think we consider 

        16    it a win-win, and I think our customers do, too. 

        17            MS. FRIEND:  Thanks, Julie.  Sounds like you 

        18    need a vacation. 

        19            MS. JOHNSON:  I do. 

        20            MS. FRIEND:  I'm going to turn this over to 

        21    Stephanie now to continue the discussion with our 

        22    panelists. 

        23            MS. MARTIN:  Okay, for the next 15 minutes or 

        24    so, it's our general discussion time, and I'm just going 

        25    to throw out some questions, and any panelist can feel 
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         1    free to jump right in, and we hope we'll generate a lot 

         2    of back and forth discussion. 

         3            The first question we have is:  How can you 

         4    determine whether your privacy notices are effective?  

         5    What kinds of indicators should you look at to see 

         6    whether or not you've done a good job in making your 

         7    notice clear?  Do you look at opt-out rates, do you look 

         8    at the numbers of questions or complaints that you've 

         9    gotten?  How do you do that? 

        10            Anyone can jump right in. 

        11            MR. DURKEE:  I'll jump in. 

        12            MS. MARTIN:  Steve?

        13            MR. DURKEE:  I think we do not concentrate on 

        14    opt-outs.  Again, we've got quite a diverse range, and I 

        15    think it reflected customers' particular association 

        16    with those businesses.  I think what we would use is the 

        17    surprise factor.  If after we send out our notices, if 

        18    customers are surprised at what they get, either that we 

        19    don't send them something because they opted out and 

        20    really shouldn't have, or because we send them something 

        21    and they really wanted to opt out but didn't get around 

        22    to it, that would be our measure. 

        23            So far, the feedback we're getting is almost -- 

        24    it's very quiet.  There's no negative remarks.  So, we 

        25    think that that's a first good indicator. 
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         1            MS. MARTIN:  Yes? 

         2            MS. WARREN:  Stephanie. 

         3            I think for us, our focus groups did convince us 

         4    that our policies and that our notices would be clearly 

         5    understood after going through that process.  They also 

         6    showed us and informed us how to -- some steps that we 

         7    could take to make sure or to increase the chances that 

         8    our customers would read them. 

         9            But we learned from the focus groups, and our 

        10    experience after sending out the policies is similar to 

        11    what several of the panelists have said, and that is 

        12    that our customers are generally dealing with us because 

        13    they already trust us.  And they said that they didn't 

        14    feel like they would need to read the whole thing, that 

        15    they could read the introductory remarks.  And after 

        16    having read the whole thing, they said, you know, the 

        17    stuff we need to know is in the introductory remarks.  

        18    They did say that they would keep the notices in their 

        19    file for future reference, if they needed them. 

        20            Besides the focus groups, we had a dedicated 

        21    toll-free number that people could call that we had 

        22    listed in our notice, and the numbers of calls we got 

        23    into that number were dramatically lower than what we 

        24    anticipated, indicating that customers didn't have a lot 

        25    of questions.  And even the calls that did come in to 
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         1    that number, when we talked to our associates in our 

         2    call centers, they said they got very, very few privacy 

         3    questions. 

         4            So, we gathered from that that even the people 

         5    who were calling in to that number, weren't calling in 

         6    about privacy, it was just a convenient number and they 

         7    were using that number to call in with other questions. 

         8            The challenge about that was that it made it 

         9    very difficult for us to keep our own associates 

        10    trained, because we had given them a whole series of 

        11    questions and answers and what to anticipate from 

        12    customers.  And because customers -- they tell us over 

        13    and over again -- haven't been asking about this, it's 

        14    been hard to keep them on their toes about what to do on 

        15    those rare occasions when they do get a question. 

        16            MS. MARTIN:  Does anyone else want to jump in on 

        17    this one? 

        18            MS. SCALVINO:  I will. 

        19            We had a similar experience in terms of 

        20    questions.  We had done a tremendous amount of training, 

        21    as we were preparing to mail out the initial notice, in 

        22    anticipation of the fact that people would have 

        23    questions, and we sent the initial notice with our first 

        24    quarter statements.  And typically, after any statement 

        25    distribution, there are a bunch of calls.  People are 
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         1    calling about what's happened in a particular fund, 

         2    they're calling to make changes to their investments, 

         3    and we anticipated that there might be some questions, 

         4    and there really weren't any. 

         5            You know, frankly, I wonder to what extent 

         6    people read them, despite the fact that it was short, 

         7    despite the fact that it was simple, the fact that the 

         8    only reaction we got were the handful of opt-outs, which 

         9    didn't indicate that anyone had really read the policy, 

        10    leads me to think that people may have filed it, but I 

        11    don't know how much attention people paid to it. 

        12            You know, I think fundamentally, they trust us, 

        13    and the trust is there to lose if we do something wrong, 

        14    but I don't know that people were paying much attention 

        15    to it. 

        16            MS. MARTIN:  Well, let me ask another question.  

        17    Based on your experience with the initial notices, do 

        18    you plan to revise your notice before you deliver your 

        19    annual notice, and if so, how?  Is anyone working on 

        20    revisions? 

        21            MS. JOHNSON:  We've just completed ours, we'll 

        22    be ready to launch that in January.  The only thing that 

        23    we did was put in an extra paragraph on web linking to 

        24    follow up and emphasize online issues.  I think it's 

        25    important to understand that our policy is our online 
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         1    and offline policy, there aren't two separate ones. 

         2            Also, we put a reminder in to customers that if 

         3    they have expressed a choice previously, we'll continue 

         4    to honor that until they tell us otherwise so that 

         5    people don't have to feel they have to call in again.  

         6    So, I would just say again, too, that any substantive 

         7    change to the policy would have required us to go back 

         8    and change probably all the things that support that 

         9    policy, all the list management processes, the quality 

        10    assurance processes for compliance, the audit processes, 

        11    and the systems.  So, changing language is a significant 

        12    event. 

        13            MS. MARTIN:  Well, let me ask a sort of a 

        14    related question, and that's also related to changes in 

        15    the revisions to policies.  If today's workshop, or 

        16    subsequent efforts, result in the development of a 

        17    standardized template or other ways to make more clear 

        18    notices, what are the legal and operational issues that 

        19    your company would face in revising a privacy notice?  

        20    Paul? 

        21            MR. METREY:  Well, operationally, for small 

        22    businesses, I think there would be some appeal to that, 

        23    and that's the same reason that we provided templates 

        24    ourselves.  They are trying to find a keep it simple, 

        25    easy solution for how you convey the required 
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         1    information.  And, so, the use of a standardized 

         2    template, again, to the extent that it's something that 

         3    is simple, easy to use, does not require extensive 

         4    tweaking and would allow a small business to be able to 

         5    make it ready to deliver to the customer, there would be 

         6    some appeal to that to the extent that there were 

         7    further regulation. 

         8            MS. MARTIN:  Steve, did you have something? 

         9            MR. DURKEE:  Yeah, just to echo what Julie said.  

        10    We're continuing to test, we've probably tested some of 

        11    our businesses, but until we think we've gotten it right 

        12    from testing, with consumers and so on, we wouldn't want 

        13    to go through the huge expense.  We think that there is 

        14    a lot of room, but we think it's going to take some time 

        15    to get there. 

        16            MR. HARVEY:  Let me just also state, I do have 

        17    some concern about standardization.  If, in fact, the 

        18    standardization takes away the flexibility for us to 

        19    develop our own policies and procedures.  I mean, what 

        20    you've heard today is a lot of folks determined that 

        21    this was really going to be an opportunity, a marketing 

        22    opportunity, and with standardization, you're going to 

        23    take that away. 

        24            I would be concerned that we still have the 

        25    flexibility to sort of craft things that we would feel 
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         1    comfortable with as a communication piece with our own 

         2    customers. 

         3            MS. JOHNSON:  And I would be concerned if a 

         4    standardized format caused our customers to think that 

         5    we had somehow changed our practices, because the notice 

         6    looked different. 

         7            MS. FRIEND:  While the regulators were crafting 

         8    the regulations, we deliberately wanted to build in 

         9    flexibility, because these regulations apply to so many 

        10    different types of financial institutions and so many 

        11    different sizes.  But do you think that the flexibility 

        12    is then, therefore, inherently confusing to consumers? 

        13            MS. WARREN:  I wouldn't say that the flexibility 

        14    is confusing.  I do think that the disclosures tend to 

        15    be so extensive and so detailed, and I feel like that is 

        16    driven by the law and the regulations, that consumers do 

        17    find them more tedious than useful.  And it would be 

        18    helpful to find some ways to convey some of the messages 

        19    in an abbreviated way.  And if we found some ways to do 

        20    that, and I think it's going to take some iterations and 

        21    some time for us to learn from this, but I think if we 

        22    did find some ways to simplify some of those messages, 

        23    it would be a win-win for the industry and for 

        24    consumers, and for financial institutions on how we 

        25    communicate with one another about these issues. 
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         1            MS. JOHNSON:  I'm not sure that at the end of 

         2    the day, consumers shop for financial services based on 

         3    their privacy, their information practices.  I mean, 

         4    they all can opt out and have the same ultimate 

         5    protections, but I'm probably going to Vanguard for a 

         6    whole different reason because they're a low-cost 

         7    provider, they keep their expenses low, and I think that 

         8    a lot of the talk about standardization is intended to 

         9    assist someone who may be shopping for financial 

        10    services based on their information practices, and I 

        11    don't know how many people do that. 

        12            MS. MARTIN:  Let me ask another question.  What 

        13    effect have the GLBA privacy provisions had on your 

        14    company?  For example, has the law changed the way you 

        15    handle and share customer information? 

        16            MS. SCALVINO:  As I indicated before, it hasn't 

        17    changed the way that we handled customer information.  

        18    It did force some decision making, knowing that if we 

        19    set out a policy and then decided three, six months down 

        20    the line to change it, we would have to send out notices 

        21    again.  It really put the issue on the table, and 

        22    allowed management to address it. 

        23            But I would say one of the biggest benefits that 

        24    we got from it was really just raising employee 

        25    awareness and consciousness.  It's something we've 
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         1    always tried to beat into everybody's heads from the 

         2    first day of orientation as to the importance of the 

         3    information that they handle and that they have access 

         4    to, but having the force of law behind it, and having 

         5    the ability to reinforce it and to have training and to 

         6    emphasize it to them, and for them to get the privacy 

         7    notice themselves, I think helped considerably. 

         8            MS. KOPLOW:  I would echo that as well.  We 

         9    always protected privacy, but having the law behind it 

        10    helped my job a lot by saying, now it's not just good 

        11    policy in the financial industry, from the Internet 

        12    industry, which always had a system of putting privacy 

        13    policies on the Internet, but now it's the law. 

        14            MS. MARTIN:  We have time for I think one more 

        15    question.  Some of you had mentioned this in your 

        16    presentations, but by a show of hands, and I know this 

        17    doesn't apply to Paul, because he doesn't actually work 

        18    for a financial institution, but how many of you had 

        19    provided privacy notices to your customers before you 

        20    were required to do so by GLBA? 

        21            MR. DURKEE:  We would also ask the audience if 

        22    they would. 

        23            MS. MARTIN:  How about the audience?  Yeah, a 

        24    lot of people had already done it. 

        25            Let me ask, then, have you found that privacy 
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         1    notices are beneficial to your institution such as by 

         2    creating customer good will or allowing you to 

         3    distinguish yourselves from other financial 

         4    institutions?  And some of you have kind of touched on 

         5    this, but if you want to expand. 

         6            MR. DURKEE:  I would like to point out, too, I 

         7    think our privacy notices certainly helped our 

         8    relationships with vendors.  Once we have something 

         9    published that makes the negotiations about why we want 

        10    to monitor their processes much cleaner.  So, that's 

        11    been very important to have something public.  I think 

        12    the other is there's just so much misinformation, 

        13    despite the fact that for three years we've said we 

        14    would never share medical information, we still see it 

        15    in the paper. 

        16            So, we would like to keep going out there and 

        17    reassuring our customers that we really have their best 

        18    interest at heart and our management thinks the same way 

        19    they do. 

        20            MS. MARTIN:  Anyone else want to jump in? 

        21            (No response.)

        22            MS. MARTIN:  Okay, why don't we use the rest of 

        23    our time, then, to go through some of the Q&A's we've 

        24    gotten from the audience. 

        25            MS. FRIEND:  I will start.  This is for any of 
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         1    the panelists.  Examples from the panel all followed 

         2    sound approaches to developing notices, including 

         3    consumer testing, so why did notices turn out to be 

         4    judged as too complex?  What should be different in the 

         5    future about any notices? 

         6            MS. WARREN:  I'm sorry, go ahead. 

         7            MS. KOPLOW:  The primary reason they were too 

         8    complex, I believe, is because the regulations require 

         9    that we go into a certain amount of detail in explaining 

        10    how we use information, and I think what we've heard 

        11    from the panel discussions is that consumers don't 

        12    necessarily want that much detail.  They may want some 

        13    information as to who to call, but they really didn't 

        14    want a ten-page privacy policy. 

        15            Trust is a basic premise for all of our 

        16    industries, and businesses, and we wouldn't have those 

        17    clients to begin with if they didn't initially trust us.  

        18    So, when we had to comply with the regulations, I think 

        19    that put a lot of consumers off.  They didn't want that 

        20    much information. 

        21            MS. FRIEND:  I would just follow up, then, by 

        22    asking what then do the panelists think would be the 

        23    critical pieces of information that consumers would 

        24    need?  Or want? 

        25            MR. DURKEE:  Well, I think, again, we're also 
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         1    looking at this expanding to the rest of the economy.  

         2    And, so, within that framework, the short notice, plus 

         3    some place where consumers could find this level of 

         4    detail.  I think there are some customers who do want 

         5    this level of detail, but I think as Robin and others 

         6    have mentioned, they really focused in on the short 

         7    notice, and as long as we can say things very clearly, 

         8    and tell them where to go to get the more detail, we 

         9    might be in a good place. 

        10            MS. FRIEND:  So, when you talk about short 

        11    notice, what elements are you talking about? 

        12            MR. DURKEE:  Believe it or not, one of the 

        13    things is just who we are.  And that becomes very 

        14    complicated in financial institutions.  Julie mentioned 

        15    her relationship with Chevy Chase Bank.  The whole thing 

        16    is getting complicated.  I think the other is, the 

        17    questions for Citi might be very different than the 

        18    questions for a smaller institution that might not have 

        19    medical information, that might not have marketing.  So, 

        20    it might be very institution-specific. 

        21            MS. FRIEND:  So, can I call on a smaller 

        22    institution here to talk about what you think might be 

        23    important?  Stacy?

        24            MS. SUGGS:  I think that as far as the content 

        25    of the notice and so forth, I think that all banks 
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         1    should do their due diligence, and I think a lot of the 

         2    banks here have done that.  I know we need to make it as 

         3    easy as possible for the customer to understand, and 

         4    length should be a factor. 

         5            For our institution, because we don't have any 

         6    affiliates at this time, it was not as big of a 

         7    challenge probably as some of the other bigger 

         8    institutions faced.  I think that the model language 

         9    that was set out in the regulation was not that 

        10    complicated.  I mean, what information we collect, 

        11    what information we share.  I think that it's taking 

        12    your institution and boiling down its practices and 

        13    putting it into an effective notice, and that's not 

        14    an easy thing, and that's what we've all talked about 

        15    today, that it was very challenging for all of us to 

        16    do that. 

        17            But I think that there's different issues that 

        18    each institution faced based on their structure, and 

        19    because of Gramm-Leach-Bliley, that structure is going 

        20    to be more complex in the years to come.  But I don't, 

        21    as far as the overall content, it's going to be tough to 

        22    try and condense that, I believe.  I think we should all 

        23    try to do that as much as possible, but we also have to 

        24    remember that we need to include all of the information 

        25    that's legally necessary. 
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         1            Because we have a website now, that information 

         2    needs to be a part of our privacy notice, and there's 

         3    other issues that are involved.  So, it's not an easy 

         4    thing, but I think that a template and making it nice 

         5    and simple and easy is a good idea.  I don't know how we 

         6    would accomplish that, but I think that we do need to 

         7    consider the length in our notices, and make it as easy 

         8    as possible for the customer to read and understand. 

         9            MS. SCALVINO:  I think there's also an inherent 

        10    tension between what you're trying to accomplish.  I 

        11    mean, are you trying to tell the client what we do with 

        12    their information, which was really the mandate under 

        13    Gramm-Leach-Bliley, or are you focusing on what clients 

        14    are most concerned about?  I don't think that many 

        15    consumers or customers are going to be concerned because 

        16    you share information in order to get a transaction 

        17    processed. 

        18            That's something that would be understandable 

        19    and unobjectionable, but, things like do you sell my 

        20    information, and therefore are you gaining revenue from 

        21    my personal data, and how do you use it to market to me, 

        22    provide it to others to market to me?  I would think 

        23    that those are the key pieces of information, but 

        24    they're only part of what we were required to disclose 

        25    under Gramm-Leach-Bliley. 
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         1            I think, frankly, that another problem was just 

         2    volume.  Given the compliance date, everyone got hit 

         3    with a multitude, potentially, of notices in a very 

         4    short period of time.  And I just think people lost 

         5    interest. 

         6            MR. HARVEY:  I agree.  As a matter of fact, when 

         7    we came in this morning, we all received the Harris 

         8    Interactive Study, and as part of that study, what they 

         9    found here, and I'm just reading, it says, "Far and away 

        10    the two most important pieces of information that 

        11    consumers said that they would like to see in our 

        12    notices are how consumers can remove their information 

        13    from a company's database, and how information is shared 

        14    or sold to outside companies." 

        15            So, if we're talking about what consumers really 

        16    want, those are the things that they appear to be very 

        17    concerned with.  A lot of the other language that we're 

        18    required to throw in isn't as important to them. 

        19            MS. MARTIN:  There's another question.  People 

        20    say that consumers do not use the Internet as much as 

        21    they would like to, because of privacy concerns.  Do you 

        22    think it's because of privacy or because of security 

        23    concerns? 

        24            MR. HARVEY:  I actually think it's --

        25            MS. WARREN:  I think it's both. 
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         1            MR. HARVEY:  I do, too.  But I don't think that 

         2    they differentiate between privacy and security as we 

         3    might, because we deal with this all the time.  They 

         4    probably see them as really linked together.  When I 

         5    think about interacting over the Internet and what kind 

         6    of information I'm willing to transmit, I'm really 

         7    thinking about it from the standpoint of security, 

         8    whether or not my information is going to be secure.  

         9    Whether or not it's going to end up in the hands of 

        10    someone that's unauthorized by me to receive it. 

        11            But I'm not sure that consumers make those kind 

        12    of distinctions.  I mean, one of the reasons, for 

        13    example, that in our privacy policy, we said to our 

        14    customers that if you don't want any kind of 

        15    solicitations at all from us, just let us know, and we 

        16    won't give you solicitations from us.  We won't share 

        17    your information with our joint marketing partners to 

        18    solicit, because we really believe that they may not 

        19    understand the subtle differences in all of these 

        20    exceptions, and the like, that we're relying upon. 

        21            So, just so we can make it clean to them, we 

        22    said, just tell us what your preference is.  If you 

        23    don't want to be solicited at all, let us know and we 

        24    won't do it. 

        25            MS. KOPLOW:  If I might, I also think that when 
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         1    you're doing business on the Internet, privacy and 

         2    security are interrelated.  And you really cannot 

         3    separate them completely.  Because if I deem my customer 

         4    information to be very important, in making sure that 

         5    that information is kept private, part of that process, 

         6    in fact, we have a whole team developed for this, is to 

         7    make sure that our systems are in place to protect that 

         8    information so that it doesn't get into the wrong hands, 

         9    so that only a limited number of people can use it.  So  

        10    we are making sure that there cannot be any security 

        11    breaches, and therefore, the privacy of the customers 

        12    won't be breached.  So, I think they are interrelated. 

        13            MS. JOHNSON:  I think that we might have some 

        14    confusion coming in the next weeks and months if the 

        15    article from yesterday's papers on customer confusion 

        16    around privacy and the P3P standard is any indication of 

        17    this, the privacy on the Internet may be an emerging 

        18    issue of concern if there are two different policies 

        19    that are presented to consumers. 

        20            MS. FRIEND:  I don't know if everybody here 

        21    knows what P3P is.  Does somebody here want to just 

        22    briefly describe it, in two sentences?  It's a test. 

        23            MS. JOHNSON:  Well, it's a utility that's a part 

        24    of Internet Explorer 6, and maybe it will be in some 

        25    other applications later, but it basically gives 
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         1    consumers the opportunity to manage an aspect of their 

         2    privacy, which it would be the placement of cookies, and 

         3    it requires you to articulate some of your practices in 

         4    a particular language that may not translate to 

         5    Gramm-Leach-Bliley in any kind of useful way. 

         6            MS. FRIEND:  I have another question from the 

         7    audience, and some of you have already addressed this.  

         8    What have your response rates been for your privacy 

         9    notices in terms of opt-out?  If you've offered multiple 

        10    forms of opt-out, please discuss whether there's one 

        11    form that has proven to be more popular.  And I think, 

        12    Steve, maybe you want to reiterate what some of your 

        13    experience has been over time. 

        14            MR. DURKEE:  We've, again, had this program in 

        15    place for many years.  Most customers who have a choice 

        16    among different things to opt out of, would opt out 

        17    mostly from telemarketing, and that's generally when we 

        18    happen to call them at an inappropriate time, and they 

        19    say, please remove me from your telemarketing list. 

        20            So, over time, you start building up to a 

        21    certain level.  In terms of Gramm-Leach-Bliley, I think, 

        22    actually, our customers read the notice, saw it, saw 

        23    that they had choices, but again, probably opted out at 

        24    the two percent level that has been mentioned by the 

        25    industry. 
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         1            MS. FRIEND:  What about Chevy Chase's response 

         2    in terms of opt-out of solicitations? 

         3            MR. HARVEY:  Actually, it's been very low.  I 

         4    think that our communication to our customers is pretty 

         5    effective.  What we hear from customers is that -- we've 

         6    actually got some positive feedback as opposed to 

         7    negative feedback -- saying that they were appreciative 

         8    of the kind of information that we included, not just 

         9    that privacy pledge, but the additional information we 

        10    included. 

        11            You asked the question earlier about 

        12    effectiveness of these notices.  In terms of trying to 

        13    determine effectiveness, we don't provide opt-out, so 

        14    it's kind of difficult.  But one of the things that I 

        15    was able to do is, sit around with a number of 

        16    regulators, maybe a couple of weeks ago, and just posed 

        17    the question to them.  I think we had representatives 

        18    from all of the regulatory agencies, the financial 

        19    agencies, and I posed the question to them, what are you 

        20    hearing, across the board, from customers, in terms of 

        21    whether or not they have any concerns with notices.  

        22            And to a person, they really didn't have any 

        23    concerns that they could relate to us concerning the 

        24    readability of the notices.  You know, I think the FDIC 

        25    has examined some 500 or 700 institutions, looked at 
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         1    their privacy notices, and may have had one institution 

         2    that they had some concern with, and asked them to 

         3    revise that notice.  So, I think that speaks to the 

         4    effectiveness of the notices. 

         5            MS. FRIEND:  Does anybody else want to talk 

         6    about the opt-out rate? 

         7            MS. SUGGS:  We also offered the opt-out this 

         8    year, and of course we have not offered a privacy notice 

         9    in the past.  So, we were also a little concerned as to 

        10    how our customers would react to us sharing information 

        11    by disclosing that.  And overall, our response, our 

        12    opt-out rate was right at two percent.  So, we really 

        13    did not have as many as we had anticipated. 

        14            I do think that part of it has to do with how 

        15    you measure effectiveness.  I don't think you can just 

        16    look at the opt-out rate alone.  We did a lot of 

        17    planning on the front end in structuring our privacy 

        18    notice, and I don't think that you can just look at the 

        19    opt-out rate. 

        20             Overall, we had no negative feedback, as far as 

        21    our privacy notice was concerned.  We had very little 

        22    questions and comments, as many have already spoken 

        23    about, from their customers.  We had really anticipated 

        24    a big response to this, and we virtually did not have 

        25    much response to it. 
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         1            So, I think that part of it may be that 

         2    customers just did not read the notice, they were not 

         3    interested.  That could do with the job we've done on 

         4    structuring our notice, the length of it, or it could 

         5    just have to do with they just don't care, and they just 

         6    trashed it.  But I don't think that you can only look at 

         7    the opt-out rate, I think that you have to look at other 

         8    things as far as your feedback from customers. 

         9            MS. MARTIN:  Okay, I think we have time for one 

        10    more Q&A, and let me ask this one.  This is addressed to 

        11    the financial institutions that operate nationwide.  How 

        12    do you incorporate information in your policy about more 

        13    protective state laws?  And the example given here is 

        14    Vermont State Fair Credit Reporting Act, which requires 

        15    affirmative consent prior to sharing information with 

        16    affiliates, but there are other state laws.  Have you 

        17    addressed all of those in your privacy policy? 

        18            MS. WARREN:  I will say that it's been important 

        19    to us to have one policy that applies to all of our 

        20    customers.  We have customers that live in some states 

        21    part of the year and other states part of the year, and 

        22    they move around.  So, having one policy that says when 

        23    you're living in Vermont, this is what applies to you, 

        24    but when you move to Florida for the winter, this is 

        25    what applies to you, doesn't work very well. 
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         1            Because of our policy relative to third parties, 

         2    and sharing information with third parties, we don't 

         3    have to deal with the opt-in.  On affiliate sharing, 

         4    while we have not said anything specifically special for 

         5    Vermont, we are taking steps to make sure that for 

         6    Vermont customers' information, we're assuming, for 

         7    example, that they've just all opted out, by virtue of 

         8    what their legislature has done about affiliate sharing, 

         9    and we are treating them that way. 

        10            MS. JOHNSON:  And that's what we would do, too, 

        11    we would go in and from a systems perspective, just 

        12    suppress all of Vermont customers from information 

        13    sharing.  To the extent, though, that they may feel that 

        14    the receipt of a Gramm-Leach-Bliley notice that is 

        15    supplemented by additional Vermont language, may not 

        16    meet then their standard for clear and conspicuous 

        17    notice, we have to start over with an entirely new 

        18    notice.  We're going to have to weigh the costs of that, 

        19    the systems issues associated with it, and figure out 

        20    where to go from there. 

        21            MR. HARVEY:  You know, with respect to Vermont, 

        22    and affiliate sharing, we have the FCRA, and, unlike 

        23    GLB, I'm not sure that we looked to state law as opposed 

        24    to federal law.  I would sort of defer that to some of 

        25    the privacy experts, folks like Rick Fischer here, I 
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         1    would call on Rick and say, Rick, do we have to comply 

         2    with Vermont's law as it relates to sharing with 

         3    affiliates? 

         4            I mean, Gramm-Leach-Bliley made it clear that 

         5    state law, to the extent that it was more onerous than 

         6    the federal law, we had to comply with that, but I'm not 

         7    sure that that's what applies to affiliate sharing. 

         8            MS. FRIEND:  Well, that is an issue for another 

         9    day.  I'll leave that alone.  And on behalf of myself 

        10    and Stephanie Martin, I want to thank our panelists for 

        11    their thoughtful remarks. 

        12            (Applause.)

        13            (Whereupon, there was a recess in the 

        14    proceedings.)
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