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PROCEEDI NGS

M5. BERNSTEIN: Good norning, everybody,
Comm ssi oner Varney. Can we please be seated quickly. Good
norni ng and wel conme to all of you. |'mJodie Bernstein of
t he Consuner Protection Bureau.

It's ny pleasure to welcone all of you and thank you
for participating in our proceedings today. And we have a
very full agenda so without nore, please join ne in saying
good norning also to our first speaker, the Chairman of the
Federal Trade Conm ssion, Bob Pitof sky.

(Appl ause)

CHAI RVAN PI TOFSKY: Good norning, everyone, and
wel cone to Privacy Wek at the Federal Trade Conm ssion.
I"mdelighted to see the high |evel of interest and
ent husi asm shown by industry and consuner |eaders who have
subm tted conmments and who have joi ned us today.

And also let nme at the outset thank the Conmm ssion
staff for all their enornmously hard work in making these
heari ngs possible. Over the next four days we wi |l address
critical questions that often inplicate the nost fundanental
Ameri can val ues.

Never before today has so nuch informati on about
i ndi vi dual s been available to so many so easily. Access to

this wealth of information, possibilities also raises
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difficult questions about the collection and use of
i nformati on personal to each of us.

A central issue we will examne this week is howto
ensure that adequate privacy protections for consuners can
keep pace with rapid technol ogi cal advances.

Last year many of you participated in the hearings
the Conm ssion held to define issues surrounding online
privacy. Since then public interest and concern over these
i ssues has only grown.

There was sone consensus at |ast year's hearings
that industry should take the lead in solving problens we
identified by devel oping self-regulatory schenes as well as
new t echnol ogy.

Now we are here to |isten to what progress industry
has made and to consi der whet her any governnent action nmay
be appropri ate.

Let nme start these proceedings with an overvi ew of
the areas that we will cover. Today in session one we wll
consider for the first tine conputerized databases
contai ning identifying information about consuners. These
dat abases are often referred to as | ook-up services,
| ocators, and individual reference services.

These dat abases are perhaps best understood by their
content. Sitting at ny conputer using only a person's nane

and address | can develop a detailed profile of that person.
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| can, for exanple, discover the person's prior addresses,
date of birth, and tel ephone nunber, often even if the nunber
unl i st ed.

Wth slightly nore effort and perhaps nore noney |
can | earn the person's Social Security nunber, occupation,
the nane and ages of the person's spouse and children, nanes
of the person's neighbors, the value of the person's hone
and property taxes paid on that hone.

We have seen indications that even nore information
about individuals will becone available online as this
mar ket segnment continues to develop. Views on these
dat abases vary greatly. The databases offer a range of
benefits to the private sector and | aw enforcenent and often
contain information that is already public.

To nane just a few benefits, databases have been
critical in locating w tnesses, tracking dow crimnals, and
even reuniting lost famly nenbers. At the sane tine these
dat abases raise legitimte concerns about their potenti al
for m suse and about their effect on personal privacy.

Today we will |earn nore about these databases,
their operations, the benefits they offer, and the concerns
that they raise. W wll also exam ne a range of responses
to such concerns including self-regulatory efforts being
devel oped by industry.

In session two, which begins tonorrow, we revisit

For The Record, Inc. (301) 870-8025
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the privacy issues posed by the online marketplace. As I
nmentioned, we have refrained fromacting on the concerns we
uncovered in | ast year's workshop because we believe that the
preferred initial approach in this area is to give industry
a chance to devel op self-regulatory schenes and technol ogy

t hat woul d address those concerns.

We hope to | earn about progress in this area since
| ast summer and about how effectively current efforts
address privacy concerns. W wll also explore the
bur geoni ng practice of marketing by neans of unsolicited
commercial E-Mail, and we wll review a variety of responses
to the concerns that it raises.

Session three begins on Thursday afternoon. Last
year's workshop identified the special privacy concerns
rai sed by the online collection of information from and
about children. Nowit's tinme to | earn about current
practices and the progress made by industry through
sel f-regul ati on and technol ogy to address those concerns.

We believe there is a special obligation to protect
children in all commercial nedia. Traditional Federal Trade
Commi ssi on enforcenent supports that view

The devel opi ng online marketplace with its uni que
interactive capabilities presents novel challenges to both
industry and the Conm ssion to neet this obligation.

Comm ssion staff wll analyze the week's testinony and
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coments filed and will prepare recommendations to the
Conmmi ssi on.

| expect that we will address at |east some of the
i ssues discussed this week in the report to Congress. |
have a high regard for all the participants in this
i nportant undert aki ng.

Your contributions have been extrenely valuable. It
will be our task to digest all that we learn fromyou this
week, and | ook forward to a lively and informative
di scussi on.

Wl conme and t hank you.

(Appl ause)

MR. MEDINE: Good norning. |'m David Medine,

Associ ate Director for Credit Practices at the Federal Trade
Comm ssion. |'d also like to introduce a nunber of

comm ssioners who are here today: Conm ssioner Azcuenaga,
Commi ssi oner Steiger, Comm ssioner Starek, and Conm ssioner
Varney. W are pleased to have the Conm ssioners here to
join in today's discussion.

| am going to provide an overview of the workshops
and di scuss sone of the conceptual issues we are going to be
focusing on in ternms of how data flows from consuners to
informati on gatherers to information users.

First 1'"'mgoing to discharge everyone's

responsibility this week by giving a disclainmer for any FTC
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conm ssioner or staff nmenber who speaks during the week that
their views do not necessarily represent those of the
Comm ssion or any of the Conmm ssioners.

As Chairman Pitofsky indicated, we will have three
sessions this week. Today, the first session is the
dat abase study. Tonorrow we will be | ooking at consuner
online privacy as well as through Thursday norning, and
pi cki ng up Thursday afternoon through Friday we will be
focusing on children's online privacy issues.

Today's session arose fromthe so-called LEXI S
P-Trak flap which raised a | ot of concerns about the
avai lability of information about consuners in databases.
There is a lot of msinformation as well as sone accurate
information that was transmtted.

But it did highlight that consuners are oftentines
not aware of these databases, what kinds of information are
contained in them and their ability, if any, to control
that information.

The Senate Commerce Committee and sone ot her
Senators have asked us to take a |l ook at this issue and
report back to Congress. Qur focus today is on | ook-up
services; that is, databases that are used primarily to
| ocat e i ndividual s.

Next, tonmorrow and Thursday norning we will be

focusi ng on consuner online privacy. This will be a
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conti nuation of our two-year effort to try to foster

sel f-regul ati on and technol ogi cal devel opnents to address
consuners' privacy concerns.

W | earned two years ago that privacy was a critica
i ssue for consuners on the Internet. And we also heard from
i ndustry that the best solution was self-regulation. W
tried to foster that and facilitate that over the | ast two
years. This week will be a chance for industry to report
back on its acconplishnents.

We're also going to be focusing on children's online
privacy issues, which are a very inportant part of the
Bureau's privacy initiative.

W are going to be assessing the special risks posed
by collecting information directly fromchildren and the
devel opnents to date to protect children on the Internet.
We're also going to focus on the role of parents, notice and
choice in ternms of information collection fromchildren.

| just want to go over the format of the sessions
this week. We received comments from many participants. W
have had a chance to review those coments. W're going to
spend relatively little tinme on denonstrations and al nost no
time on prepared renmarks.

And instead we ook to this week as an exchange of
views and opportunity for staff and Conm ssioners to

guestion the participants and to develop the record to get a
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11
better sense of the state of affairs regarding consuner

privacy.

A coupl e of housekeeping matters. Coffee and snacks
are avail able upstairs on the top floor, the seventh fl oor
at the newy reopened Top of the Trade. | encourage all of
you to make anple use of that facility during the week
There are al so bat hroons and phones outside of each of the
nmeeting roons.

There will be staff with pink badges around
roons 332, 432, and 532. Please go up to themif you have
any questions about any matter no matter how trivial. There
are also a list of restaurants on the table outside during
br eaks.

And if you want to be on our privacy mailing |ist,
there are pink cards outside. Feel free to pick those up.
And |ikew se there are phones available for |ocal calls.

Just to put you on notice in terns of privacy
concerns, this session is being taped and transcribed. W
believe it's open notice and choice. And so if you don't
wi sh to be taped and transcribed, don't say anything.

This session is al so being cybercast on the
Internet. And so people around the world have a chance to
listen in on us as well as an opportunity to reviewthe
record afterwards. As you can tell, these sessions are al so

bei ng vi deot aped.
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The record will be kept open for nost matters until
July 14th so if there are issues that are raised today that
are novel that were not addressed in previous comments, we
are going to encourage participants and others to submt
comments to us through July 14.

The dat abase study, which is really just starting
today, may have a | onger comrent period depending on, quite
honestly, what we |earn today and how full a record we
create.

I want to focus conceptually on how information
flows to get a sense of what is the appropriate role of the
mar ket pl ace and governing information fl ow and where does
governnment fit in protecting consuners' privacy.

Information of course in the first instance flows
froma consuner to a data nmanager. And that data nanager
could be a Wb site, it could be a nmerchant, it could be a
credit card issuer who gathers information directly froma
consuner.

In theory the marketplace can operate, and that is a
consuner can shop around and choose which firnms offer the
best privacy policies. Those firns again in theory can
provi de notice to the consuner about how they're going to
use the consuner's information and the consuner
can be provided choice as far as how that information is

goi ng to be used.
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13
O course, the informati on can be used in a nunber

of different ways. It can be used to fill orders for

mer chandi se or services the consuner is purchasing. It
coul d be used to target subsequent advertisenents to the
consuner, or it could be sold to third-parties for their use
in marketing to the consuner as well.

Again, if there is a marketplace that's operating
effectively, consuners can shop around for firms that have
the best privacy policies. And firms will in fact conpete
to offer the best privacy policies. And in that way
consuners' privacy wll be protected through marketpl ace
forces.

And what we also find and our experience is that if
busi ness has failed to respond to consumer privacy concerns,
it wll hinder devel opnment of the narketplace. And one of
the things we will be examning this week is the extent to
whi ch el ectronic commerce nay be hindered by firns failing
to offer consunmers privacy protection as they do business on
the Internet.

But data flow may not always take place directly
bet ween the consuner and the information gatherer. It may
oftentimes be a collection of information about a consumner
wi t hout that consunmer's know edge or consent.

This can occur in a nunber of ways that we will be

exploring during the week. There are ways to track the
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14
consuner in a hidden fashion as they proceed through the

I nternet.

There's al so a chance online or offline to nerge
dat abases so that they may gather a lit bit of information from
t he consuner and add denographic information or information
from ot her databases to create a nore conplete profile about
the consunmer when the consunmer did not authorize that ful
col l ection of information.

W will also hear about cookies which have been
comonly tal ked about in the press, which is a way of
tracki ng sone informati on about consuners as they proceed
from Wb page to Wb page.

This gathering of information can take place, as |
said, as you travel through the Wb. There are ways of
finding out who you are, what you bought, what Wb sites you
visited even if you don't want to voluntarily provide that
i nformation to others.

W are also again through the week going to focus on
the special relationship between consuner gatherers and
children because of concerns of children's ability to
consent to information gathering and not necessarily understand
t he consequences of providing personal identifying
information to outsiders.

W are going to focus on the role of parents

i nterveni ng between children and information gatherers in

For The Record, Inc. (301) 870-8025
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ternms of providing consent or supervision as information is

collected fromchildren, particularly on the Internet.

W will also consider whether children at certain
ages should not, and this is really the subject of parental
i nvol venent, but should still have their data protected by
those who gather it fromthem

But information flows not only directly fromthe
consuner to a data manager, but there is also a subsequent
fl ow past the data manager to third-parties. And these
i ncl ude dat abases such as credit bureaus, | ook-up services,
and direct marketing lists.

The question is what is the relationship between the
consuner and those third-parties, and the answer is the
consuner does not have a privity or direct relationship to
t hose subsequent information gatherers.

The question then is how does the marketpl ace
operate if the consuner doesn't have that relationship? And
the answer is that for the nost part it's not an effective
mar ket pl ace because the consuner can't choose to shop around
for which credit bureaus, |ook-up services, direct marketing
lists they end up on.

Thus, there is the need in that marketplace for
sel f-regul ation, technology, or failing both of those
governnental regulation. We'Il|l also |earn today that

information flows in a lot of different ways and every day
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there are new ways that information noves around. So our

j ob becones all the nore conplicated in trying to protect
consuners' privacy as they nove around.

Less than a nonth ago President Cinton hinself
spoke about the concerns that we are raising today. He
said, "Technol ogy should not be used to break down the wall
of privacy and autonony. Free citizens are guaranteed and
free society. The right of privacy is one of our nost
cherished freedons. The society has grown nore conpl ex and
peopl e have becone nore interconnected in every way.

"We have had to work even harder to respect the
privacy, the dignity, and the autonony of each individual.
Today when marketers can follow every aspect of our |ives
fromthe first phone call we nmake in the norning to the tine
our security system says we have left the house, to the
video canera at the toll booth and the charge slip we had
for lunch, we cannot afford to forget this nost basic
| esson.

"As the Internet reaches to touch every busi ness and
every househol d and we face the frightening prospect of
private information could be nmade instantly available to the
wor | d, we nust devel op new protections for privacy in the
face of new technological reality.”

The kinds of protections that President Cinton was

tal ki ng about are the kinds of things we are going to be
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focusing on this week. As we said and Chairman Pitofsky has

said, our real enphasis over the past two years has been to

focus on sel f-regul ation.

O course we'll hear a | ot about self-regulation
today as well in the context of databases. Self-regulation
can take a nunber of forms. It can include fair informtion

practices or conpany val ues.

It can take into account changi ng technol ogy but
apply those values to new information sources and uses. It
can al so be very specific rules about how information is
used by a particular conpany. And again these practices can
take place and restrictions of principles on an industry
I evel or on a firmlevel, as well.

As we evaluate self-regulatory efforts this week, we
are going to be |ooking at the scope of practices that are
covered by those self-regulatory schenes, the nunber of
firms in that industry that are subject to those principles,
and what ever enforcenent nechanisns that are available to
make sure that firns abide by those self-regulatory
princi pl es.

We are also going to | ook at technol ogi cal
devel opnents which offer the opportunity to power consuners
t hensel ves to exercise choice or parents to exercise control
on behalf of their children.

Now, these technol ogy schenes don't operate in

For The Record, Inc. (301) 870-8025
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i sol ation and they sonetines may require a self-regulatory

commtnent on the part of the information gatherer to abide
by the use of the technol ogy and honor consuners'
pref erences expressed through their technol ogy.

There are al so technol ogi es avail able that all ow
consuners to surf the net anonynously, which provides the
ultimate formof privacy. And lastly, we'll focus on the
role of governnent to see if the marketpl aces that |
di scussed earlier are working or if there are failures in
the mar ket pl ace and a need for governnent intervention.

W will work on the role of the governnment and
i ndustry who can together work to educate consuners
and busi nesses about information practices. W wll also
| ook at how we protect children both online and offline.

I want to now turn to a nunber of denonstrations.
We thought it would be useful to start off the day with the
opportunity to give folks a chance to see how sone of these
| ook-up services operate and then go on to a discussion of
first where does information cone from howis it used, and
what controls mght be in place to govern access to that
i nformati on.

So |l will turn nowto Karen Welch who is with
LEXIS-NEXIS. She is a Strategic Account Consultant in the
Nati onal Information Services division of LEXI S-NEXI S.

She's been with LEXIS for nore than a dozen years.

For The Record, Inc. (301) 870-8025
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M5. WELCH: Yes, and | started when | was 16. Not

true.

W just need a mnute to set up. And I would Iike
to point out that ny presentation is part of, is al
i ncluded in the handout that you have. The title is the FTC
Workshop with the date onit. So if you don't have one,
they are outside the room Everything that |I'm going
through is included in that handout.

Good norning. On behalf of LEXIS-NEXIS | want to
thank you for giving us the opportunity to explain our two
peopl e | ocator services; P-Trak and P-Find. |1'd like to
begin by telling you a little bit about our conpany.

LEXI S-NEXI S pi oneered the field of conputer-assisted
| egal research back in the '70s. W are the |argest
commer ci al dat abase service. What do | nean by |arge?

LEXI S-NEXI S has over one billion docunents. W have over
7,000 databases. Fortunately for you I'"monly going to talk
about two today, P-Trak and P-Find.

LEXI S-NEXI S, to distinguish our services from others
that you will hear about during the course of this week, is
a deep research service. And what that neans is that we
have massive anounts of information

The user can then drill down and refine their search
to get a manageabl e or reasonabl e set of docunents on a

particular issue that wll help themin their research or to
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actually find the one docunent that they need. | wll

illustrate that shortly.

| also want to point out that our custoner base, of
course we started, we grew up in the legal community so it
i ncludes the legal community, but al so besides | egal
community we al so have custoners that are busi ness
pr of essi onal s and gover nnent professionals.

The services that | wll talk about, P-Trak and
P-Find during the denonstration, | will talk first about
data elenents in each service. | will give then three
specific applications on how these services can benefit a
| egal , business, or governnent professional and enhance
their research. | wll also talk along the way about how a
new custoner subscribes to LEX S-NEXI S.

Let nme begin with the P-Trak database. |f a user
were to sign on to LEXIS-NEXIS and go into the P-Trak
dat abase, a sanple record would look like this. And | want
to enphasize in the interest of privacy that all the sanple
docunents that | am covering today and that are included in
your handout are nock-ups. These do not represent any real
peopl e or real records.

I"mgoing to zoomin on the data el ements contai ned
in the P-Trak service. 1In order for a record to exist, two
data el ements need to be included, a nanme and current

address. In addition, other possible data el enents include

For The Record, Inc. (301) 870-8025
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ot her nanes.

In this case the nane at the top of the screen is
Jam e Easter; other nanmes, Jame Smth. \What does ot her
names nean? It could be a variation of a nane, for exanple,
Jonat han or John. It could be a married nane or the naiden
nanme of the individual. Not the maiden nane, the nmaiden
name of the nother of that individual.

Also, if available, up to two previous addresses
will also be included. The nonth and year of birth is
i ncl uded, and tel ephone nunber if available. The |ast data
el emrent, on file since, represents the date that this
docunent or this record was created.

A couple of things | want to point out about the
P- Trak database, we | aunched this database on June 1st of
1996. At that tine we displayed Social Security nunbers.
Ten days later, actually on June 11th we discontinued the
di splay of the Social Security nunbers.

And | want to enphasize that. Because nowhere in
any docunent in this denonstration or if you were to go
online, nowhere is the Social Security nunber displayed.
However, there is a lot of value if an Social Security
nunber is known to a professional doing research, | wll
denonstrate sone applications for that shortly. Nowhere is
it displayed.

The second database |1'I|l cover today that's a people

For The Record, Inc. (301) 870-8025
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| ocator service is called P-Find. And | also want to

mention that both P-Trak and P-Find are white page type
directories.

P-Find contains information conpiled from nati onw de
white pages along with aggregate U S. census data. |'l]I
zoomin on the data elenents of a P-Find sanple record.

Once again, this is a nock-up. It's not a real person or a
real record that exists.

Much like P-Trak, with P-Find two data el ements nust
exist; a nane and a current address, or | should say a nane
and an address. As you see in P-Find, a list of residents
at this address are listed, along with a nonth and year of
approximate birth, birth date.

| also want to nention that in P-Find and in P-Trak
that no one that is identified as being under the age of 18
is included in either database. The address is |isted which
is believed to be the current address for this individual.

If available, a telephone nunber. And then other
possi bl e data el ements include honmeowner probability, the
year that the residence was first listed in the phonebook,
and a nonth and year for the date of birth or the birth date
for the approxi mate head of the household. And also a
possi bl e data el enment could be fromthe U S. Census Bureau
data, nedia and hone val ue information.

This is P-Find. 1'Il show sone applications of
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using these two services in a nonent. |1'd like to talk

about how a new customer subscribes to LEXIS-NEXIS. A new
custoner goes through an extensive screeni ng process.

As part of that process, the custoner has to fil
out a subscription agreenent. It contains background
i nformati on on that professional or that organization. Also
i ncl uded on page two of the subscription agreenent, the
custoner woul d have to |list the nanes of the professionals
who will be given authorized access for LEX S-NEXI S.

W will then at LEXIS-NEXI S issue confidential 1.D
nunbers for each individual who is authorized to access the
service. Also as part of the subscription agreenent, there
is a reference which is highlighted in the box on the screen
noting the Fair Credit Reporting Act reference including
[imtations inposed on use.

Once a user has an |.D., a confidential |I.D. for
LEXI S-NEXI S the professional would then actually sign on to
the service using our proprietary software, and you can see
the icons at the top. They would see this screen, which
represents our main LEXI S-NEXI S nenu.

It's fromthis nenu that they would nmeke their
dat abase selection. 1In this case the people |ocator
services are contained in the finder library. The user wll
select finder. And contained in this library under the

category of people locator you would see P-Trak and P-Fi nd.
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P-Trak contains over 324 mllion records. And you
may be asking why are there that nmany records? And that is
because nore than one record may exist for an individual.

P-Find, on the other hand, covers over 111 mllion
names or records, | should say. The user woul d sel ect
P-Trak. Wen the user selects P-Trak, they will see what we
call an automatic display file. This screen appears, and
note that there is another reference to the Fair Credit
Reporting Act on this screen.

Along with the update schedule for P-Trak, for
P-Trak this database is updated on a quarterly basis. And I
al so may have failed to nention that both P-Trak and P-Fi nd
we get froma third-party source, another source.

Il will now nove on to three specific applications
for using P-Trak and P-Find and the benefits to the | egal,
busi ness, or governnent professional in doing their
resear ch.

In the first application, let's say that we are
trying to locate a beneficiary to a will that's being
probated in Virginia and all we have is a nane and an
address that we figure is about five years old.

| nentioned earlier that LEXIS-NEXIS is a deep
research service. And in this first exanple, as well as
others, I will actually denonstrate what that nmeans. 1In the

first exanple, the beneficiary's nanme is Paula Sparks. So
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the user would type in a search on Paul a SparKks.

In doing so, we have retrieved 137 records; not a
real manageabl e nunber of records. So the other information
known to us is the previous address. By also including that
in the search we will now be able to refine the search and
drill down and get one record.

In this record Paul a Sparks shows up in the category
of others nanes. She al so goes by Paula Adamy. Once again
I'"d like to point out that other nanes include a variation
of a nanme, |ike Jonathan or John, a married name, or the
mai den nane of the individual, not the nother's maiden nane.
So it wouldn't be Paula Sparks' nother's maiden nane, it
woul d be her maiden nane if that's what it was.

Now t hat we have | ocated Paul a Sparks and we have
that one record, we have her address and tel ephone nunber
and now she can be contacted with the good news about being
the beneficiary to this will.

In the second exanple, let's say we're trying to
| ocate a child support obligor who is in arrears froma
court order issued in Mchigan using P-Trak. And this is a
very inportant application.

In the area of, for exanple, a custodial parent who
is trying to, has sole responsibility now for child support,
woul d need to | ocate the noncustodial parent. And in this

case the noncustodi al parent's name is Robert Jones, a very

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

26
common nanme. And he has noved out of the state.

So the | awer or governnent organization charged
with enforcenent could use our P-Trak service to try to
| ocate this individual. 1In this exanple |I nentioned Robert
Jones. If you actually ran a search using a conmobn nane
like that in P-Trak, renenber there are over 324 mllion
records, you would retrieve over 31,000 records.

| point that out because once again LEXI S-NEXI S
bei ng a deep research service contains nassive anounts of
information. The power of LEXIS-NEXIS with the flexibility
in search logic allows us to refine this search

In this particular exanple, the nonth and year of
birth is known to the custodial parent. And so therefore
the | awyer or governnent organization, the professional in
one of those places can actually add the nonth and year of
birth to the search. By doing so the search has now been
narrowed to 26 docunents.

The other information that is known is the previous
address. By adding the previous address, which is in
Maryl and, we have now narrowed the search down to two
records. But the problemthat the government organization
or the | awyer charged with enforcenent has is that there is
no way to be sure which one of these records is the Robert
Jones that we are trying to |ocate.

In this first exanple or first docunent that we have
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retrieved in this answer set, the person, Robert Jones goes

by Bobby Jones and is in Kentucky, or we believe he is in
Kent ucky currently.

In the second docunent he al so goes by Robert Dokes.
Now it's conceivable unfortunately in this kind of
application trying to find the child support obligor that
the person may have gone to great lengths to not be found
and nmay have changed their nane.

So inthis exanple I'll start fromscratch. If the
Soci al Security nunber is known to the professional user,
that can be used in the initial search or as part of the
search. Wen we actually put in that Social Security
nunber, and | also want to just remnd you that this is not
an actual Social Security nunber, by doing that we have
retrieved one record and it is the record that also included
t he nane Robert Dokes.

So in this exanple the | awer or governnent
organi zati on charged with enforcenent now has a place to
begin to try to | ocate Robert Jones and he will then be made
to fulfill his famly obligation.

I"ve talked in the first two applications about the
P-Trak service. | will nove on nowto the P-Find service.
It's also contained in the finder library under the category
of people |ocator.

Once again it contains nationw de white pages
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information. It's a white page type directory along with

aggregate U S. census data. The user woul d sel ect P-Find.
Much |i ke we experience with P-Trak, the user would see an
automatic display file which tells a little bit about the
dat abase, including the update schedule. And for P-Find the
information is updated nonthly.

In the |ast exanple using P-Find, we are trying to
| ocate a witness to an auto accident that occurred in |ate
1994 in Maryland. And this is actually a case where we have
an eye witness. And given that this is a personal injury
case which has taken a very long tine to go to trial, you
can imagine the difficulty in trying to track down a
W t ness.

G ven how nobil e people are today, this particul ar
W t ness we know has noved, could have noved several tines.
In this exanple, the user's nane is Alan Crane. By typing
in Alan Crane, just like we did in P-Trak with a nane
search, we have retrieved 29 records.

After reviewi ng these records, we determ ned that
docunent nunber seven is nost likely the Alan Crane that is
our eye witness to the auto accident that occurred in |late
1994.

The professional user now has a current, what we
believe to be a current address and tel ephone nunber and can

begin to contact Al an Crane about being a witness for this
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trial.

That concl udes the technol ogy denonstration for
P-Trak and P-Find. And once again | want to thank you for
giving us the tine to denonstrate and explain these two
dat abases.

And | know that 15 minutes was very brief in trying
to explain these two services. And any questions that you
have about these services can be directed during the
upcom ng panel di scussion.

There is one thing and it's very inportant that |
failed to nmention. And it is that when we actually did the
search using a Social Security nunber that the record that
we saw never displayed. And | would go back a few slides
but in the interest of tine | won't do that.

But if you |l ook at your handout for that exanple on
Robert Jones, while we used the Social Security nunber as
part of the search, it never will appear or be displayed in
the record.

Thank you agai n.

(Appl ause)

MR. MEDINE: Okay. Thank you, Karen. It's very
hel pful to get a concrete sense of how these | ook-up
services operate. W appreciate you com ng here and giving
us them

Now we're going to hear from Ti nothy Di ck of
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Wor| dPages. He's the president and CEO And Worl dPages is
an online white pages directory service. M. Dick
co-founded the conpany in Novenber of 1995 and

has al so hel ped to | aunch Privacy Assured, the Internet's
first privacy coalition.

Thank you.

MR. DI CK: Thanks, David.

As David nentioned, | am President and CEO of
Wor | dPages. Worl dPages is the nation's nost conprehensive
white and yell ow pages service. W are a consuner service.
Unlike LEXIS-NEXIS which is a professional service, we are a
consuner service.

We are freely available to anyone on the Wb at
www. wor | dpages.com |I'mgoing to talk to you this norning
not only about Worl dPages but nore inportantly about the way
this industry | ooks and perhaps to try to call sone
di stinctions between this type of service, a consunmer white
pages service, and sone of the other services that are
avai l able on the Internet.

First of all I'd |like to ask a question of the
group. How many people in this room have unlisted phone
nunbers? Rai se your hands.

Two people. Let's try again. How many people in
this room have unlisted phone nunbers? The answer ought to

be about 33 percent; 50 percent in Washington, D.C. and 50
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percent in California. So you're holding out on ne.

That's an inportant fact. Because one of the things
that we believe in the white pages industry should be a
common denom nator is that information published and freely
avai l able on the Internet should mrror that which has been
publicly disclosed in sone fashion.

So if you have not disclosed your nane and address
or sone portion of that in a public arena, then we don't
think that the industry has a right to go ahead and publish
that generally. W think this industry is a substitute for
ot her commonly avail abl e nedi a; tel ephone books, CD ROVs,
maps and the |ike.

The second question: How rmany people in this room
know what reverse search or reverse | ook up is?

How many people like the fact that their names m ght
be findable fromthings |ike addresses and tel ephone
nunber s?

Well, there's ny volunteer because before this
session | was | ooking for a volunteer since we are running
live on the Internet and these aren't fake searches.

| thought so. That gives you a sense of the second
di stinction here. W believe that publicly disclosed
information is very different frompublic records, despite
the fact that legally those are avail abl e.

And we think that publicly disclosed information can
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be used in ways that are not necessarily entirely

productive. And | do want to make a distinction here for
the LEXIS-NEXIS and other fol ks that we are a consuner
service, we are not a professional service.

So there are instances as obviously denonstrated
Wi th those kinds of searches when other types of information
are valuable. But this is a consuner service that's
avai lable to mllions. W have received mllions of
sear ches every nonth.

Many of themare very gratifying. W get
testinonials all the tine from peopl e who have found | ost
fam ly nmenbers, people who have been reunited with their
famlies prior to weddings and a whole variety of other
things, which is very gratifying. But at the sanme tinme we
are not a professional service.

In a world, as President Cinton said, which is
i ncreasingly connected, there are two bad outcones. One is
a world with no directories where you can't find people, you
can't find inquires, and you can't find businesses. Because
wi thout themit would obviously harmcomerce and it woul d
harm our increasingly nobile lifestyle.

The second bad outcone is that every scrap of public
record be i medi ately nmade avail able and published in a
fashion such as the Internet and nmade avail able broadly. W

think there needs to be a happy nedi um struck wi thin that,
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and particularly on the consuner side |ook to a conbination

of self-regulatory efforts as well as possibly in sonme cases
governnment regulation to hel p bound those new situations
gover ned by new econom cs.

So let's go live on the Wb and actually do a couple
of denonstrations. Wat you see here is--the world's
smal | est nouse pad, great--is actually a screen of
Wor| dPages. And you can see a search form which | can go
ahead and put a nane in. | can put a last nane in or a
first nane and a city and a state. And | could cone up with
a phone nunber just as it's cone out of the phone book, no
nore, no | ess.

If it's just an initial and no address, that's the
way you'd see it on this screen. So let's put in a very
generic, put in, J. Smth from Wshington, D.C. And we
should get a list of the John Smths here. So this is a
cl assic exanple of a nane search just |like you can do in
your | ocal telephone directory or distantly in another
town's tel ephone directory.

Don't try this live at home. | should get a result
back nonentarily. There's 38 John Smths in Washi ngton,
D.C., sone of which have addresses, al so which have
addresses, sone don't. So this is an exanple of a
Wor | dPages type name search

Now t he principles that you have seen here are not
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uni que to Wrl dPages. There are other services ranging from

WhoWhere to Yahoo and Excite! which are governed by simlar
types of internal policies.

There are a couple of searches, however, such as
PC411 which allow you to do reverse searches based on
t el ephone nunber. Again just |ooking at sone of the people
fromthe agenda in this room it's pretty interesting what
you can do with this.

For exanple, you can find out people who live at the
sane address as sonebody by a phone nunber. By |ooking up a
name, draggi ng that phone nunber, plugging the phone nunber
back into a service such as PC411, you will find out who el se
lives at that address.

That's an interesting kind of a search. You find
out types of information that's not commonly available to
you With normal resources. So again, | think this is an
exanpl e of a service that may not have thought carefully
t hrough sonme of the inplications and the consuners' fear for
this type of thing, again very different fromthe
pr of essi onal nedi a.

And finally there is one other remaining service
that allows a reverse search by address. But within the ten
maj or consuner search services, white pages type search
services, there are only two today which allow any type of a

reverse search
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This time | ast year all but one allowed reverse

search. And none were so careful as they are today about
usi ng pure tel ephone records and other publicly disclosed
informati on as sources of listings. So we now have a ratio
of two to eight acting within the set of guidelines

devel oped within the industry by each individual actor.

We see this as a nodel for an industry which is
well on its way to effective self-regulation and we believe
that that trend wll continue. For those who would |ike
copies of slides and other positions, they are avail able on
the front table.

(Appl ause)

MR. MEDI NE: Thank you, Tim for giving us an idea
of what the online world is looking like. Next I'd like to
i ntroduce Mark Hanna, who is the President of VDI A
Corporation. Mark has been affiliated with the credit
reporting industry and the online information industry since
1981.

In 1988 he co-founded the National Credit
I nformati on Network which expanded to provide online data to
clients on a nationw de basis. Mark.

MR. HANNA:  Thank you. On behalf of WD A
Corporation, 1'd like to thank you for allow ng us to
present ourselves here today. And in keeping with the

schenme of things, WDI A Corporation is a conpany that
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services nostly professionals but has expanded to all ow sone

searches to the general public or the people on the Internet
who woul d wi sh to purchase sone of our searches in a trial
basi s.

It's a service that allows the general consuner to
have access to certain types of information, a couple of
which | will denonstrate here in a couple of mnutes. On
the screen you will notice this is our hone page at
www. wdi a. com

And it's a rather sinple home page. But one of the
things I1'd like to point out right at the bottom of the
page, which even though it's a short page, it doesn't show
as well on this screen, we have a place called privacy
concerns. And we actually have a published policy on the
types of information that we gather fromour Wb visitors,
visitors who cone to our site if they like to see our policy
can nerely click on it and rather quickly they will get our
Wor | dwi de Web poli cy.

This states how we woul d use any information we
m ght gather fromthemwth or without their know edge and
what types of information that we could gather fromthem
which really is only the I P address and the manufacturer of
their Web browser.

It also states that we don't use cookies, which will be

|ater on in these denonstrations. And we believe it's
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i mportant for a conpany to tell the individuals exactly what

type of information they will be gathering on people who
cone by their Wb site.

Now, our business is, | would say, the majority
are professionals such as P-Trak. But the few searches that
you can do, for exanple, tracing a Social Security nunber to
find addresses simlar to the P-Trak, but in this case in
this search it would be nerely a Social Security nunber for
an entry criteria.

Now the entry forml'm showi ng you here is the entry
formthat a general consumer could use. And it should cone
up here any tine. Now, the general consumer woul d be able
to use this formto |look for a Social Security nunber and,
here we go, and it takes about one to three mnutes. And
the cost is $13.40; it's clearly displayed.

A nmenber, one of our professionals, could get the
same search for I ess noney. It pays to be an actual nenber
or to be a professional. And everything about our form
i ndi cates maj or nenbership advantages and so forth. This is
a marketing tool for us, plain and sinple. But then again
sonme people need this information.

You put a Social Security nunber in here and then
you woul d pay for it as an individual by credit card. You
put your nane, your address, city, state, zip. W do keep

log files, audit trails.
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The credit card is verified online instantly with

Vi sa/ MasterCard clearing. One of the points that was
brought up here today which | find interesting is the
ability to surf the net anonynously. There are services out
there |i ke Anonym zer.com whi ch all ow people to search the
net and absol utely 100 percent hide where they' re com ng
from

Their | P address, which is their Internet address,
woul d be masked. Qur systemis a little smarter than that.
W won't accept fromthe general public searches ran through
Anonymi zer type services. |If you were to try to submt wth
the Anonym zer we woul d reject the request and not even
check the credit card and perform sone ot her security issues
on it.

This is to protect the fact that we do have an audit
trail. We don't want sonebody com ng in and having
absolutely no audit trail on any of these searches. Now,
when you submt these, even though they' re being submtted
over the Wb you will notice that this formactually is a
form on our nonsecure server.

However, it submts the data to a secured
transaction server using secured encrypted technol ogy. So
all the data sent back, the credit card and so forth, is al
encrypted. If you were to submt this form it actually

goes to an encrypted server. So the information that you
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put in, your credit card, your nane and so forth is al

encrypt ed.

Now, the formthat a nmenber would use is different.
This has the nane, address, credit card, E-Miil address and
so forth. If you were to go to a nenber and the nenber
searches, you would back up and you could go to the |ist of
services -- well, that's good. Let's reload this one.

All right. As it's reading the file, the nmenber
searches are different. Qur nmenbers go through again quite
an el aborate screening process. W are a credit reporting
agency and we do have two different |evels of nenbership.
We have nenbers who do not have access to information which
is federally protected under the Fair Credit Reporting Act.

W have nenbers who can get that access. But those
menbers, they go through quite an el aborate screening
process. W send representatives to their offices and
actually do on-site inspections and so forth.

The list of services for nenbers would be different.
And the nmenbers' formlooks different for a Social Security
nunber search. And here is the nenber form |If you wll
notice, on a nenber formthere would be a user nane and
password. There is no MasterCard/Visa name such as this
because they' ve actually been prequalified as nenbers.

In addition, there are three different sources of

Soci al Security nunbers, searches where a consuner on the
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Web woul d only have access to one source. And if you notice

the price is a lot different, 8.40 instead of 13.40.

Now, sonme Social Security tracing products actually
fall under the Fair Credit Reporting Act and would require a
menber to have FCRA access granted by us in order to get
that data. And that specifically is our source nunber two.

That's because the report that would be returned
woul d include a place of enploynent, having that date of
birth and enpl oynent data, the enploynment data would fal
under the FCRA

So therefore we require that individual perm ssible
pur pose be sel ected and then again confirmed by our nmenbers
to grant access if they desire that type of search for
sour ce nunber two.

Now, on a social search, the Social Security nunber
isn't actually a problemas far as presenting it. Wen they
woul d submt the search, they would get this screen back in
about a mnute. They would say the search has been
conpl eted and they would click here and it would go on a
secure server and show them a copy of what they woul d get
back.

Now this is a sanple search; it's not a real one.
And it shows the date requested and when it was processed, a
session I.D. There is the social they were | ooking for.

Now, the top social where it says scanning source one for a
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social, that's the social they input.

We did inplement a Social Security fraud prevention
program where all of the data given back is the last four
digits of the social are truncated to Xs on our searches.
Now, even though this is two Xs, obviously the person that
ran this search knows that since it's a social search that
was the only criteria they entered is the entry criteria,
that is the social that they got back

We give themthen new nanes, addresses, forner
addresses and so forth, very simlar to the way P-Trak, and
the date. The date is the date that it was |ast reported at
that address, giving them sone sense of currency as to that
| ocati on.

Now, our Social Security fraud prevention program
cones nore into effect on the second type of search
The second type of search we call the address identifier
identifier update search. And the address identifier update
search allows you, capital letters, the address
identifier update search allows you to enter different
criteria.

Instead of a Social Security nunber on a search |ike
this, and this is our, as soon as it's done here, it was
lightening fast this norning and it got a little slower for
us, it allows you to enter information such as a nane,

first, mddle, last, a street address, city, state, zip, and
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a Social Security nunber as far as entry criteria.
The fields which are listed in red are required
fields. The fields listed in black are optional fields.

That's based on our color |egend. Now, again one of our
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menbers who's gone through the screening processes, if they were

abl e to have access to FCRA information they could get enpl oynent

data back as far as a place of enploynent.

If they do not have access to FCRA protected data,
they could not get access even if they asked for it. Qur
system autonatically keeps track of their level of privilege
and woul d not give themthat data under the FCRA

In addition to this, the data they woul d get back,
in about a mnute they'd get a screen like this after
submtting a search. And when clicking it, here's a sanple,
and the sanple is up. And you notice that this has also the
Soci al Security nunmber X d out.

If they did not give us a Social Security nunber,
they're not going to get back the full Social Security
nunber. They'll only get the first five out of nine digits,
which | ets them know that they probably got the right person
but it won't give themthe full thing.

We have recently introduced on other types of data
that we would provide to the consuners over the Wb a date
of birth protection program On any piece of data com ng

back we X out the day of the birth and only give the nonth
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and the year.

There was a tine when we gave back the entire date
of birth but we no |onger give back the entire date of
birth. W only now give nonths and year under our date of
birth fraud prevention program

Now, if we go back to our Wb site, to our hone page
whi ch was right here, you will notice that we have in our
topi cs press rel eases, privacy, and policy statenents. W use
this Web site and this information age to educate our
pr of essi onal users, our professionals that are nenbers and
use this. They can go to the Fair Credit Reporting Act.

By clicking on the Fair Credit Reporting Act, they
can go to a brand new version of the recently anended Fair
Credit Reporting Act and see that as it conpares to the
original Fair Credit Reporting Act.

The original Fair Credit Reporting Act would be in
bl ack. The original that no | onger applies would have |ines
drawn through in black and the new FCRA woul d be in red.
These are all ways that you can use policies and procedures
to hel p educate both your professional and the consuner who
could obtain this data as to its legitimte and perm ssible
uses.

And | think that those are the two searches | was
here to inplenment today and thank you very much for giving

us your tinmne.
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(Appl ause)

MR. MEDI NE: Thank you, Mark. Again a very hel pful
insight into the ability to | ook up individuals on the
Internet. Qur |ast speaker is Carol Lane. And | want to
apol ogi ze that she is not on the agenda but she is here
today and we appreciate that.

She spent a decade desi gni ng dat abases and systens
i n nmedi cal and consuner credit fields. She opened her
research firm TechnoSearch in 1993. And she served on the
advi sory board of the Special Library Association and on the
Board of Directors of the Association of |Independent
I nformati on Professionals. She just recently published a
book call ed "Naked in Cyberspace."

(Appl ause)

M5. LANE: H there. Wiile the Bookmarks are
getting loaded I will just point out I'mnot a vendor of any
of the products that | amgoing to show you. So | don't
represent their products or any of the services or anything
li ke that.

| aman information professional. | do research for
aliving. And so | have been asked to denp sone of the
systens that professionals such as nyself use as well as
the public and in this arena, particularly |ooking
at systens that are available just on the Internet, not on

any of the proprietary systens. Okay?
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So anything I show you up here is fromnore the

consuner perspective or the researcher's perspective and not
fromthe vendor. Ckay.

The first service up there, this is Know X. This is
a service of Information America, which is a public records
vendor. Many of the public records vendors previously were
avai | abl e through proprietary systens, you know, by
subscription. This is one of the services that nowis
avai l able to the public through a credit card access. So
you don't need to subscribe to the systemto do many of the
sear ches.

It's skipping a little too fast. Just a nonent.
Ckay. I'll go back into Know X. If you |ook at sone of the
services that are free searches on here, you've got the
adverse filings. And that's pulling up. Al ong the edge
here you can see sone of the services that are avail abl e as
free searches on this systemcurrently and sonme of the other
searches that they have available on the Internet.

The I nformati on Anerica has other additional
searches that are avail able through the subscription
service, but these are the ones that are available to the
public. You can | ook down the edge here to see what the
different searches are, what's available, |awsuits,
judgnments, UCC filings and so on.

So these are typical offerings of a public records
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vendor. The only difference is that these are now avail abl e

on the Internet wthout subscription. As opposed to, this
is another public records vendor which is CDB Infotek. CDB
Infotek it using the Internet currently nore as a marketing
t ool .

They're listing information as to what they have
avai |l abl e but they're not offering the searches via the
Internet without a subscription. You still need a
subscri ption, however you can access, at the subscription
base you can access their service using the Internet as an
access tool. But you do still subscribe to the system
before you get actual searches.

One of the things that CDB Infotek al so has put up
Is a mssing and exploited children's resources site. W
see those sites com ng out of police departnents and out of
parent organizations and so on as well. This is just one of
the Internet sites that has pictures of children and
i nformati on about them

Sonme of them al so include age progressions. Sone of
them al so include a picture of the suspected abductor,
especially when it's sonething like a famly nenber or
famly friend. So that information is also show ng up on
the Internet.

W' ve had sonme denos of sone of the people finder

type of services that were showing up on the Internet. Sone
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of them have access just by nanme so that you're only going

to find the people who are listed or the people in the phone
book.

O her ones use other resources. They buy dat abases
frommiling list vendors and so on. So that sonetines you
can find unlisted people, the unlisted phone nunbers because
they canme froma source on which the person may have
vol unteered the information; they may have filled it out on a
warranty card or sonething else, but they may not be |isted
in the phone book and they may be listed on the Internet
phone book.

Usual ly nost of themthat you | ook at on the
Internet give you options for other phone books to |look in
also. And here is a whole |ist from Netscape and Yahoo, a
whole |ist of different tel ephone books that you can use to
find people.

Sonme of themyou can use a date of birth to find
them so that you can narrow down your |ist when you're
trying to find a famly nenber or old friend or whoever. |If
you know their date of birth, some of them have an age
range. Sonme of them allow you to broaden or expand your
search by a city or a state or search nationally. And sone
of themare international in scope.

Again, these are all services though that are

nonsubscri ption based, that anybody in the Internet can
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access. And here's another, the Populus Intelligent People

Locator. It doesn't nmean the people are intelligent. Ckay.

Sonme of these also have directories that they'l|
poi nt you to such as college or university directories or
ot her searches such as using a date of birth. And here's
Alumi Net. This is another variety of directory, another
peopl e locator that's used when you're trying to find people
who attended an institution.

And if you go into any of these states, then you can
go down, you know, fromthere to university by university
and so on, get lower and |lower levels until you can |ocate
the people that either are part of the alumi association.
Sonetinmes that's who's put it up. Sonetines the school
itself or sonetines individuals have done it on their own
through trying to locate old friends.

There's al so other personal information that's
com ng up fromgovernnent resources. And this is an exanple
of one of them the State of Nebraska. There are many ot her
state directories showi ng up. Just a nonment.

Sonme of the other, if you're trying to |locate
anybody who is in a city, state, county, any |evel of
governnent, any federal governnent enpl oyee or anything |ike
that, there is a good chance that you could find themthrough
one of the directories that is put out by the agency.

This site in particular, this site has sone of the

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

49
public records that the state is naking available. Here's

private detective |icensing, corporate and UCC searches, and
col | ection agency |icensing.

So if I look at that | can check the licensing of an
individual. So that's a public record that is not fee
based; | can search it, private detective agencies, but |
could do it by individual nane as well. So |I can | ook them
up and it wll list the nane of the agency or the nane of
the person. Ckay.

Sonme of the other things that you can find on the
I nternet about individuals, there are a nunber of recruiting
sites, another nunber of job enploynent opportunity kind of
sites that have resunmes in them

And so what a person may have put on their resune
sonmetines is what they would also mmc putting on the
resunme they'd send in. So sonetinmes you'll find things like
their date of birth, their enploynent history, their salary
hi story, their home address, things |like that.

So you can find a lot of information that people
have volunteered. Now a |lot of these sites are only giving
that information to people who sign up with that site. And
oftenti mes those are not fee based; it's just a matter of
bei ng an enpl oyer and saying yes, you know, | want to be
able to use your site.

O her tines there is a fee base there. So that
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varies fromsite to site. Okay. There's also expert

directories. Mny universities you can find these

where if you' re |looking for an expert in a field, you can
use these sites to find, you know, a biologist or sonebody
Wi th experience in a certain field.

Well, the universities thensel ves are naki ng those
searchable on the Internet so that if you' re |ooking for a
person with a certain expertise, many, many places to find
those on the Internet. Also there's directories such as the
Mar ti ndal e- Hubbel I, which is an attorneys directory.

And when | look at that site, this is the site that
West al so puts on the Internet. | used their
| ocator. And it says locate | awer or other |egal
prof essional by nane. So when I did that | | ooked up
Johnni e Cochran and pulled up, you know, all of the awards
he's won and things like that. 1It's very easy to use.

So if you are |ooking for sonebody, they don't have
to be in the public arena but just be in a professional
directory. Those professional directories oftentinmes can be
used as |l ocator services as well. Even if you don't know
where the person is but you know what profession they're in,
it's worth checking to see if there is a professional
directory that's being put up on the Internet.

Also mailing lists. As | said, mailing lists are a

good source for cross-matching information, creating |arger
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directories, enhancing tel ephone directories, that kind of

thing. And you can use the mailing list firnms that market

on the Internet and that they have all the way down to, this is

one | picked for health that says people with particul ar
ai | nents.

So that this is just their marketing tool to
basically allow you to order a database of people that have
gastritis or have m graines or whatever. And you can, you
know, use that as a marketing tool. And that's what these
are typically for, but now they're al so being nerged in
ot her ways in other databases.

Ski ppi ng through sone of these, just in the interest
of tinme since there are really so many different things when
it comes to people records. One of the new ones on here,
I"mpointing to sex offenders, that's going up in July,
goi ng up next nonth where they're going to have pictures of
peopl e who are sex offenders and their |ocations so you'l
know where they are in your community.

Even the FBlI does it. Here's their ten nost wanted
so that they're putting up information about ongoi ng cases
so that they can get the assistance of the public. The
Soundex reunion registry, which is a geneal ogical site. But
this one, I'msorry, not geneal ogical, an adoption site
which is originally for birth parents and for children who

wer e adopted where they voluntarily regi ster because they
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want that contact.

Now people use it for other reunions as well, for
famly nmenbers they can't find, friends, whatever. So that
there are many other sites for this type of thing, but the
SRR is one of the |argest.

Ckay. Also for geneal ogi cal purposes there is the
surnane |list. The surnane list allows people with a surnane
to | ocate other people who are related who have that |ineage
that they're researching so they can share their records.

And what it will give themis usually a list of al
the people who are researching that line and their
addresses. Sonetines their E-Miil address, oftentines their
honme address, phone nunber and so on so they can contact
each other and share records.

Again, it's for geneal ogical purposes. However,
geneal ogi sts are very good at finding |live people too so
that sonetines they are good resources in that they do share
i nformati on about the living relatives.

If you're | ooking for informati on on anybody who is
in public office, there are many, nmany sites where you can get
their biography. Here is Sonny Bono's. And | just pulled him
up by the, I just went down the governnent, you know, what
branch of the governnment and so on. Just picked and went into
his site which is here. Then it has his biographical

information | could choose and so on.
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So anybody who is in any kind of public office, great

source to get information on their voting history. Also
there's people who aren't even in the public office. If you
want to know -- oops, |let ne go back one.

If you want to know what sonebody has contri buted
to, which elections they have -- because | know Barbara
Strei sand has contributed to a whole |lot, she's a good
exanple in here.

But this could be anybody who had contributed to
different political causes and it tells you what they've
contributed so that you can search this by the candi date or
you can search it by the individual. So if you're
contributing funds to different causes or to different
canpai gns that woul d be up there.

And | think that pretty much concl udes the ngjor
sites. There's many, nmany, many nore and many exanpl es.
And none of those have, none of these are exanples of the
only such search. There's other conpanies that, you know,
or other exanples I could have pulled up here.

(Appl ause)

MR. MEDI NE: Thank you for that very educating tour
of the Internet. W are going to take a ten-m nute break
right now and cone back to talk inalittle bit nore detai
about where the information cones fromfor these databases.

Just to let sone of you know if you don't know already is
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that individual reference services have gotten together to

propose a self-regulatory set of principles, which is
avai | abl e out si de.

For those of you who are in room432, | would
encourage you to pick up stickers on the way out. W are
limting access for fire code purposes for this room So to
i ndi cate you can cone back in, please pick up a sticker on
your way out. I'll see you back in about ten m nutes.

Thanks.

(A short break was taken.)
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PANEL 1: DATABASES- - SOURCES AND ACCESSI BI LI TY

VWhat i nformati on do dat abases contain? Were does it cone

fron? How are the databases accessed?

Martin Abranms, Vice President, Information Policy & Privacy,
Experi an

Jerry Berman, Executive Director, Center for Denocracy and
Technol ogy

Gerald Cerasale, Senior Vice President, The Direct Marketing
Associ ati on

Tim D ck, President, WrldPages, |Inc.

John Ford, Vice President, Privacy & External Affairs,
Equi f ax, Inc.

Robert d ass, Vice President, National Information Services,
LEXI S- NEXI S

Mar k Hanna, President, WDl A Corp., National Credit
I nf or mati on Net wor k

Evan Hendricks, Editor/Publisher, Privacy Tinmes

Bl ake Hogan, Founder, Hogan I nformation Services

Carol e Lane, TechnoSearch

Gscar Marquis, Vice President and CGeneral Counsel
TransUni on Cor p.

Jack Reed, Chairman, Information Resource Service Conpany

Marc Rot enberg, Director, Electronic Privacy Information

Cent er
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Eri c Wenger,

Assi stant Attorney General, New York Depart nent

of Law, National Association of Attorneys Ceneral
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MR. MEDINE: The next panel will discuss the

guestion of where do | ook-up services get the information
and who has access to that information once it finds its way
into a | ook-up service.

First 1'd like to introduce to ny right Steve
Silverman and Lisa Rosenthal fromthe Division of Credit
Practi ces who have been instrunental in putting today's
di scussion together. 1'd also |ike to thank Cynthia Lanb,
Randy C ark, Bruce Jennings, N cole Branch, and many, nmany
ot her folks at the Bureau of Consuner Protection who have
arranged for our wonderful technical devel opnments which so
far have gone very, very snoothly.

Questions will be posed this norning by
comm ssioners and staff of panel nmenbers. And again we wll
be focusing on access to information unless anyone wants to
start with questioning, nore general questions. Please.

COW SSI ONER VARNEY: Are all the last panelists
here at the table, David?

MR. MEDINE: | don't know.

COW SSI ONER VARNEY:  You don't know. Ckay.

MR. MEDINE: If not we can find them

COW SSI ONER VARNEY:  Yes, thanks. Because | have a
question for Tim \Were is Tin? Ch, okay.

MR. MEDINE: We'll wait until sonmebody closes the

door.
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COMW SSI ONER VARNEY: Right, right. Okay. First of

all, I think it's absolutely terrific that you guys have
taken such serious efforts to enhance and protect privacy.
You nentioned, | have two questions, two general questions.
You nentioned that there were approxi mately ten consuner
whi te page | ook-up kind of services that you had.

But yet when Carol put the list up fromthe outfit
Net scape there appeared to be dozens and dozens and dozens.
Can you talk a little bit about the difference between what
you cal led the ten and what Carol was putting up?

And then secondly can you tal k about, you said
there's ten mpgjors, and if | got it right you said eight now
do not do reverse search and two do. Can you tal k about the
conpetitive advantages that you see flowng to either the
eight or the two fromthe differentiation in privacy
practices?

MR DICK: Geat questions. Thanks for the
clarification. There are approximately ten major white
pages type directories. And | want to make a distinction
here between a white pages type directory, a worl dpages.com
if you will, or whowhere.com and sone of the other searches
such as a Know X or what have you.

The maj or white pages circuit services today focus
on what we call publicly disclosed information. That's

i nformati on such as m ght be gathered when you sign up for
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phone service and the tel ephone conpany says how woul d you
i ke your listing to appear?

At that point you' ve got what's called opt-in
choi ce. You can opt about how your listing is provided or
made available or not. And during the course of tine you
can make changes to that as well. It's a distinction again
that's inportant anong the major white pages services is
they all allow delisting of the information even if you have
previously disclosed it.

The Know Xs of the world and the whole variety of
ot her services are conbining publicly disclosed information
with public record. And there we see a very solid
di stinction between the types of things you can do and the
types of searches you can do with public record information
rather than publicly disclosed information.

And historically public records have been searchabl e
t hrough professional and very val uabl e services such as
LEXI S-NEXI S but not nade generally avail able to consuners.
Wth sonme of the services that you saw | i sted on Netscape
and the Know Xs of the world and so forth, that boundary is
br eaki ng down.

There are certainly certain situations where
consuners mght like to find the sorts of information if
they are |l ooking for lost famly nmenbers and so on and so

forth where they may have previously gone through private
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i nvesti gat ors.

But the barriers to entry are so |l ow on the Internet
that you get sites such as stal ker.comthat are popping up.
And these sites use public records, publicly disclose the
i nformati on, even nonpublic record for instances that don't
even pretend to have, to ne, legitimte usages.

And this | think is areal, the real chall enge of
what role can the governnent play to help the three distinct
categories. One is publicly disclosed information services
i ke Worl dPages, two is public records and professional
services like LEXIS-NEXIS, and finally what we call the
bad actors group, which are these astonishingly |ow barriers
to entry; as long as you're paying your 19.95 a nonth to
your local ISP you can maintain a Web page w th what ever
i nformati on you see fit to put up there.

And if you happen to be a legal clerk that has
access to all sorts of public records, maybe you'd like to
build a record on sone particular individual and put that on
the Wb page. There isn't nmuch stopping you from doi ng that
today. This is an enornous challenge that is before this
group, and in fact before the country today.

COW SSIONER STEIGER: Tim | was particularly
interested in one of the search tools. It said nedical
mailing list. And it literally had the chronol ogy as |

understood it of various afflictions; asthma, take one for
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exanpl e.

I think nost of us are under the inpression that
nmedi cal records are a highly private piece of persona
information. Wiere would a mailing |ist be constructed,
fromwhere would a mailing list be constructed that m ght
give you a mailing list for soneone who potentially would be
interested in the subject asthna?

MR DICK: | would Iike to defer this question.

This is so far outside ny bounds of expertise that -- | can
certainly agree, a hundred percent agree with where you're
headed with this, but it's very, very far outside of ny
bounds.

Qovi ously those types of information m ght be useful
for drug conpani es and ot her fol ks who m ght be interested
in pronoting new cures and so forth. But again the
i nformati on can be obviously abused. | would invite
sonebody el se to nake a conment.

COW SSI ONER STEI GER: Maybe Carol. Could you tel
us what type of information that mailing Iist mght have
come fromor do you know?

M5. LANE: Yeah. The best resource | know to find
that out is through the SRDS direct mailing directory. |It's
a directory that's about yea thick (indicating) and it's
available in libraries and it tells you basically what

mailing lists are out there, that are avail abl e.
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Sonme of the sources you wll find for nedical

i nformati on are soneti nes people who send in a card saying |
want sone free information on asthma cures, that kind of
thing. So sonetines they can be conpiled fromthat kind of
source. Sonetinmes from people who subscribe to a certain
magazi ne or sufferers of sonething or for new equi pnent for
an ail nment.

O, you know, lots of tinme the information is
conpiled fromthose kind of resources. Now it can al so be
conpiled fromif they call an 800 nunmber because of caller
. D

You know, when you call a nunber and, you know, they
can pull up the address and the nane of the person who
called fromthe tel ephone book, and then it could al so
conpile alist fromthat. It can cone from many, many, nmany
sour ces.

COW SSI ONER VARNEY: Well, Carol, do you or any of
the panelists know, for exanple, |'ve recently read that one
of the nost expensive advertising sites on the Internet is
an asthma site because |ots of asthmatics are going there or
an allergy site.

And | ots of people are going there and then that
beconmes a very val uabl e piece of real estate for
advertisers. Are there lists being constructed off of

Internet nedical information?
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M5. LANE: Yes, absolutely.

COMM SSI ONER VARNEY: So an AIDS site or an asthma
site can be constructing.

M5. LANE: Yes, it could be on anything. Any site
that you visit, you know, they can be pulling off the
information that's attached to basically your profile, your
user I.D. And typically then they would E-Mail to you.

They woul d nmarket to you, spamyou at your E-Mail address.

But if you have information attached to your
E- Mai | address, depending on which vendor you went through
to get your E-Mail account, it may have an actual address
attached to it an so on where they can mail to you from
t here.

There was an announcenent about a week ago from
Net scape and 60 |ike-m nded conpani es who are proposing a
standard as to what information will be attached to a
person's E-Mail address. And if you ook at it fromthe
perspective of the PR that was put out on that announcenent,
it said that this gives you the ability to get off of
mailing lists, to not give the information; it gives you the
opportunity to opt out.

On the other hand, it had a ot nore information that
typically would be attached. And so it also would be a good
mar keti ng opportunity for those conpanies to standardize

where the name and address and so on, all those things would
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be found, you know, attached so that they could pull that

i nformati on nore in mass.

MR. MEDINE: Plus you'll be hearing from Netscape
about that during tonorrow s session. | was wondering if
Jerry Cerasale fromthe Direct Marketing Association m ght
add to Commi ssioner Steiger's question about how infornmation
of that type m ght be gat hered.

MR. CERASALE: Well, first of all, information that's
doctor/patient is absolutely, the DVA guidelines, it's
actual |y agai nst our guidelines. That should never ever be
rel eased. Sonetinmes you can gather information from
guestionnaires or people wanting information on a certain
i1l ness and so forth and you obtain information fromthem

Qur guidelines are specific that when you ask for
medi cal information, at the time you obtain the informtion
it's voluntarily given to you fromthe patient or from an
i ndi vidual, you nust tell them what m ght happen to that
information. And we're very specific in our statements that
you nust, let's see, what does it say here, it says that you
shoul d be inforned at the point of providing the information
of the potential for rental, sale, transfer, and exchange of
such data and marketers should offer an opportunity to have
the consuner's nane del eted or suppressed upon request.

And that's a specifically, that's a specific

prohibition in our guidelines so that we don't know the
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source of the information that Carol showed whet her or not,

as you go back, whether they followed our guidelines at this
poi nt and ti ne.

But clearly our ethics process will look into those
things. But doctor/patient information is strictly
prohibited in our, to be transferred at all in our
gui del i nes.

And then the marketing information, if you get it,
the information on a di sease you're supposed to at the tine
you receive it let people know that it m ght be used and
give themthe opportunity to say no, you can't do that.

MR. MEDI NE: Chairman Pitof sky.

CHAI RVAN PI TOFSKY: |I'minterested in the question
of what the average person does about m sinformation in
these fornms. Even sonething as innocuous as your |ast known
address could be msentered as a prison or it could be Iraq
or Iran and all you know is you keep getting turned down for
jobs as a security guard or a bank teller

VWhat does a person do about that? For exanple, with
P- Trak, how do you find out -- well, how do you get the
listing corrected? O any of the other panelists I'd invite
an answer to that.

MR. GLASS: Well, let ne respond to that. Wth
respect to P-Trak, if there was an incorrect entry we, as

Karen nentioned earlier during the deno we actually receive
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our information from anot her source. LEXI S- NEXI S does not

create the product. |In the case of P-Trak we get the
informati on from TransUni on, one of the three major credit
reporting bureaus.

And if there was an instance where sone information
was incorrect in the record, they, the person could have the
ability to go back to the source, in this case TransUnion,
and identify the incorrect information and work with
TransUnion to get that record corrected.

COMM SSI ONER VARNEY: How do | know what the
information is? If I'mthe consuner, how do | even know
that there's a P-Trak record about ne and that it's being
transmtted? And howdo | -- yeah, if there's a m stake and
TransUni on has transmtted the m stake. But how do | even
find all that out?

MR, GLASS: Wwell --

COW SSI ONER VARNEY: Wien do | know, how do | know
when you're transmitting i nformati on about these people?

MR. GLASS: As a consuner, again, we get the
i nformation, again using the exanple of P-Trak, which
represents the credit header information, in nost cases |
woul d say the consuner is aware that a credit record in fact
exists on himif they' ve had sonme type of credit transaction
in the past.

What LEXI S-NEXI S provides in the case of P-Trak is
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merely that top line identifying information, nane and

address and so forth that Karen tal ked about and really is
just a representation of what --

COMM SSI ONER VARNEY: | understand that. But ny
guestion is, I know when a credit report is sought on ne
because | generally have applied for credit or enploynent.
And if it's an adverse report I'minforned that there was an
adverse report or that there was a credit report. How do I
know when | have been accessed on the LEXI S-NEXI S P-Trak
syst enf?

MR. GLASS: You're not going to know as a consuner
when in fact you are accessed with respect to P-Trak.

COW SSI ONER VARNEY:  Ckay.

MR. GLASS: Having said that we have, there's been a
| ot of, obviously a |ot of publicity about P-Trak and we
have certainly got the word out. And we do provide
consuners the ability to opt out of our database.

And in fact many, nmany have taken advantage of that
opt out provision. And in addition to allow ng people to
opt out of our database, we also send a confirmation letter
noti fying themonce that's taken pl ace.

MR. MEDINE: May | just ask a followup. As a
consuner, if you have a credit report on you, you have a
right to get a copy of that credit report. You may have to

pay for it, you may get it for free depending on the
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ci rcunst ances, but you have a right to see what the credit

bureau has on file. Can a consuner get access to their
P-Trak record to know whether it needs correcting or not?

MR. GLASS: At the present tinme, the way a consuner
woul d have to get that information today woul d be through
one of our professional users. So generally |I would have to
respond that they would not have that ability today.

Havi ng said that, one of the things that will be
tal ked about later on in sone of the panel discussions is
that we are going to be working to provide the general
consum ng public a way to see what is in this type of record
under sone type of reasonabl e arrangenent where we can work
with them and nake sure that they are in fact the actua
person they claimto be.

So we're not there yet as a conpany. But clearly
working with sone of the other people in the industry we're
certainly noving in that direction and we're conmtted to
making that a reality.

MR. MEDINE: Carol.

M5. LANE: If | could add a comment though, we are
putting a |lot of focus here on LEXIS-NEXI S and P-Tr ak,
whereas the credit header is actually avail able through
hundreds of credit bureaus.

Even though there's only three national credit

agenci es, you can get it from many, nany ot her conpani es.
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So even if LEXIS-NEXI S decided to do sonething to put a

tracking on it or anything like that, it doesn't nean that
that record woul dn't have been accessed t hrough hundreds of
ot her pl aces.

COMM SSI ONER VARNEY: Yeah. | think that's an
excellent point. And we certainly want to comend, at | east
I want to commend LEXIS-NEXIS for -- | nean, you have worked
Wth us. And since you stepped up to the plate to answer
the question you get the grilling.

MR. GLASS: Well, | do appreciate it. And if I
could just make a followon statenent, we are very proud of
the | eadership role that we have taken along with sone very
ot her inportant nenbers of our industry. And we certainly
woul d hope that many, many, nany ot her conpanies woul d
foll ow our exanple as we go forward together too.

COWM SSI ONER VARNEY: Well, | think we are going to
talk this afternoon about the self-regulatory effort.

MR, GLASS: Yes.

COW SSI ONER VARNEY: | guess one of the questions
that | can hold in reserve until then is exactly what Carol
has pointed out. There are hundreds of sources of this
information. And it |ooks as though six or seven or so of
the bi g conpani es have signed on to this, you know, proposed
best practices or self-regulatory effort. And what are we

going to do about the vast nunbers of others?
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MR MEDINE: |If we don't have questions, |'d

like to return to basics, which is where does the
information come from And the starting point is what types
of information can be found in these databases?

Maybe Jack Reed, since he can get sone attention
here as well as P-Trak, and should be al so cormmended hi ghly
for agreeing to appear here and di scuss his conpany's
operations, to talk a little bit about the kinds of
i nformati on that appears in your database froma | ook-up
service point of view just so we can get a, we've got sone
sense this norning but a little nore concrete sense of what
kind of information about that.

MR. REED: Well, our conpany -- First I'd like to
thank the Comm ssion for inviting nme and this opportunity to
present this to the public and to the press and all of our
peers in the industry.

| think it's very inportant that in the case of
| RSC, or Information Resource Service Conpany, we've
devel oped our database around one notto, and that is fraud
is the best business in town. And our job is to try and
hel p busi ness and prevent fraud.

So we've devel oped a public records database. W
have coll ected information fromvarious sources to verify
and identify potential risk factors. W' ve devel oped sone

products that identify the risk factors and determ ne
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whet her or not the information submtted has sone validity

or sone error in it and then notify the custoner how to
access that information to verify.

And an inportant part of our structure is
verifying the data. And | think it's very inportant that
everybody recogni ze hunman bei ngs put this data in. \Wether
it be public record, whether it be lists, wherever it cones
fromthis information nust be verified. |It's just raw data.
And we try not to allow anyone to believe that this is the
all of all alls.

The other information, of course we use the credit
header as well as part of our process and the verification
process that goes with that. W use Metromail databases.

We use several other databases that are -- Hogan Dat abases

I nformation Services, for exanple. W have that information
on our system W have Dun & Bradstreet's infornmation on
our system

So we have conpiled the necessary data to lead us in
devel oping the tools to hel p business prevent fraud. And we
deal wth many sectors of the, | should say primarily niche
markets in the business world.

MR. MEDI NE: You have a database | think called Last
Name Search or New Address Search; is that right?

MR, REED. Yes, we do.

MR. MEDINE: And your materials | think indicate
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that that informati on cones from a nunber of sources

i ncl udi ng phone directories and direct mail and nagazi ne
subscription lists; is that right?

MR. REED:. That is correct. And those are conpiled
by ot her resources such as Metromail and delivered to us.

We do not conpile them

MR. MEDINE: And then you woul d purchase these lists
fromMetromail and then they would be available to who for
use in | ooki ng sonmebody up?

MR. REED: No, we gateway to Metromail and use their
system

MR. MEDI NE:  Ckay.

MR REED:. So it's protected in that way from any
possi bl e violation of the DVA rul es.

MR. MEDINE: Could you clarify that?

MR REED: |'msorry.

MR. MEDINE: How might it violate the DVA rul es and
how are you preventing it fromviolating the DVA rul es?

MR. REED:. Well, because they are conplying,
Metromail is conplying with those rules in the way that they
gather it and the way that they deliver it. \Watever their
lists are to our understanding is in conpliance. So we do
not have a problemw th that.

MR. MEDINE: Their list, just to clarify | think

fromsome comments earlier, if it's a, the list is obtained
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because of soneone, direct marketing |ist or a magazine

subscription list, isn't that according to DVA rul es off
limts for |ook-up services purposes?

MR. REED: That you've got nme on. | can't honestly
answer that.

MR, CERASALE: David, you're absolutely correct.

Mar ket i ng purposes, the data that's collected from marketing
may only be used for nmarketing purposes. That neans that it
can't be used for individual reference service.

That doesn't nean that the information cannot be found
el sewhere so that the same information on the marketing |ist
is also an individual reference service. For exanple,
purchasing a good to send it to nme, they need ny nane and
address. They may get ny nane and address, ny nane and
address can be obtained fromthe white pages.

And so that may be, an individual reference service
may have, wi Il have ny nane and address because | do not
have an unlisted phone nunber. But a marketing list also
has nmy nane and address.

But the source of the information on the individual
reference service may not be, it's against DVA guidelines
and rules, and our ethics commttee will work with it, wll
handl e that if you think of those cases if the source is
froma marketing purpose taken froma transaction.

That may not be the source of the individual
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gui deline for the DVA

MR. MEDINE: So without asking you to rule on the
facts, assunmng the facts are that the information
comes from a nmagazi ne subscription list or direct marketing
list, what you heard just now should not be happening; that
is, that information should not be crossing the line to be
used for | ook-up service purposes?

MR. CERASALE: That's correct.

COMWM SSI ONER STEI GER: David, may | ask, what can
you tell us about the risk profile you are devel opi ng? Can
you expand on that a little bit? 1'mnot asking for
proprietary information, but in general can you describe
this profile?

MR. REED:. Yes. For exanple, if an applicationis
submtted to a nortgage conpany, for exanple, they wll
submt that data to our file and then our products signal
will verify whether that data matches or not.

For exanple, if you take the Social Security nunber,
for instance, that will be on the nortgage application, that
will be verified against the matrix that we have set up to
determ ne when that Social Security nunber was issued and
where it was issued to determine if that fits with the
profile that was delivered to us on the application. And if

there seens to be a variation then we will notify the
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conpany that there is a variation and they should verify

this information.

COW SSI ONER STEI GER: And can you describe in
general your custoner base?

MR, REED: Qur custoner base is conprised of
i nsurance conpani es, banks, nortgage conpanies, private
i nvestigators, attorneys, and that's our primary base of
busi ness. Oh, and casinos. Sorry.

MR. MEDINE: Do either LEXIS or WDI A or Worl dPages
want to add to, on the sources of information are you, any
of you getting information from other sources than was j ust
descri bed by Jack Reed?

MR GLASS: Well, no. 1'd just like to say for, on
behal f of LEXIS-NEXIS we do not display marketing
transaction information on an online | ook | ook up way. And
obviously that's not the business we're in and we have no
plans to do that.

MR. REED:. And, David, |I'd like to nention that we
give out that type of information on our Wb site as to
where the information cones from because we're not al ways
clear on where the data nmay cone from when we are buying it
from anot her source. They may not describe it in specific
ar eas.

W believe that's where it cones fromand we want to

make sure that we don't m sl ead soneone to think that we're
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gathering it fromother places which we're not. So it's,

and when | said that earlier | didn't realize where you were
going. Now | see where you're going and | think it is

i nportant. Because we have, we buy that data from Metromai
when we deliver that search that you' re tal king about.

MR. MEDINE: Right. Does WDIA get its information
frombasically the sane types of sources?

MR. HANNA:  Yes. W also use Metromail as well as
First Data Corporation for those type of services. And we
gateway to both of themusing actually their databases in
real time.

MR. MEDINE: Could you describe the kinds of
informati on you're getting through those gateways?

MR. HANNA: Basically the sane type you' ve been
tal king about. It's basically all the sane. They are two
of the nmj or sources.

MR. MEDINE: By "the same"” do you nean subscription
lists or marketing lists or credit bureau header
i nformati on? Could you --

MR. HANNA:  Well, it wouldn't be credit bureau
header information fromthose two sources. Basically what
it isis alot of what Wrl dPages does plus sources that
they don't always tell us about. | mean, they don't tell us
exactly where they put it all together from But it's

nostly white pages and yel |l ow page type data.
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Now, if they use sone other lists to augnent it,

whi ch years ago in the past they clained to, that's where
all this cones from You have got to understand a | ot of
this comes froma chronology of the late '70s and early '80s
when -- if you think it's confusing now and hocus-pocus, go
back 15 years when we started and all the information was
hocus- pocus.

It was all a big snoke screen because everybody
guarded where they were getting it and how t hey were
conpiling it. And they had it so we bought it and nade it
convenient to our clients, which is in the sane | eague of
type of clients that Jack just described and general
busi nesses as wel | .

So we nmade it convenient. But it was, 15 years ago
they were claimng nmagazine |lists. And sone of that
term nol ogy stuck which may not be true anynore.

MR. MEDINE: The first itemthat Jack Reed clicked
off was public records. And we have Bl ake Hogan from - -

MR DICK: I'd like to respond.

MR. MEDINE: Onh, sorry. Sorry.

MR. DICK: Probably just as third in line, but also
because Mark is maki ng representations about ny conpany
whi ch are abjectly not true. WbrldPages uses primary keyed
i nformati on and scanned information purely fromtel ephone

books. We have never used anything el se.
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I think Mark nmakes a very good point, one that |

think is crucial to this set of workshops as they progress,
about slicing and dicing and nultiple sourcing and

conbi nations of data. One of the distinctions that we make
is once you have let information out to a third-party, they
can conbine it wwth other information from other
third-parties, and using conputer and dat abase technol ogy
turn that [ist into sonething that it was not originally

i nt ended for.

The Internet is unbelievably different econom cs of
di stribution than had ever been realized for essentially
zero variable cost. So you have now got the conbination of
conputi ng and dat abase power, multiple database sources, and
a very low cost distribution and the ability to distribute
information and use it in ways which weren't fully intended.

We take great pains to ensure that that's not true
and | think the white pages industry on the Internet by and
|arge follows simlar guidelines.

But it does nmeke the inportant distinction that as
we think about data sources, it's probably in the future
going to be inportant to clarify and communi cate nore
clearly opt in or opt out choices at the tinme of data
collection, be it a sweepstakes, a warranty card, a bingo
card, an 800 nunber, these are all ways that information is

collected and conpiled into lists. Those |ists can be and

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

79
are conbined in ways that are not easily predicted. And

we're beginning to see sone of the outcones of those here

t oday.

MR. MEDI NE: Conmi ssi oner Varney.

COMWM SSI ONER VARNEY: Yes. If we --

MR. HANNA: Let ne extend ny apol ogies right off the
bat. | didn't mean that. But again to his point, he is

absolutely right. One of the things in ny denonstration
poi nted out first was the fact that we strongly support
telling the Web site visitor up front what information you
intend to collect and what you intend to do with it.

That's right on our front page. It's really
prom nent, easily clickable. And it tells themdirect that,
you know, we will collect E-Mail addresses of those who
communi cate with us via E-Mail and what we will do with them
and what we won't.

And | think that consuners are going to start
| ooki ng for businesses that deal with themin a straight and
forward manner and start saying, well, these are people |
want to do business wth.

And if they're not telling nme, maybe these are
people I don't want to do business with. And I think the
mar ket pl ace will do a ot to decide these issues on their
own.

COW SSI ONER VARNEY: Wel |, that's actually what

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

we're going to be looking at tonorrow i s when a consumner
goes to a Wb site what kind of information is collected
about them and whether or not there is a marketplace for
privacy.

| want to go back to this norning's topic which is
| ook-up services. And maybe what's energing is to mind is a
conti nuumwhere if you start at one end with white pages
t hat have been put online, very convenient for a consuner
now rat her than having to go to the public library and get
t he Manhattan phone book to | ook up sonebody in Manhattan
you can go on the Internet, you can go to one of the maybe
ten sites that has public directory information.

What |'m concerned about is where do we start
parsing it? Looking up the phone nunmber is great if it's
already in a phone book and the address if it's there. What
happens when you add a map as many of the services now do
for howto get there? |Is that okay?

What happens when you start to do the reverse
directory; okay? |Is that okay? At what point when we're
| ooki ng at the basic consuner tool that is a reflection of
information that is nore or | ess avail able already, not nore
or less, that is available already and you begin to add the
bells and whistles to it, at what point do we trigger sone
concern?

And | want to go back to Tim | know | asked you
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before a | onger question. But you said that there are ten

conpani es and that two of themnow are still doing reverse
directories. What is the effect on conpetition between the
ei ght conpanies that aren't doing it and the two that are?

How nmuch busi ness have you got? How nmuch busi ness
are they getting? Is it a constraint on your ability
because you' ve deci ded not to do that kind of, provide that
kind of information? |Is it a constraint on your ability to
conpete? And then naybe we can nove further along as we,
you know, get to the professional services and then what
sonmeone has called the bad actors.

MR DICK: Well, let ne talk specifically to a
coupl e of services that are nentioned. One is a conpany
cal l ed Four1ll which does all ow address-based reverse
searches. They are anong the nost popul ar white pages on
the Internet. But | don't believe that they are the nost
popul ar white pages on the Internet.

And there are services that are nore popul ar than
Four1l that do not allow that. The big white pages services
such as Wbrl dPages who are, the majority of us don't, we
don't believe that runs our business. W believe that
reverse | ook up is a niche business.

And then there are entities |ike PC411, which
showed a honme page screen of this norning, which | believe has

significantly less traffic in this business than we do. So
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I don't believe, no, | don't believe it harnms us.

COMM SSI ONER VARNEY: \What are your thoughts, and
then 1'd like to hear from sone of the other people around
the table. At what point do we begin to trigger concerns?
When you' ve got white pages that are online, fine; they
already exit. Now you add a map. |Is that a probl en?

Where do you add the next |evel of information, the
previ ous two addresses or the next level of information, the
other adults living in the household? At what point do we
begin to get concerned that this has crossed traditional
lines of privacy?

MR DICK: Well, et ne nake just one nore conment
and | think it would be useful to get reaction perhaps from
panel i sts and perhaps the audience as well. W have a | ot
of consuners here today; not a typical audience by any neans
but an interesting audi ence and an interested audi ence.

There is a freshness factor here. And that is in
white pages directory types of information we do our best to
keep it up to date and fresh. W also |let consuners opt
out. Even if you are listed el sewhere, you are nore than
wel cone to delist yourself from Wrl dPages.

We don't attenpt to list old addresses because
peopl e may have changed them and delisted them and noved
fromthem and not want that information let out. So let's

be current. Let's be fresh and current with the informtion
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t hat has been di scl osed.

We do do mapping, again for those individuals who
freshly and currently have published addresses. W do not
do reverse searching. That's our position; freshness factor
to us.

MR. MEDI NE: Maybe Marc or Evan or Jerry would Iike
to comment on Conm ssioner Varney's broader question about
where we're going from here.

MR. HENDRI CKS: Want nme to go? GOkay. Well, 1 think
that just fromthe brief denonstration we had this norning
we see that there is a huge problem devel oping in terns of
the availability of personal information over the Internet
because there is a qualitative difference between having
this information the way it was traditionally and now
putting it in the situation where anybody can access it from
anyplace in the world for any purpose.

I think that in terns of asking where do we start
drawi ng lines we have to start tal king about purpose tests.
And | think when you tal k about the white pages it is very
difficult to argue that information fromwhite pages, the
phone directory, can't be put up on the Internet site.

| do feel though that the nore people | earn about
this, it mght be nore of an incentive to have nore unlisted
phone nunbers because | think there is a qualitative

di fference again, but |I can't find a policy reason to oppose
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t hat purpose.

But again, renenber what happened wth the Soci al
Security Adm nistration. Everyone knows they have earnings
data and everyone knows you can get it from SSA. But once
they tried putting it on a Wb site and people coul d get
access to it, but the security wasn't good enough and people
are afraid that soneone could get your earnings data, the
SSA was fl ooded with 10,000 conplaints and they had to pul
the plug on that service in three days.

So | still fear given, if people were aware of what
Carol showed us this norning there could be quite a revolt
against that. And | think that one of the things is a
purpose test. Now the other thing, this is about the
sources of information.

One of the sources of information is credit headers.
And credit information was collected for the purpose of
facilitating the credit industry. And the FTC nmade a
decision, which if | was in the FTC at that tinme I m ght
have made the sane decision; it's just name and address
information, that's not considered a credit report.

But you' ve opened up a | oophol e and now you' ve seen
t he consequences of what you've done. That information is
bei ng used by hundreds and hundreds and hundreds of these
services out there. As Carol said you can get that header

information. That information was not collected to be used
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by all these services for any purpose with no restriction.

So that's sonething that could be i mediately
revisited in terns of your source of information. The other
thing that's been nentioned here is warranty cards.
Americans don't know when they fill out warranty cards
they're plugging into junk mail heaven. There is clearly
not adequate notice to people there.

When you' re | ooking at the sources of databases,
that's a primary exanple of where you should start a very
stern investigation and a crack-down of that sort of
i nformati on because that information is not, people are not
notified in any way and that that information is going to be
used for all these other purposes that then go into al
t hese ot her dat abases.

So | think that to the extent that, you know, the
source of information is one of the problens where the FTC
can start and take sone i medi ate action.

MR. MEDINE: Eric Wenger has asked to speak and then
Mar c.

MR. VENGER: | want to thank the Conm ssion for
inviting us here today to address these inportant issues. |
think that one of the inportant distinctions that needs
to be drawn here has to do with the difference between
privacy concerns and security concerns.

And some of the information that we have di scussed
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so far has to do with privacy concerns; and the problemwth

drawings lines here is that it's very subjective. Wat
information is private or people who have concerns about it
will differ depending on who the person is that you're

tal ki ng about and in what situations the information was

gi ven up.

And to address those concerns is going to be a
difficult undertaking. But it's inportant that consuners be
given nore information about what information is being
collected fromthem and how it can be used. And, you know,
that they have opportunities to check that information and
correct it.

There is another type of information that represents
a possible security threat to consunmers. And that is the
type of information that we have all tal ked about here
today, including Social Security nunbers and nothers' naiden
nanmes. And the problemhere is that this information, while
it has been available from public sources in the past, is
easier to gather than ever before.

We have seen today that there are services where you
can buy this information even w thout any service
subscription. You can just put down a credit card and
purchase that sort of information.

And that is conbined wwth the fact that we don't really

have a great standard for digital signatures. So when we do
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have transactions that are not face-to-face now, this sort

of information has becone a proxy for a digital signature
and therefore it represents a key that could be used to
access financial information, bank accounts.

So that |evel of information probably needs a
greater level of protection. Were the line is drawn is
unclear and it's sonmething that we are going to have to
di scuss. But there is clearly a distinction between
i nformati on that people would |ike nore control over because
of privacy concerns and certain information that is so
sensitive that it represents a security problem

MR. MEDI NE: Thanks. And this afternoon we want to
follow up on just the question you posed, which is how great
a security threat is the release of this information

Mar c.

MR. ROTENBERG | wanted to pick up on a point that
Evan made. And | think it's inportant to clarify this at
the outset. There's been several references this norning to
white page directories. Wite pages are the nost famliar
type of | ook-up service that people know about, that people
who are listed in the whites pages exercise control over
their listing; the white pages are publicly available to
anyone who wants to get someone's tel ephone nunber or an
address if it's |isted.

The person this norning who spoke from LEXI S- NEXI S
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described P-Trak and P-Find in her words as white page type

directory services. These services, P-Trak and P-Find,
share none of the rel ationships, none of the characteristics
of traditional white page services.

They' re not based on the consent of the person who's
listed. They are not publicly available. They are fee base
services. They include enhancenents, including the soci al
security nunmber which is in fact used as a key to |locate
i nformati on about individuals.

And | nake these points partly in answer to
Conmm ssi oner Varney's question. The reason that we may have
less difficulty with the Wrl dPage type service that Tim
D ck described is because that data is based essentially on
consent. It is based on the willingness of people to list
their nanmes in public phone directories and to nake that
i nformati on available to the public.

Now I think Evan is right. It is a big hurdle
nonet hel ess when you put that data on the Internet. And |
think the experience with the SSA database shoul d caution
all of us that even the consent that people give to the use
of their personal information in their physical world may
not be easily transferred to the Internet.

Nonet hel ess, you know, | would comrend Wrl dPages
for the work that they've done to try to mirror the |evel of

control that people who have exerci sed over the information
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that's reflected in those data services.

The answer then to Conm ssioner Varney's question is
where do you draw the line? You draw the line at the point
that there is no | onger consent, where there's no | onger
active participation, where there is no |onger the
perm ssion of the individual to nmake that information
publicly avail able. And that of course is where the
di scussi on about the use of |ook-up services begins.

COMM SSI ONER VARNEY: Let nme ask you a follow up
then, Marc. Because the technology makes it | think easily
avai l abl e to reverse engi neer publicly available
i nformati on, where does that fall on the continuun? You
know, ny name, ny phone nunber, ny address are all in the
phone book, easily publicly available if you know nmy nane.

Since it's technologically probably easy to type in
ny phone nunber or ny address and get the other two pieces
of information, ny question is, that's publicly avail able
i nformati on. Because we have the technol ogy to do that,
should we draw a limt on it?

| agree with you that it's an easier line if we say
anything that's not publicly avail able noves into a
different realm the nunber of people in the household, the
nanmes of the adults in the household because that's not in
the white pages then. |It's technologically and currently

avai lable. So will you just give nme your conments on the
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reverse engi neering.

MR, ROTENBERG. |'mnot sure exactly where you draw
that line. But Evan's reference to the SSA exanple, | think,
underscores the point that there is a big hurdle there.
There is a hurdle there because what peopl e thought they
wer e doi ng when they put their listing in the phone book may
not necessarily be reflected in the fact that the
information is widely available around the world. And |
think we need to be aware of that.

Now | guess what they' ve attenpted to do with the
Wor | dPages service is give an opt out option which begins to
address the problem

COW SSI ONER VARNEY: So maybe it's an inforned
consent in the sense that when you put your information in
the white pages what you're consenting to is not a reverse,
reverse capability. 1t's only the nane capability.

MR. ROTENBERG | think that's right.

MR. MEDINE: But are you going to be able to
fine-tune your consent that nuch to the extent of saying |
want it so it's searchable by name but not searchabl e by
phone nunber when | have put that information out publicly?

Jerry.

MR. BERVAN. | think the main point of the source
issue is that 90 percent of this information is from

publicly avail able and public source information. So |
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think that to approach the issue, | think there is a need

for self-regulation, | even think there is a need for
government regul ati on because there is no custoner
relationship with many of these conpani es.

So LEXI S-NEXI S, P-Trak, they've taken sone step
forward. But that step forward doesn't apply to a | ot of
that industry. But the source of the information, there is
ot her conpeting values. |It's been historically public. W
have, civil libertarians have fought a very long fight to
get public information, an electronic version of public
information, into the public realm

And the idea that it's nore sensitive because it's
in a database, if that becones a deciding factor in the nane
of privacy, | think we erode the public right to know. So |
think the source issue, | think the afternoon panel where
you tal k about the behavior of these conpanies and how they
deal with fair information practices and maybe that they're
com ng closer and closer to being like the credit industry
where they are performng simlar functions and therefore
simlar types of regulatory regi nes m ght be suggested, in
fact | think the conpanies that signed up for these rules
are essentially getting on that track.

So | just think that we've got to, | worry about
taking the problemon fromthe source side. 1| also worry

about because it's on the Internet. Because it's on the
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I nternet we have got sonme new problem Yes, there is going

to be, everyone is a publisher. W have to take that into
account .

Whether it's content or privacy, the problemis
bi gger. But we should al so take notice of the fact that
this industry has existed for a long tine. And the Internet
f ought back.

I nteractive technol ogy al so gives consuners new
tools, and the Social Security nunber and the m sinformation
about LEXIS was dealt with very fast for the first tine
because it's on the Internet. So | don't want the I|nternet
carved out for special rules.

COMWM SSI ONER STEIGER:  David, may | follow up with a
guestion?

MR MEDI NE: Sure.

COMM SSI ONER STEIGER: | think that does lead ne to
ask if anyone can define what is new. | think nost of us
are aware that a conpilation of information has | ong been
avai l able with basic marketing data |lists, sone of it sliced
and di ced indeed right down to being able to target, if you
will, specific consuner interests.

Certainly we have been able for a long tine, |
think, to ask those assisting marketers to tell us what's in
a specific zip code, for exanple. You can go to the postal

service nuseum and enter a zip code and | earn an enornous
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anount through a conputer program about your own zip code,

what's its education level, what's its basic denographics,
what woul d be the average age, the average educational |evel
and so forth.

Al'l of that information has been conpiled through
census data, car registration data, certificates and the
like for a long tine frompublic records. Wat are we
dealing with here that is new goes beyond.

And | think Jerry Cerasale mght help us here. | do
know, Jerry, earlier you made it very plain that you didn't
believe that same sort of market conpilation or that the
ethics code of DVA did not foresee it used for a search.

But help us with what is really new here.

MR. CERASALE: | think fromour perspective, in
appl yi ng our guidelines fromthe DVA the sane principles
apply to this new nedia, nediumas did the old nedia.
woul d think that the rapidity and nost |ikely the reduction
in expense of gathering that information is what's new.

The information itself and the ability of nmyself to
get it, the rules of, a bar between, using marketing data
for only marketing purposes still apply and it's the sane.
But fromthe public records standpoint you can get a
significant anmount of information relatively quickly at a
cheaper expense.

That's not always a negative to soneone.
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Purchasing, | can tell you purchasing a hone, a house out of

state, far away, the expense | had because we didn't have a
net to look at things and to go forward back there was very
expensive and now it can be nuch cheaper.

So | think the only newthing is the reduction of
expense to gather that information. And of course you can
get it nore rapidly.

MR. MEDINE: Marty, did you want to add to that?

MR, ABRAMS: | think that one of the things that has
changed over tinme is pace. But the basic concepts, the
basic nature of our information culture is the sane; it's
pace. And pace isn't just how quickly you get information
but pace is how quickly consuners want things done.

W want to be able to, when we're searching for a
home to get data very quickly. W want to when we're at the
the point of sale to conplete a transaction very quickly.
So what technol ogy has done is accel erated the pace.

But the basic information culture is the sane. And
our information culture has been very rich and it's been
very rewarding for us. |It's created econom c opportunities
that are very inportant to us. |It's created opportunities
for rectifying situations that weren't possible.

Jack Reed's systemis used to prevent fraud. W al
have an interest in fraud being prevented. her systens

are used to find deadbeat dads. W have an interest in
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deadbeat dads being located. W also have a tradition in

our information culture where there is a m suse of
i nformati on of society pushing back on that m suse.

So that we do have equilibrium nmechani sns that work
in our society. So I think that over tine self-regulation
cones about because people recognize the m suse or perceive
m suse. We either correct the sense of the m suse because
of , you know, conmunication through di al ogue or nechani snms
are created to correct that, either self-regulation or
speci fic regul ation.

COW SSI ONER VARNEY: | have to say | very nuch
di sagree with the description of what's new. Although the
i nformati on about individuals and their birth records, their
driver's license, their tax rolls has always been publicly
avai l able information, | think what is newis the degree to
whi ch highly personal information can be accessed by
virtual ly anyone and married with what was previously
probably proprietary transactional data.

So not only is what's new, you know, | saw a
dat abase denonstrati on where you could see who | was, who |
was married to, who ny parents were, what property | owned,
what rental property | owned, who rented it. Now that kind
of information may technically have been previously
avai | abl e through going to five, six, ten different

government sources. But it was not easily avail able by
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typing in nmy nane or ny nane and an additional piece of

i nformati on.

Nor | think has it ever been previously avail able
that you can take that information and you can marry it with
transacti onal data and create extrenely detail ed personal
profiles about individual histories, health histories,
financial histories, all kinds of things.

MR. MEDINE: Carol and then --

M5. LANE: Now, | do agree with you in what you're
saying as to the information being nuch nore point and shoot
and you can get a whole lot of information. However, when
we' re tal king about what keeps com ng through and things |ike
the credit headers or alnost any record we're tal king about,
you know, we have to recognize that sone of those things are
a demand of the market because there was litigation before
t hat .

Enpl oyers were being called to account for not
screeni ng when they brought in enployees. They have been
hel d negligent. They have had to pay mllions of dollars
when sonmebody was injured as a result. Sonme of these
records discuss two things. Like the credit headers uncover
where el se you should look for a crimnal record or where
el se you should be | ooking for records the person is not
di scl osi ng.

So when you draw the |line at consent and you say
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that there's a reason why we should say that this is okay

and that's not okay, the people who are trying to hide, the
peopl e who have a crimnal past and the people who have
commtted fraud before, been sued multiple tinmes, anything
that you do to nake those records | ess accessible gives them
free reign.

COW SSI ONER VARNEY: Well, no, wait.

M5. LANE: So you have to bal ance that.

COMM SSI ONER VARNEY: | think you're drawing a very
i nportant distinction. Law enforcenent nost people would
believe has a legitimte perm ssible purpose to a various
amount of information under a varying degree, varying
ci rcunstances, okay. Let's put aside |aw enforcenent for
t he nonent.

M5. LANE: This is not |aw enforcenent. These are
enpl oyers. This is the typical conpany that's going to
hi re sonebody or you're going to hire sonmebody into your
home to take care of your child.

COW SSI ONER VARNEY: Ckay. Let's put aside |aw
enforcement for a nonent. Then let's say all right, we can
all agree that there are sone circunstances under which sone
i ndi vi dual s, sonme enpl oyers, sone group of citizens should
have access to some information. But what are those
paraneters? Are there none?

Because I'mgoing to hire a nanny should | be able
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to take the six people that conme to ny house who want to

work for nme and should | be able to find out every bit of
i nformati on about themthat exists? |s that okay?

M5. LANE: But the public records certainly are
public. And the only difference is that before it was nore
difficult to uncover the bad ones. It was nore difficult to
track the people. And nowit's a |ot easier when you can
access the information fromthe hone conputer. Before they
m ght have had to hire a private investigator just to
screen. \Wereas now - -

COMM SSI ONER VARNEY: The question, what question
I"masking, is there any circunstance under which access to
the information which now exists should be |imted, should be
ci rcunscri bed?

MR CERASALE: Yes.

M5. LANE: | would like to think that, |I would Iike
to think that there could be sone reasonabl e protections,
especially in cases of stal king or people who have had their
credit stolen or people, you know, who have suffered
identify theft, things like that.

| would Iike to think that there was reasonabl e
precautions that could be taken. But every record we're
tal ki ng about here |I could get fromother sources perfectly
legally. W' re tal king about doing reverse directory

searches. | can buy a CD ROMto do the same thing if you
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| can go to the library and there's reverse
directories there too. So, you know, any information we're
tal ki ng about, yes you nake it nore accessible on the
Internet. But anybody who is going to use it for bad intent
has ot her sources.

For good intent, sonetinmes this information wasn't
accessible to them and now they can do reasonable tests. |If
sonebody puts up a site on the Internet and they | ook like
they're a Mcrosoft or an | BM or sone other fabul ous conpany
and are taking people's noney, now you can check them out too
before you invest. Because, you know, conpanies spring up
all over the Internet.

COMM SSI ONER VARNEY: | don't think you're going to
get any disagreenent that there are legitimte purposes to
accessing i nformati on wherever you do it.

M5. LANE: | would just like to see a bal anced vi ew
when we're tal king about each of these records. It's not
all --

COW SSI ONER VARNEY: But | think the question
really is if there should be |ines?

Where is the individual conpany's responsibility? Were is
the consuner's responsibility and rights, and where is the
governnment responsibility if it exists?

MR. MEDINE: Okay. Jerry and then Oscar.
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MR CERASALE: Well, | think that, Comm ssi oner

Varney in your statenent you were tal king about an

i ndi vi dual reference service, this information that's known
on you. And then you junped over to conbining it with
transactional information and therefore becom ng, adding
sone additional information for you.

From t he point of view of individual reference
services, there should be a fire wall. You should not be
able to use marketing information and conbine it with any
other information for an individual reference service
pur pose.

That's clearly a boundary, a boundary that the DVA
has said it's in our guidelines, it's been in the guidelines
before the Internet ever showed up. Whatever is the next
generation of things after the Internet, | would assune that
woul d still be still be there. So that's clearly a
gui deli ne that should be there.

That is the restriction, that marketing data
i nformati on should only be for marketing purposes. Because
a marketing list is not |ooking up Christine Varney; it's
| ooki ng up thousands of people that are interested in X
product or are interested in X kind of, if you're a
nonprofit X kind of philanthropic event.

COW SSI ONER VARNEY: (Okay. So transactional data

and personal records data should be separate.
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MR. CERASALE: That's right. Now --

COMM SSI ONER VARNEY: Okay. |Is that currently the
state? |Is there no conpany out there that has married that
data and is selling it?

MR, CERASALE: Well, we will do --

COW SSI ONER VARNEY: | know it's not in DVA

MR, CERASALE: Well, we'll do ethics cases on any of
those, whether they're DVA or --

COWMWM SSI ONER VARNEY: Well, | know but, you know,
not every conpany in the world bel ongs to DVA

MR. MEDINE: Eric.

MR. VENGER: There is an article in yesterday's
Washi ngt on Post about a conpany that's doing sonethi ng that
we all said was not being done |ast year. W | ooked at
Doubl eC i ck | ast year, which was a conpany that was using
cookies to track individual Wb users' browsing habits
but they were not tying that to individual identities.

And at the tine they were saying, you know, making
clainms that they were never going to do that. But
ny concern at the tinme was that sonebody was going to. And
there is a conpany in this area called, wth a service
called Adfinity. | forgot the name of the conpany but there
was an article about it in yesterday's WashTech section of
t he Washi ngton Post.

And what they do is they encourage you to register
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with them giving thema nanme and a zip code. And then they

go and marry that information with transactional infornmation
from ot her marketing sources.

And | think, so the answer to Conm ssioner Steiger's
guestion | think it was about what is newis that all of the
things that we tal ked about, the fact that the P in public
records is a capital P now, that you can |l ook at this
i nformati on fromrenote sources, conbine information, sort
that information, marry it with other sorts of databases,
and all that has cone to create a feeling of uncertainty
for many consuners about using the Internet for conmerci al
pur poses.

And that's why it's inportant for us to have foruns
like this today to exam ne technol ogi cal responses and
sel f-regul atory responses and the adequacy of them But
just to echo the point that | nmade before that there is in
addition to this feeling of invasion of privacy the threat
with sonme of the information that's available to the
personal security, with the financial security of consuners.

And we saw that again with Evan's exanple of the
Soci al Security database. The very information that the
Soci al Security Adm nistration was requiring to pull up a
PEEBS record was the Social Security nunber and the address
of the person, and there were a couple of other sources.

But not nmuch of that information you could get just
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by know ng sonebody. And the renmaining information could be

easily purchased fromnmany of the online databases that we
wer e di scussing here today.

MR. MEDINE: | want to give Oscar a chance to talk.
Then 1'd like to save nost of the discussion for the | ast
panel this afternoon and get back to a better understandi ng
of how t hese databases work in terns of where the
informati on conmes fromand how it goes through the system

But, Oscar, you have been patiently waiting.

MR MARQUIS: | just wanted to answer Comm Ssioner
Varney's question about where is the line. | don't think
there is aline. | think there are a variety of lines. |If

you go along with Marc, the line is at consuner consent.
But what that does is posit privacy as the ultimte val ue.

And | think it's a question of balance. There is a
breach of privacy in return for a benefit, preventing fraud,
findi ng deadbeat dads. And in each situation there is a
| evel of information that's disclosed for the benefit for
the | oss of privacy.

So you have a benefit and you have a | oss of
privacy. And there are different lines for different types
of benefits unless privacy is the ultimte value. But if
there are other values you draw the |ine at different places
for different situations.

I ndustry is working on voluntary initiatives to get
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to those lines in different situations as the DVA has that

line for marketing information, as the new industry group
has a line that we'll discuss later. And | think basically
in ternms of public policy that's what you need to | ook for
is where is the line for which service and what benefit.

MR, ROTENBERG  Davi d?

MR. MEDINE: W're going to run out of tine. And
we're going to have lots of tinme this afternoon to talk
about these things.

MR. ROTENBERG  Could | just answer the question
t hat Comm ssioner Steiger asked.

MR MEDI NE: Sure.

MR. ROTENBERG Because | think it is the critica
guestion. | mean, she asked what's changed. And we all
typically say conputers are faster, you know, data is
cheaper, on and on the |ist goes about how, you know,
conput ers have advanced and nade i nformation nore avail abl e.

But | actually think the question should be answered
nore precisely. W are selling information today that ten
years ago woul d not be bought or sold. You go to a hospital
sem nar today and peel out a registration form and your nane
and address is going to show up on a nmailing list. That's
the answer to your earlier question regarding your nedical
condi ti ons.

W are selling informati on today on our children
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that ten years would not have been bought or sold. And the

other thing that has changed is that the | aw has not kept up
Wi th these devel opnents. Because in past years when there
was an introduction of a new technology that raised a
privacy issue, whether it was the conputer databases of the
"60s or E-Mail of the '80s or cable services or whatever it
was, video rental records, the | aw responded. The |aw
responded.

MR MEDINE: Can I, 1've been trying for half an
hour. Can | call on Blake Hogan to talk just a little bit
about where does this information cone fron? | mean, Jack
Reed started off the discussion about tal king about public
records. But ny understanding is that Hogan is one of the
| argest if not the |argest provider of public record
i nformati on.

So could you tell us a little bit so we can have a
concrete feel maybe about sone of the information that
wasn't avail able years ago that is now avail abl e rather
easily?

MR. HOGAN: David, all of our information that we
conpi l e was avail able years and years ago. W sinply, our
dat abase contains public record information which is
conpiled fromfederal, county, and mnunicipal courthouses
across the United States.

MR. MEDINE: And could you just give us a little
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nmore feel about what kinds of information is in there;

judgnents, bankruptcies, address, identifying information
and how you go about collecting it and who you sell that
i nformation to?

MR. HOGAN: The data is primarily in the categories
that vary greatly. But bankruptcies, tax liens,
judgnents, the data that is contained in those records would
be the data that would be comonly found on the docunents
t hensel ves.

In fact we transcribe it just exactly as it is
identified on the docunents and have a quality assurance
departnment which we spend a great deal of noney to validate
that the information that's in our database has a 99 percent
accuracy error, | nmean accuracy rating or greater based on
what's actually reflected at the courthouse. W do not add
information in addition to what's at the courthouse.

MR. MEDINE: Wbuld that include identifying
information |ike address, Social Security nunber, dates of
birth if those are in the particular filings in court?

MR. HOGAN: W woul d, nane and address are on al
t he docunents in the courthouses. However, the social
security nunber is only on a fraction of the docunments.

MR. MEDINE: Do you pick that up into your database
when it is avail abl e?

MR HOGAN: If it is avail able we do.
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MR. MEDINE: And who do you sell the information to?

MR. HOGAN: W supply those on a whol esale basis to
busi ness to business information firnms. Their primary
mar kets they serve are the financial markets and the | egal
mar ket s.

MR. MEDINE: And do you also sell themto | ook-up
services as well, make these database a public record for
informati on avail able to | ook-up services?

MR, HOGAN:. Dave, | mght need a better definition
of | ook-up services. Maybe that's being a little bit --

MR, MEDINE: Well, LEXIS P-Trak, |RSC, Wbrl dPages,
the fol ks who are here and others who are party to the
agreenent we're going to hear about |ater today.

MR. HOGAN: Five of the eight conpanies that are
represented here we do supply information to.

COW SSI ONER VARNEY: And do you have criteria upon
whi ch you decide who you will sell to or is it anybody who
cones to you can buy your infornation?

MR. HOGAN: No, we have criteria which we --

COW SSI ONER VARNEY: What kind of criteria do you
have?

MR. HOGAN: W choose if they have legitimte
busi ness practices. W have people that have detail ed
on-site visits to identify what they're using the

information for. W have a set of witten privacy
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principles | suppose as well as our internal opinions on how

we woul d di ssem nate the information

COMM SSI ONER VARNEY: So one of the things you said
was that one of your criteria was, if | heard right, a
per m ssi bl e busi ness purpose?

MR. HOGAN: What we look to is how they' re selling
their information. The guidelines have been primarily
targeted towards organi zations. W target business to
busi ness firnmns.

COMM SSI ONER VARNEY: Can you give us a sense of
their, are there any kinds of inpermssible business
services? Are there entities or circunstances under which
you will not sell your information?

MR. HOGAN: W choose to do business with people who
are credi bl e, honorable, have not been involved in fraud.

MR. MEDINE: So could you give an exanple of, who
woul d you turn down? What profile, what information would
you gat her on a potential subscriber or user that would | ead
you to deny them access to your database?

MR. HOGAN: David, we've chosen not to supply
information to individuals who operate on a consuner |evel,
going to the consuner.

MR. MEDINE: So direct consuner access to public
record information would not --

MR. HOGAN: If World Net wanted to, which obviously
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they would not, would want to put our information on as

attachnments on their database, which obviously they would
not, we would also not want to do that.

MR. MEDINE: Eric, New York's, you're here in
anot her hat too which is that New York State, while it has a
| ot of concerns about consuners' privacy, also sells public
record information. Could you talk about the role of states
in providing access to public record information?

MR. VENGER: Reluctantly. The current status is
that by law in New York driver's license information is
publicly available. Those records are sold for
approximately five dollars apiece. And there is, you know,
a wde range of information that's included in those
driver's license abstracts which includes things such as
vehi cl e and ownership information, |icense records, accident
reports, conviction certificates, police reports, conplaints
satisfied judgnent records, hearing records, closed
suspensi on revocation orders. And these are all readily
purchasable fromthe state at this tinme as | said by |aw

COW SSI ONER VARNEY: How about hei ght and wei ght ?
Do you tell that?

MR. VENGER: You know, | don't know. That's a good
question. | could check that for you. 1In addition, the
state also sells, is permtted to sell registration lists

and title information. And the extreme exanple of this had
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to do with an instance in Oregon where sonebody purchased

the entire driver's license record for the state.

You know, every individual driver for the state and
then posted it on a Wb site. And that person was convi nced
that that was not a great idea and the Wb site was taken
down.

In 1994, as part of the Violent Crine Control and
Law Enforcenent Act there was a new requirenent, a new | aw
that was passed called the Driver's Protection -- sorry,
Driver's Privacy Protection Act which goes into effect on
Septenber 13th, 1997. And this |law puts new requirenments on
states about the information that they can sell and under
what circunstances they can sell it.

The states are required to maintain, to check for a
per m ssi bl e busi ness purpose before selling this information
unl ess they have provi ded sonme sort of opt out, clear and
conspi cuous notice to consuners, an opportunity for themto
get out of the database.

And then if that is satisfied then there doesn't
need to be any sort of search for perm ssible permssible
busi ness use. There are a wide list of exceptions, you
know, that fall in those categories of perm ssible business
uses. And I'd have to say that | have been provided sone
information fromthe DW in New York about a proposed range

of responses.
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None of these have been finalized yet, so | have to

be careful that I"mnot stating that this is the fina
position fromthe DW fromthe State of New York but these
are things that are under consideration.

My understanding is that there will be sone sort of
conbi nation of opt out for certain types of records, and
that for other types of records there wll be procedural
protections that are put in place to check for perm ssible
uses of the information.

O her states have taken ot her approaches to deal
with this newlaw that's going into effect. W
understanding is that South Carolina has elected to
chal l enge the statute and that they have brought suit to try
to overturn it.

In Illinois they have decided that it was nore cost
effective for themto close the records entirely rather than
to ascertain the privacy preference of individual consuners
and then maintain a database that would keep certain
information in and certain information out based on those
pr ef erences.

And it's also ny understanding that the State of
I1linois was sued for its position in closing the records.
And that in addition that there has been sone |egislation
that was introduced in Illinois to try to mandate that the

state make the infornmation available to the extent that it's
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perm ssi bl e under the DPPM

MR. MEDI NE: Thank you. That's a very hel pful
overview of the state of affairs of notor vehicle records.
We've also heard this norning that credit bureaus are a
maj or source of information for |ook-up services. And we're
fortunate to have representatives of all three credit
bureaus here. And |'d appreciate your views on what kinds
of information you provide to | ook-up services, what

controls you have in place in terns of determ ning which

| ook-up services to sell information to and so forth
John Ford.
MR. FORD: [|'mJohn Ford with Equifax. And on

behal f of Equifax |I'd like to thank the Conm ssion for
inviting nme here to participate in what is obviously a major
public policy issue.

I"d like to refocus, | was asked to participate here
to di scuss sources of information. | want to make, | feel
it's incunbent upon ne to do that and to express the fact
that Equifax is highly commtted to nmaintaining the
confidentiality of the personal information to which we have
been entrusted.

Qur sources of data include consuners, credit
grantors, and courthouses, the three Cs to nmake it sinple.
The information in the credit file is sold only to those

busi nesses with |l egitinmte business needs and for credit
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line of data to only those with a perm ssi bl e purpose under

the Fair Credit Reporting Act.

Equi f ax does have several products that we call
identification or |locate products. As you m ght inmagine, |
object alittle bit to the |oose term nology of credit
header data. But as you've all heard, there are a | ot of
ot her conpani es out there who maintain the sane ki nd of
dat a.

But the focus al ways seens to cone back to the
credit reporting industry, which I mght add is highly
regul ated by the FCRA and which al so has inplenmented a
nunmber of voluntary privacy practices.

Even within Equifax we've placed sone restrictions
on how we use this identification data that's different from
our conpetitors. This was not designed to be conpetitor
bashing at all. It's just sinply a matter of our conpany
pol i cy.

For exanple, in 1974 we nade the decision not to
sell information to private investigators. That's a policy
decision not a legal requirenent. On our |.D. product we
have two types. One is the full identification report which
conmes under, we consider it a consumer report, cones under
the Fair Credit Reporting Act.

W have another product that's a limted product.

We provi de nane, address, and on occasion tel ephone nunber.
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It does not include Social Security nunber. That's a

deci si on by Equi f ax.

As | said, these products are not sold to
i ndi viduals but are sold to businesses or other legitimte
organi zations. The Social Security nunber is sold as an
out put report only to those custonmers having a perm ssible
purpose for the full credit report.

In all other cases Equifax wll verify a social
security nunber provided in a request for information from one
of these legitimte businesses, but we do not return a
soci al upon request that is not furnished by the requester.
So you understand now our sources and you understand to whom
we sell.

MR. MEDINE: Marty and Oscar, do you have any
addi ti onal comrents about that?

MR. ABRAMS: Each of the conpanies is slightly
different. W all have our own policies. At Experian we do
provide information pertaining to current and past address
and Social Security nunber. And it's limted to that, to
organi zations that use that information to | ocate or
aut henti cate individual s.

W do that with rules that have been highly
restrictive because we wanted to assure that the end-user
had an appropriate purpose. And we had wanted to make sure

that they were qualified, and we wanted to nmake sure that
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there was know edge of who that end-user was.

We required there to be a nexus between the
end-user and the party that was being |located. And one of
the reasons that we had those rules is that the information
is current, it does help the end-user |ocate the individual
based on current address.

W wanted to nmake sure it was used appropriately.
We did, now that we have a set of principles, we wll use
those principles to help qualify the parties that will then
provide that information to the marketpl ace.

MR. MEDINE: Can you just el aborate what your
t hought process would be if a | ook-up service asked for
access to your information, how you woul d deci de whether to
provi de themthat access?

MR. ABRAMS: In the past, as |I've said, we based
that based on them knowi ng who the end-user was, know ng
what the use would be by the end-user, assuring that there
was a nexus between the end-user and the party that was
bei ng | ocat ed.

MR. MEDI NE: What woul d be an exanple of an
i nper m ssi bl e nexus or inperm ssible use?

MR. ABRAMS: An inpermssible -- if it was going to
be provided to a consuner as the end-user.

MR. MEDINE: But what if it were not? |Is there any

type of situation where soneone would be trying to | ocate an
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i ndi vi dual that you would view as not a perm ssible basis on

which to get information?

MR. ABRAMS: Yes. As | said there had to be a
nexus, an existing business relationship between the
i ndi vidual and the end-user. For exanple, if an individual
was an uni nsured notorist who caused an accident in
California, under California |law the insurance conpany that
insured the other party has a right to | ocate that
i ndividual and try to collect fromthem That is an exanple
of where there woul d be a nexus.

MR. MEDI NE: GOscar, do you have, what are your views
on that?

MR, MARQUIS: W have essentially the sanme policies
as Equi fax and Experian. There are sonme differences but
they're not material. But we do provide sone indicative
information to | ook-up services, recognizing the Fair Credit
Reporting Act and the bal ance that that statute sets up
bet ween privacy and the benefit of the information.

We don't exploit a | oophole but rather recognize
that bal ance, the Fair Credit Reporting Act permts
di scl osure of very confidential, private financi al
i nformati on about consuners for very serious, inportant
transactions dealing with credit, and not only credit but
credit, insurance, enploynent, collections, but sone

information that isn't as sensitive is permtted to be
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di scl osed for the benefit that's recognized by the statute.

MR. SILVERMAN. Marty, 1'd like to ask as a
foll owup to your hypothetical about the autonobile accident
whet her or not Experian's policies would permt soneone to
search for a witness to the accident, not someone who was
directly involved. Is that a sufficient nexus?

MR. ABRAMS: If there was a |awsuit and we knew, and
the organi zation that was providing the information to that
law firmfor the purpose of locating that w tness, the
W t ness had been identified at the scene, yes. Since we
know who the end-user is, we know the purpose, we woul d say
that that's a permssible, that it would be an appropriate
use.

MR. HENDRICKS: In terns of sources and activities
and getting back to the question of what's new, when you
tal k about public records that's very new. There is a
qualitative difference between having to go to these
courthouses and getting it yourself and having to be able to
buy it froma centralized el ectronics source.

Now, half of the states have |laws that restrict the
use of voting records for voting purposes. | think those
are good | aws because you don't want to di scourage people
fromvoting by allowi ng that information to be used for
unrel at ed purposes.

And that's what | nmean about the purpose test.
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That's one of the standards that should be incorporated into

the use of public records when it involves our personal
i nformati on.

You know, another thing that's newis the Internet
can flip things sonetinmes. | nean | very nuch felt for
LEXI S-NEXI S during that big brew ha-ha over your service
when m sinformati on was bei ng passed about you through
el ectroni ¢ nmeans.

In turn I want you to feel for consumers because
that's what's happening to themso nmuch in this age. There
is alot of bad infornmation being passed about people and
that's really hurting themin enploynent, insurance, and al
those sorts of things.

The credit header information though is sonething
I"d like to cone back to because this is a major source of
information. And, Carol, your exanple about enpl oynent
wasn't a good one because enploynent is one of the purposes
you can use credit report information under the Fair Credit
Reporting Act. So that's already covered.

| think credit header information should not be
avai l abl e for these purposes outside the Fair Credit
Reporting Act. | think that was an inportant | oophol e that
shoul d be cl osed.

MR. FORD: For everybody, or just for credit

reporting agencies?
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MR, HENDRI CKS: Ch, yeah. For everybody. And you

start where you can. | nean, | don't buy the argunent that,
well, this information is out there anyway so we can't do
anything about it. | think you have to start where you can.

And | prefer baby steps to bonb therapy. But | agree with
you that it shouldn't single out the credit reporting

i ndustry. There's got to be -- well, let ne, just one nore
t hi ng.

MR. MEDINE: And then you can respond to that.

MR. HENDRICKS: | think what's really new here, and
we have to sort of step back and we nitpick about all the
different little services, is that we're in a transition as
I think fundanentally inportant as fromland and feudalism
to capitalism now fromindustrialismto information age.

And we have to deci de what are human beings going to
be in this new informati on age, or are we just going to be,
the database is going to be chattel for comrerce? O are we
going to maintain our rights as human bei ngs to have
controls over our information, our destiny?

So I think that's why we have to sit back and say,
| egal rights are a very inportant part of this matter. This
is a human right and can only be addressed by a
conpr ehensi ve frameworKk.

And the FTC is going to have to do what it can

adm nistratively but also make the legislative
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recommendati ons so we can be human beings in the information
age.

MR. MEDI NE:  John.

MR. FORD: There are so many subissues to this topic
of how do you control the information that's being used.
What's personal ? Wlat's sensitive? | nmean, even the
Eur opean Uni on has nade sone effort to decide what data is
sensitive. And many of us in this roomwould disagree with
their category.

I would go back to an earlier thene that we ought to
give self-reqgulation a chance to work. And if we're not
going to do that, we ought not to penalize one particular
industry for data that's out there. W need a |evel playing
field if legislation or regulation is going to pertain.

| liken it to the notion that we should not use a
vice grip when a pair of tweezers will do. And | don't
think we're beyond the tweezer stage yet and we're | ooking
at ways to put a vice grip around a nunber of issues that
are invol ved.

Omnership of data. There's sone question about
peopl e saying this is information that belongs to ne and
therefore you shouldn't be using it. Ohers would argue
that it's not information, it's not your information, it is
i nformati on about you.

So ownership beconmes kind of a red herring issue for
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control of the data, maybe even renmuneration for deciding to

| et your data be used. So | would just propose that in a
public policy debate that we | ook at both sides and not
apply a vice grip when a pair of tweezers m ght be an
appropriate thing.

MR REED: 1'd |like to make the comment that since |
have been using the credit header information, 1982 when the
FTC approved if for that use on a formal request from ne,
our conpany has always taken the position of protecting the
i nterest of the individuals.

And our custoners use the information for very
| egitimate and appropriate purposes in protecting society
and benefiting society. And I think we're going to talk
about that later.

But 1'd Iike to point out a comment that was just
made about the voters' registration. Yes, sone states have
cl osed voter registration, but sone of them have been
overturned for First Amendnent violations as well. And I
think that's sonething that should be taken into account.

Furthernore, | think that when we tal k about the
uses of the credit header information, when you're trying to
prevent fraud in the insurance industry you have a major
probl em because you have sonetines as many as twenty or
thirty peopl e making clainms who give fal se nanes and fal se

Soci al Security nunbers.
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Wthout an ability to verify that information and

make sure that you're dealing wwth the right people and
preventing that fraud fromtaking place, your insurance
rates woul d skyrocket.

We can take the sanme thing in the nortgage industry.
By using that search, and even though that's a Fair Credit
Reporting perm ssible purpose, but by using that search in
the way that we use it, we prevent one conpany from | osing
four dollars on every |loan that they approve and every
search that they approve.

So for every dollar they spend they save four. |
think that's very inportant to your cost in getting
nortgages. So we're dealing with econom c conditions as
well. And you can't just take and set arbitrary guidelines
down for this type of information.

And our conpany has been a voluntary conplier with
our own regulations internally. And when we put that
information out that we tal ked about earlier about where the
data was comng from we did that as an educational so that
our clients and everyone el se woul d understand where it was
com ng from

And | think you're going to hear later on today nore
about that, and | think it's very inportant. And we al so
force certification, electronic certification when there's

access. So we do have controls and we don't sell it on the
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Internet. That's another factor.

So | think that there is a lot nore to consider and
I think we should take a good long | ook at this. And
voluntary regul ati on can work, and we'll talk nore about
that today. Thanks.

MR, MEDINE: Just to follow up on your
certification. One issue is audit trails in ternms of
detecting i nproper use of this data. Do you naintain audit
trails so you can identify who has had access to what
particul ar kinds of information fromyour database?

MR, REED:. | could tell you since 1982 who accessed
what .

MR, MEDI NE: Ckay. And what about, flipping around
to the Chairman's question earlier about consunmer access, do
you provide consuner access to your noncredit reporting
i nformati on so consuners may have a chance to learn what's
i n your database about them and possibly seek to correct
that information?

MR. REED: W have not generally approached that
fromthat direction at this tinme. However, under the new
guidelines we are already in the process of putting those
guidelines into place so that they will work for the
consuner.

W're trying, now we are | ooking at how that can be

done and how enforcenent can be imagined not only internally
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but externally on our custoners and subscribers. So there

are a lot of issues there yet to be dealt with. And | think
we need sone tine to work our way through them

But now that we're | ooking at them we see
opportunities to change the way that that can be done. And
| don't think it's as difficult as sone people would like it
to be.

MR. MEDINE: But just to clarify, and we'll hear
nore about this this afternoon, you're still not proposing
consuner access to the precise information on file so nuch
as the nature of the information on file.

MR. REED: The nature of the information on file;
correct.

COMWM SSI ONER VARNEY: David, | still know we're
going to run out of tine shortly and I'mstill sort of
struggling wth the whol e pot here.

If I can try for a mnute, it seens as though we've
got these consumer search vehicles or consuner search
enterprises that maybe are the ten conpani es and maybe
they're nore into white pages but there are sone practices
that we want to | ook at.

Then we've got at | ease the eight conpanies that are
professional, and | think they' ve identified thenselves as
i ndi vi dual reference services. On one end they seemto get

their information from published white pages, maybe sone
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ot her sources.

At the other end, they seemto get their information
fromthe information that is permtted to be disclosed from
credit bureaus as well as public record sources that they can
buy either fromthe creator of the public record or through
an internediary.

And then we seemto have the vast mddle, which is
what Carol put up, all of the specialty reference services
that get their information froma variety of sources and
meke it available to a variety of people.

And | guess ny question is, is that really, aml
thinking of this right? Have | got the universe right and
have | got the sources? |I|s there any other place that you
guys are getting infornmation?

You're getting it fromthe credit bureaus and you're
getting it fromthe public records or the internediaries who
make a business of selling you that information in a fornmat
that's accessible to you.

MR. HENDRI CKS: Comm ssi oner, warrant cards and
magazi ne |ists.

COW SSI ONER VARNEY:  Ckay.

MR DICK [I'dlike to, what I'mhearing is confort
in, it's hard to talk about the sources of information
wi t hout considering the uses. And what |'mhearing is

generally simlar principles and the established way of
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doi ng busi ness and comrerce for many, nmany years.

We trade information all the time we are generally
confortable with. I'mwlling to fill in this |oan
application because | knowit's going to be used to approve
my nortgage or a credit card. That's a useful thing; |'m
willing to do that.

| don't know that that information m ght be used to
build a list that m ght be sliced and diced and comm ngl ed
wWth other lists to be used el sewhere. I'mwlling to put
nmy name and address in the phone book because |'ve gotten
control of that. | know what it's being used for.

And |i kewi se the DVA has guidelines that say this is
marketing information. It's not supposed to be comm ngl ed
with other information and used el sewhere. So it seens to
me that where you've got sources in line wth uses and where
there are adequate controls around those we have been
historically confortable with those.

The challenge that | think the new distribution
medi a brings along with the conputational ability to
commingle data is to use information gathered in one sphere
in adifferent sphere in a different way and to do that very
cheaply.

There is now, think about it, there are 40 mllion
information termnals on conputers on consuners' desks

around the country now. So you have got this extraordinary
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di stribution mechanism You have got an extraordinary

ability to conmngle information and use it in ways in which
it wasn't originally intended.

That's the challenge, | think, is the context of
i nformati on usage in alignment with the source of the
information. Were it is we don't see a problem But there
may need to be nechani sns around i nformed consent. It's a
I"mconsenting to ny information being used in this fashion
and not in others.

MR, MEDI NE: Jerry.

MR. CERASALE: One thing, to correct a statenent, at
| east an understandi ng for Comm ssioner Varney, | don't
believe that the eight conpanies, at least in the DVA
guidelines to you is warranty cards and nagazi ne
subscriptions for an individual reference service that |
bel i eve, and you should take this up this afternoon, that
their agreenent neets the DVA gui delines so they would not
use that information either. So | don't believe that |ast
statenment is correct.

MR MEDI NE: Marty.

MR. ABRAMS: As we' ve tal ked about over the years,
David, we believe at Experian that, as | said, that as the
mar ket pl ace changes, as the environnent changes that the
uses of information should be visible to the public and

shoul d be increasingly visible with the public.
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We tal k about that a ot in our Experian

publications, on our Experian Wb site. As we get this
afternoon to the principles that the eight conpani es have
come up with, one of the nost inportant principles is an
education principle that goes to the fact the public shoul d
have a right to understand how information i s being used.

One of the gaps we do have is an educational gap.
And one of the roles that we all can play including the FTC
is to fill that educational gap. One of the things that |
wanted to make really clear is, as Jack would attest, when
it comes, you know, we have al ways been very restrictive on
how we provide that identifying information in the
mar ket pl ace to assure that it is being used in a reasonabl e,
responsi bl e fashi on.

W' ve al ways been very reluctant to provide that
i nformati on and have to see that there's a good purpose for
doing that. And we've always assured ourselves that it is
i ndeed bei ng used for that good purpose.

As Jack Reed would attest, we do audit those
organi zations that we provide information to to nmake sure
that it's serving those purposes. And it's those purposes
that have really led us to provide that information

MR. MEDINE: We're alnost out of tine. W have tine
for three brief comments. Mark Hanna, do you still want to

say sonething, Eric Wenger, and Marc Rotenberg and then
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we're going to take a break.

MR. HANNA: The thing that's changed nost,

Commi ssioner Varney, in nmy opinion is the fact that sone
people seemto be mssing. | think that nore infornmation is
comng off the Internet through the published word than even
through the information services.

You' ve got search engi nes now that index every
single world. You can put ny nane in the Internet. Just
put ny nane in a search engine. You will find all kinds of
things and fromall kinds of places. They wite an article
in the New York Tines, it's indexed the next day in
Al tavi st a.

My nane. | mean, they want to put ny address in the
New York Tinmes? My address is going to be available to
anybody on the Internet. 1In 1983 | coined a termcalled the
TAG factor. And TAG stood for total aggravation and grief.
W' ve taken a quantumleap in reducing the TAG factor of
i nformati on.

Qur technol ogy has taken us to the point where the
average Anerican law abiding citizen nowwith a very | ow TAG
factor, very low total aggravation and grief can find out
what they need to know, whether it's about the seven wonders
of the world or whether it's about Mark Hanna. [It's the TAG
factor.

You're not going to be able to put the genie back in
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the bottl e when you have hundreds of search engines that

i ndex every single page, every single news group, every
single word in every news group is all searchable. And the
comm ngling of data isn't so nuch by the conpanies as it's
by the worl d.

In the old days you used to say go west, young nan.
If you had sone problens in New York go west. Nowadays the
i nformati on about you was there before you even thought
about it. So it's not so much where you draw the |line but
in the 1950s our econony booned because of inprovenents in
the way we manage data. Fromthe '50s, the '60s, the '70s
it's gotten better. |In the '80s and the '90s.

This genie is out of the bottle. | nean every
i ndex, every word, the New York Tinmes, the Washi ngton Post,
hundreds of papers across the country, every publisher.
Nowadays you buy a book on the shelf of Barnes and Noble, |
can search on the words in the book and fine the entire text
of the book through search engi nes avail able on the
I nternet.

MR MEDINE: [I'd like to just keep things brief
because we're already past our tine. So | appreciate that
as the conforting thought to think about over | unch.

Eric.

MR. VWENGER: The chall enge here today is to

stri ke the bal ance between privacy and security against the
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concerns that we all have about the inportance of this

i nformati on, the necessary and convenient uses for this
information, and to try to find a way to strike that bal ance
in a way, you know, that is fair to everybody.

VWhat's new that we're seeing today which just sort
of occurred to me fromthe conversation that happened
bet ween John and Evan is that the nunber of actors in this
i ndustry has grown trenendously.

So even as we discuss John's point about what tool
we shoul d be using, whether we should be using a tweezer or
a vice, we al so have to be thinking about where you woul d
apply that tool even if you figure out what the right tool
was because there are so nmany nore conpanies that are
involved in selling information than ever existed before.

Anot her interesting devel opnent that we have seen
here is that just as we're discussing where to strike this
bal ance, there is nore information that's been given to
consuners within the | ast year which allows themto strike
the bal ance in certain places.

And | hope that we will have an opportunity to
di scuss sonme of this stuff this afternoon. But there are
services now that explicitly make the exchange of
information for services part of the relationship that they
have with consuners, a service that will provide you free

E-Mail in exchange for information that you give them
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Services that will provide you noney for eval uating

ads and giving them your opinion on the ads that you | ook
at. And so it's interesting to see, and I"'msure we wll

di scuss this afternoon how there is a devel opi ng market for
privacy for conpanies such as Tims that assign, you know,

t hat have deci ded to adopt certain privacy policies and
advertise them which is a big change over a year or so ago,
and then the ability of consuners to choose which conpanies
they want to deal with how nmuch information they want to
gi ve away and for what purposes and what they expect in
return.

MR MEDINE: We will focus on those. Again, one of
the chall enges of this day is the discussion that consuners
don't have the relationship with conpanies that are using
the informati on and how do we address that concern.

The [ast words from Marc.

MR. ROTENBERG  Thank you, David. | just wanted to
say, to put the privacy issue in context, that privacy is
not an absolute right but it is a fundanmental right. And
the education that needs to go on is not about consuners
bei ng educated; it's about business and industry being
educated in the role that privacy should play.

Thi s panel discussion, which has been about | ook-up
services is fundanental |y about how does industry use

privacy, use private information about consuners.
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And | have a concrete suggestion for the industry to

address the concern that has been raised, and that is to
di scl ose the source of the information that's provided in a
record at the tine the record is disclosed so that anyone
who purchases a record can see on the record was that public
record information? D d you take it froma credit header?
Is it froma survey? Is it froma commercial transaction?
Let's put it in witing, put it on paper and | et people act
on that information.

MR. MEDI NE: Thank you all for comng here and for a
very lively discussion. W are going to take an hour's
 unch break and resune at 1:20. Thank you.

(A lunch break was taken.)
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PANEL 11: WHO USES DATABASES?
WHAT ARE THE BENEFI TS AND RI SKS?
Who uses these databases and how are they used? Wat

benefits and risks are associated with using databases?

WlliamF. Baity, Deputy Director, Financial Crines
Enf orcenment Network, U.S. Departnent of the Treasury
Karla S. Bel cher, Deputy Director, Wite Collar Crinme Center
John Byrne, Senior Federal Counsel and Conpliance Manager,
Ameri can Bankers Associ ation
Leslie L. Byrne, Special Assistant to the President,
Director, US. Ofice of Consuner Affairs
Jason Catlett, Chief Executive Oficer, Junkbusters Corp.
TimDi ck, President, WrldPages, |Inc.
Mal | ory B. Duncan, Vice President and Ceneral Counsel,
Nati onal Retail Federation
Robert Edi ngton, Manager, New Busi ness Devel opnent, Nationa
Information Services, LEXI S-NEXIS
Beth G vens, Project Director, Privacy Rights d earinghouse
Susan Grant, Vice President for Public Policy, National
Consuners League
Mar k Hanna, President, WDl A Corp., National Credit
I nf or mati on Net wor k
Bruce Hul ne, President, Special |Investigations, Inc.,

Legi slative Commttee Menber, National Council of
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I nvestigation and Security Services

Ger al di ne Jensen, President, Association for Children for
Enf orcenent of Support

Jane Kirtley, Executive Director, Reporters Committee for
Freedom of the Press

Carol e Lane, TechnoServe

Chri st opher Panzera, Special Agent, Financial Crines
Section, U S. Secret Service

Jack Reed, Chairman, Information Resource Service Conpany,
President, National Council of Investigation and Security
Servi ces

Davi d Sobel, Legal Counsel, Electronic Privacy |Information

Cent er
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AFTERNOON SESSI ON
(1:25 p.m)

MR. MEDI NE: Thank you very nuch for com ng back for
the continuati on on our session of conputer databases and
| ook-up services. Qur first session this afternoon wll
focus on the beneficial uses of these services as well as
sone of the risks these services pose to consuners in terns
of fraud and invasions of privacy.

W are going to be tal king about |aw enforcenent
uses of these. And I do want to in the interest of ful
di scl osure reveal that the FTC does use these services in
our |law enforcenment efforts as well, but we're anxious to
hear how ot hers use them and what risks they pose in their
use.

I want to start off with focusing on the | aw
enf orcement uses of these services. And we have a nunber of
| aw enf orcenent agencies represented this afternoon. And |
want to start off with the Secret Service. And Christopher
Panzera, who is a special agent with the Secret Service,
will talk a bit about how they use these databases.

MR. PANZERA: (Good afternoon. The Secret Service
uses these databases in a variety of ways. W obviously
have a protecting m ssion which is protecting the president
and the vice-president and al so our investigative m ssions.

And our current investigative mssions are
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counterfeit currency, financial crimes including credit card

fraud. Last year we ran over 64,000 inquiries in support of
our field agents.

These range in efforts to locate and identify
i ndividuals, identify businesses that are used by the
suspects, possible suspects in a possible crinme, also to
di squal i fy suspects based on various identifiers and where
t hey have been and where they have used these things before.

In addition, we can identify addresses that have
been used in the past by suspects as well as just, excuse
me, to identify addresses that have been used in the past
ei ther for fraudul ent purposes or others.

And finally we can even use it for safety reasons.
If we are going to do a raid on a particular address, it
behooves us to know not only who's in that house as far as
the suspect goes but what ot her people have had cont act
with this address. |In addition, who |ives next door,
who |ives across the street. Because if going in
one way and you have people that have cone into
our attention crimnally in the past behind us, we'd |like
to know that for obvious reasons.

In addition, in the protective m ssion we get
threats from phone calls as well as letters as well as
personal face-to-face tips. W need to find sonebody. W

m ght have just a nanme; we m ght have just an address; we
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m ght have a conbi nation of the two. The database searches

allowus to try and identify these individuals and reach out
and try and talk to them as soon as we can.

MR. MEDI NE: And what would you do if access were
restricted to those databases, if they were not as readily
avai l able as they are to the Secret Service?

MR, PANZERA: Well, obviously there was a tine we
did all this before there was a database, Internet and the
like. But we'd have to actually have spent many nore nman
hours, agent hours, trying to track these itens down.

And then as far as itens |like safety and the |iKke,
things can be inpaired. Wen we do do our searches,
obviously there is a trail for us. People, every tine that
we request a search fromthe field, our division that
handl es these, they ask what office are we with, our badge
nunber and stuff like this. And these are all nonitored and
mai nt ai ned by our, what we call our investigative support
di vi si on.

COW SSI ONER VARNEY: Do you use nore than one
dat abase?

MR. PANZERA: Yes, we use several

COW SSI ONER VARNEY:  And have you found themto be
equal | y accurate?

MR. PANZERA: Sone are nore accurate than the

others. It just depends. | think there was a tine in the
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'80s when, for instance, if you were to use credit bureau

i nformation, just through human error, data entry error
there were problens. | think they're getting better as tine
goes on. But, you know, our division that handles this has
its personal favorites and uses those.

COMM SSI ONER VARNEY: Do you know approxi matel y how
many different database services you use?

MR. PANZERA: Sonewhere around thirteen.

COMM SSI ONER VARNEY:  Thirteen.

MR. PANZERA: At any given tinme. W don't stay with
the same one. As new ones cone on we tend to use them

COW SSI ONER VARNEY: Okay. And do you use
di fferent database services for the sane event, or is it
that you're just using different services for different
t hi ngs?

MR. PANZERA: There are sone overlaps. | nean,
obviously if you' re wanting to get to a, sone databases only
cover certain areas of the country.

COW SSI ONER VARNEY: Right, right, right.

MR. PANZERA: (Qthers may cover another area of the
country. And then they m ght have an overlap w thin between
them So depending on the focus of the investigation or the
suspect, if you wll, it just depends. It's fluid.

COW SSI ONER VARNEY: Wt hout nam ng nanmes, are

there any services that you guys absolutely don't use?
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MR PANZERA: Not that |'m aware of.

COW SSI ONER VARNEY: Thank you.

MR. MEDINE: One of the issues that has conme up is
whet her consuners should be able to opt out of being in
t hese dat abases; that is, contact the database operators and
say | just don't want my nanme included in these databases.
What ki nd of inpact would that have on the U S. Secret
Service's m ssion?

MR. PANZERA: Well, if that was to happen, if they
woul d have the ability to do that, obviously I would assune
a lot of the people we are |ooking for would i medi ately try
to opt out. And it would have obvi ous consequences in the
fact that when we call up to try to, as a field agent trying
to find sonme information about a particul ar person, a
particul ar place that we're looking to go, it's not going to
be there; hence we have to go through other avenues, going
down to the courthouse to get the |local county records that
woul d have normal |y been available in this database for
i nstance.

MR. MEDINE: One other issue that's been raised is
whet her credit bureau header information should be publicly
avai lable. If it's not then nade part of the credit report
then you woul d need a perm ssi ble purpose to get access to
the credit report which I assune the Secret Service does not

typically have. How nuch of an inpact would that have on
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your operations?

MR, PANZERA: Well, it's interesting as far as
credit bureaus go. But we can't run a credit bureau on
anybody wi thout a subpoena, whereas | guess other entities
can. We only can get, | believe you're referring to the
header information. That's the only thing we can get.

We do get, just to anplify your point, the one tine
we do get full credit bureaus are obviously on applicants
and peopl e who have signed waivers for us. |If we were not
able to get the header information and other types of just
generalistic information, obviously if we're trying to find
out if a person has been victimzed by a certain fraud it
makes it very difficult for us.

MR. MEDINE: Actually I should clarify the FCRA
specifically does provide access for governnent agencies to
header information. So, and that would not be inpacted by
any at |east proposed changes in the law. So | don't think
that woul d inpact Secret Service's access to that
i nformati on.

COW SSI ONER VARNEY: Do you know, do you have any
restrictions on the ability of the services you use to keep
track of and relay the fact that you're using them and that
you're using them --

MR, PANZERA: No.

COMM SSI ONER VARNEY: So if you go to three agencies
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and have themrun a search on ne, can they keep track of

that and do they, do you know?

MR. PANZERA: Various services can have various
internal requirenents. | asked that specific question to
our people. And | was seeing wth whom if there was for
oversi ght purposes if they wanted to know that we ran it.

And this service, and w thout nam ng a nane, just
this particular service said yes, they have run it or no,
they haven't. That's one safeguard.

The other problemis that sonme, through the use of
anonynous nail ers sonme people will, you just can't know.
They have buried thenselves in various electronic fields to
prevent people from know ng who's actually accessing this
i nformati on.

COW SSI ONER VARNEY: Ckay. So but as far as you
know then there is no restriction on a conpany's ability to
keep track of how many tinmes you have cone to the service
t hen, who you | ooked at and for what reason?

MR. PANZERA: As far as Secret Service there is none
that 1'm aware of.

COW SSI ONER VARNEY: And to go back to David's
question, if the use of these databases were limted but |aw
enforcement were exenpted fromany limtation, that wouldn't
pose a hindrance for you?

MR, PANZERA: No.
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MR. MEDINE: Just to clarify as to Conm ssioner
Varney's question (we're tag-team ng here) sone of these
servi ces have indicated they do have an audit trail which
i ndi cat es who has access to particular information. And
that audit trail would presumably apply to the Secret
Service. Does that pose a risk that sonehow t he bad guys
woul d know that you were | ooking at them by getting access
to that audit trail?

MR, PANZERA: It could. | nean, | won't lie to you.
It could because if they just decide that they're getting
i nvolved in sone type of activity and they sense that
sonmething is com ng, they could obviously go to any nunber
of dat abases and say who's been | ooking at ny file?

MR. MEDI NE:  You woul d have concern to, if consuners
were to have not only access to the information but access
to who's had access to their file, as well?

MR. PANZERA: Yeah. It would inpact our
i nvestigations, but | don't believe it's a conplete, we
woul d be conpletely against it. | nean for obvious reasons
you need, people should have the right to know who's | ooki ng
at them And we don't want to get in the way of that.

MR. MEDINE: Now | want to turn to Karla Bel cher,
who is with the Wiile Collar Crine Center, and get a sense
about what is the Wite Collar Crinme Center and what is your

relationship to these | ook-up services?
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M5. BELCHER: Thank you for the opportunity to be

here. | do represent the National Wite Collar Crine
Center. W are a nonprofit corporation in the State of
Virginia. W are federally funded through the U. S.
Departnent of Justice.

And we exist to provide a nationw de support system
for agencies and organi zations that are involved in the
prevention, investigation, and prosecution of economc
crime. So we have about 255 agencies represented from 49 of
the states that we do support services for

And those services take a variety of types. But the
one that we're interested in by virtue of our presence here
today is one of themthat we offer to our agencies wth
crimnal investigative authority, and that is that we
subscribe to several of the commercial databases and we make
those searches available to our agencies for investigative
pur poses.

So that's by virtue of why we are here today. | can
tell you that | speak generally as a representative of our
menber agencies. | can't say that | speak for every one of
our agenci es because | haven't polled each and every one of
themon this issue.

But in the feedback that we've gotten from our
agenci es, they certainly consider our conducting the

searches that we do a very viable benefit. And the three
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uses that we typically see in the denmand from our agencies

are | ocating persons and w tnesses, |ocating assets for
peopl e, and then just generating |eads in general.

And that can take a variety of instances. One of the
ways in which our agencies develop leads is certainly
through, a lot of tines through the credit header
i nformati on of prior address is |ooking at other
jurisdictions that they can go to the | aw enforcenent
agencies in that region and canvass themfor either
out standi ng warrants or possible case information that can
be rel eased. That's one way.

And there are other ways, too. Another exanple of
just devel opi ng general |eads woul d be devel opi ng possi bl e
links to crimnal activity or other types of violations,
civil or admnistrative violations through sone of the
information in the databases.

For instance, uniformconmmercial reporting or liens
and judgnents and those sorts of things. There are a
variety of different types of searches that can be done on
t hese dat abases that can possibly Iink to associates in the
crimnal realm

So those are sonme of the ways that the information
Is used. By and |l arge tal king about the benefits connected
wi th those uses, the key one al so piggybacks on the comments

fromthe Secret Service in that it expedites the
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i nvesti gati on.

The information that we're getting out of the
commerci al database is information that by and | arge
i nvestigators have relied on through going to the
courthouses and those sorts of sources from forever.

But the real benefit nowis that it can really
expedite the investigations. And even beyond that there are
some instances in which the investigators woul d probably
have virtually no idea of where to go about |ocating a
subj ect because people are so nobile these days that it
woul d be very laborious to try to find them if not
virtually inpossible to do so by having the information on
the commerci al dat abases.

It makes it much easier, not to say that there's not
still sone |legwork involved and a | ot of investigative work
to be done. But it does make it nuch easier to try and get
a handl e on where a subject might be to serve papers or to
interviewthemif it's sonebody that's not at the point of
being arrested yet, just to interviewthemto see if in fact
an arrest is due and that sort of thing. So that's really
the key benefit.

MR. MEDINE: Do you have any way of quantifying how
successful it's been to use these services, what have the
results been given your access to the services?

M5. BELCHER To help try and quantify, | can tel
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you that shortly before or while preparing for the hearing I

did | ook at how nany agenci es had accessed those types
of services from us.

We have a general nenbership of 255. That includes
a lot of different types of agencies and organi zati ons. The
| evel of nenbership that we nmake these searches available to
iIs a subset of that. But fromthose about 75 agencies have
accessed our services with regard to doing the searches.

Now | don't have a count on the nunmber of searches.
It is quite a bit less than the Secret Service nunbers just
by virtue of our manpower. W have a small staff. W are
staff driven and that sort of thing. So the nunbers of
searches may not seemterribly dramatic.

But the real benefit both for our nenbers
specifically to the way that they relate to us and then
t hrough the databases, too, is that in nmany cases we are
provi ding these services where they have no other viable
recour se.

In other words, it's that the services are either too
costly for their particular departnment or that sort of
thing. So nmy point in nmentioning that is sinply that even
if the nunbers are fewer than sone agencies, the inpact is
still very great to these agencies because they cone to us
for a service that they consider very beneficial and very

crucial to their investigations. And so we feel very
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strongly about it fromthat point of view

COW SSI ONER VARNEY: How many dat abases do you
subscri be to?

M5. BELCHER W subscribe to four.

COMM SSI ONER VARNEY: Okay. And are there any --
now obvi ously none of the four are -- | nean, are there
dat abases that you don't subscribe to because you don't
believe they're accurate or you found them untrustworthy or
you have problens with thenf

M5. BELCHER: | can't say that that's the case. The
four that we subscribe to we're quite happy wwth. And there
is sone overlap in the types of information and services
that they provide. But we still feel there is enough
conpl enmenting that they do of each other to make it
wor t hwhi | e.

COW SSI ONER VARNEY:  And agai n, w thout nam ng
nanmes that the four you subscribe to, when you subscri bed,
when you signed up did you go through any kind of interview
process? Wre there site visits? Wat was your experience
in subscribing to thenf

M5. BELCHER  Sure. Sure. There was generally
quite a bit of dialogue both tel ephonically and then on-site
before we signed up with these folks. GCenerally speaking,
the four that we have dealt, three in particular, but I'd say

the four that we have dealt with have been very willing and
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wanting to cone down and see us in person and see the

operation before we signed up and started using the service.

COMM SSI ONER VARNEY: Do they audit you? Do they
know who you're providing information to and for what
pur poses?

M5. BELCHER: There has been no formal audit. But
certainly they're aware of our nenbership both directly and
indirectly. And they keep, we keep, a good running rapport
and di al ogue going. So they're aware of what we do with the
i nformati on and how we access them why we access them and
who our nenbership is.

MR. MEDINE: Could you tell ne a little bit nore
about your nenbership? And also you indicated that only 75
of your nenbers have access to these services. |Is that
because you' ve decided to screen others out or is it others
have el ected to not seek access to those services?

M5. BELCHER: No, | should clarify that. |
appreciate that. Actually, when | nentioned the 75, that
happens to be that 75 agencies have elected to cone to us
for this service.

There is a slight subset of the 255 nenber agencies
that | nentioned that woul d have access. And the reason for
that is that we have junped various tiers of nenbership.

For instance, we have an affiliate nenbership that's open to

private entities for -- and the focus there in terns of the

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

150
menbership with the center is focused on prevention and

education in terns of econom c crine.

Those agencies, or really those organi zations
because none of themreally fall into the real mof agency,

t hose organi zations woul dn't have access to this kind of
service; only those with crimnal investigative authority.

But the 75 is a nunber that has elected to cone to
us for that service. The only restriction that we put on
who has access is sinply the crimnal investigative
authority. And by and large for us that overlaps two of the
primary tiers of menbership that we have, what we call our
voting nmenbership, which has as its nost inportant criterion
in the crimnal investigative authority.

And typically, just to give you a sense of who |I'm
tal ki ng about when |I nentioned these types of nenbership,
typically the voting nmenber for us is going to be a
traditional |aw enforcenent agency at the state and | ocal
| evel .

The state | evel, attorneys general offices and | ocal
prosecutors offices, who, particularly those who deal with a
| ot of economc or white collar crine. Those are primarily
the fol ks that are comng to us for these services.

The ot her type of nenbership that woul d have access
are what we call associate nenbers, which would include

federal agencies that have signed a confidentiality
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agreenent with us. And those agencies would al so have
access to the public records database searches that we do.

MR. MEDINE: And what would that confidentiality
agreenent cover? \Wat would be kept confidential?

M5. BELCHER: That's, really the confidentiality
agreenent is nore specifically geared to the code of federal
regulations. It's Title 28, Part 23 that deals wth
federally operated intelligence systens.

We have anot her database that is not for public
record, and that's what that is really geared to. But we
al so use that distinction to enable themto access the
public records data, too.

MR. MEDINE: And can you give us a clear sense of
what, when you say white collar crine, can you give us sone
concrete exanples of white collar crimes that m ght be
i nvestigated using sone of these databases?

M5. BELCHER: Sure. A lot of our agencies |
menti oned, actually one category of nenbership that | didn't
mention, it falls under the voting nenbers and | didn't nean
to slight them but state regulatory agencies are al so
eligible for menbership under this, those with crim nal
i nvestigative authority.

For us nost of the nmenbership that falls under that
category are state securities regulators. And because, this

is my theory for why they cone to us for a |lot of our
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services, unli ke sonme of the other nore traditional |aw

enf orcenent agencies the securities industry historically
has not had as nmany outlets for support services as
traditional |aw enforcenent agenci es.

So we have becone a primary source of support
services for them And so we get a lot of requests for
searching in sonme of the investnent related frauds and those
sorts of things that they get involved in.

And | should point out by virtue of the fact that
they are regulatory that not everything that they cone to is
to search on the public records data is crim nal
necessarily. A lot of it could have adm nistrative or civil
sanctions assigned to it or connected with it. So that
woul d be one exanpl e.

Sonme of the other agencies would conme to us for nore
traditional enbezzlenent types of cases, sone consumner
related fraud. W try to make, by virtue of the fact that
our mssion is economc crine, it's a synbol also that we're
trying to be as inclusive as we can rather than excl usive.

And we have evolved into being nore of an inclusive
agency in that regard. So we try to, there is a |lot of
crimnal activity going on out there that can be construed
as economc crime. W try to be as inclusive with our
agenci es as we can and what constitutes that.

MR. MEDINE: Do you put any restrictions on your
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agenci es' use of these | ook-up services once you give them

access to the services?

M5. BELCHER: It is, it's nmade clear that we expect
that they will use it for investigative purposes, either in
the devel opnent of an investigation or actual case rel ated.
Certainly we make it clear that they can't cone to us and
| ook up their neighbor for some nei ghbor squabbl e that
t hey' re having.

But for investigative, legitimte investigative
pur poses are what we naeke it available for. And this is
rel ated and yet not, but | will point it out since it just
popped into m nd.

We do nake a point of letting our agencies know that
the information is considered raw data and is not to be used
with any action connected with it unless it is verified. So
that is a caveat that we put on the agencies. And in fact
many of the, any of the hard copy printouts that we may
supply to our agencies would have this disclainmer which is
provi ded by the services that we subscribe to right up front
so they do have a sense of that.

MR. MEDINE: Do you audit the agencies' use of these
services at all to see if they are using them consi stent
with the way you think they should be used?

M5. BELCHER: We do; we audit nmenber agencies. W

have a random nechanismin place. But we do have a policy
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of auditing nenber agencies for, not just for that. Really

in fact it's been nore geared to other sorts of internal
policy with regard to the intelligence database guidelines.
But certainly that could be construed as part of the audits
that we woul d do.

M5. ROSENTHAL: |'m wondering what types of
i nformati on you get fromthe databases and if you get nore
i nformati on than you need or use in the investigations.

M5. BELCHER: The types range very, very widely. W
al l ow our nenbership to tell us what kind of information
they're really looking for. And the answer that we get from
them can be anything fromI| want a | ast known address, |'m
trying to locate this person, | have outstanding papers to
serve to, you know, we're devel oping the investigation on
this fellow W don't have nuch to begin with. Gve us
everyt hing you can get.

That's literally the range that we get. So the
i nformati on that we go searching for can vary just as
widely. |If we're given very specific paraneters, then we'l|
try and heed those paraneters. But if we're given a wde
open question, typically there are a couple of different
groupi ngs for information that we wll go after.

We'll look for a lot of tinmes prior address
information. We'Il |ook for assets, because a |ot of tines

that will be helpful to the particular investigation.
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And anything el se that we think may give -- another

exanpl e woul d be, particularly in the case of sone
securities investigations, a lot of times prior court
record, for instance, liens, prior liens or outstanding
liens and judgnents are going to be very helpful with regard
to that investigation, can especially go toward establishing
a lack of disclosure to investors that have been scanned and
that sort of thing.

So there is really a wide range of information that
we can go after depending on what it is that the
i nvestigator or the prosecutor is focusing on.

COW SSI ONER VARNEY: So your agencies don't access
t he dat abases that you subscribe to directly; they tell you
what they want and then you go to the database.

M5. BELCHER: That's correct. The request is done
usually either by fax or phone. Mre typically by phone I
woul d say. And we do the searching. W have Inte
techni cians that do the searching and then report the
results of the searching back to the requester.

COW SSI ONER VARNEY: And how do you, do you fax
t hem back or do you phone them back or what do you do?

M5. BELCHER  Typically we will phone with an
i mredi ate kind of response to give thema sense of whether
we cane up with anything or not. And typically, depending

on the request of the person wanting the information, we
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wll either fax the informati on which is a hard copy

printout of what came fromthe service, or we will mail or
overnight those results directly to the requester. W have
done all three.

COW SSI ONER VARNEY:  And have you ever had any
problenms with the information getting into the wong hands?

M5. BELCHER: Not that we have been nade aware of

MR. MEDINE: Thank you. Now l'd like to turn to
WlliamBaity, who is the Deputy Director of the Financia
Crimes Enforcenent Network at the U. S. Departnent of
Treasury to tal k agai n about what your office does and how
you make use of these | ook-up services.

MR, BAITY: Thank you, David. | too amvery glad to
be here this afternoon with you. Let ne begin, | would echo
the comments pretty nmuch of the two previous presenters.

Let me just, if | could, digress alittle and tell you a
little bit.

FINCEN is a little unique in the aspect of how we
use databases. And while | know the interest today is
primarily focused on use of commercial databases, we house
approximately, or at least try to, about, fifteen comerci al
dat abases at any given tine.

W al so have access to nost all of |aw enforcenent
dat abases. And under our authority to oversee the Secrecy

Act, we also house a financial database. W use the

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

157

comerci al dat abases as a conponent and conpl enent to | aw
enf orcenent support.

And how that works in short is basically that any
federal or state | aw enforcenent agency, any federal |aw
enf orcenent agency and any state, because we've allowed all
our 50 states to have access to our financial database, can
conme into FINCEN with a | ead and ask us to | ook through our
various databases for information, oftentinmes for assets and
ot her types of property records.

And what we do using those conmercial databases as
wel | as our other databases, when we find some connect
bet ween a requester, for instance, if the custons service
requests sone information, a custons agent in El Paso, Texas
and we're able to determ ne that the sanme person of interest
is of interest to an ATF agent in Al bany, New York, we're
able to put the two together wwth the data we provide.

Let ne just sort of maybe go ahead a little bit to
some of the questions |I heard. Wat | thought was
interesting and I think one of the things to keep in mnd is
that what we're tal king about in the world of commerci al
dat abase or information that we buy commercially is not
really a new phenonenon; it has been there forever.

What we have now because of new technol ogy is an
ability to collate, package it, and dissem nate it nuch

quicker. And that's really | think what | think unnerves
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peopl e soneti nes.

And | know even we | ook at some of the ability to
retrieve information so quickly, a lot of information that
you coul dn't have done before, | nean, you could go to the
court house but you woul d have been there quite a long tine
to doit. But the information is not new, it's just really
t he packagi ng.

We are basically an anti-noney-|aundering | aw
enf orcenent support entity. And in that regard what we try
to do is place connects between different |aw enforcenent
agenci es and use the commerci al databases to suppl enent our
ot hers.

I will say that the information that is comercially
available is oftentines, I won't say nore neani ngful but as
meani ngful to the | aw enforcenent investigators and those
especially involved in financial crines investigation,
specifically anti-noney |aundering. Because obviously the
object here is to follow the noney.

MR. MEDINE: Could you el aborate on that, in how
meani ngful they are and what are the benefits that you
derive fromthese commerci al databases w thout giving away
too many trade secrets?

MR BAITY: Well, basically | think, again echoing
on ot her previous comments, the ability to retrieve

i nformati on about known addresses, both present and prior,
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i nformati on about assets, the ability to make the connect to

ot her people that may be under an investigation. Otentines
what you will have an investigator cone in with, for
instance, Bill Baity and one piece of property and that's
all they know.

By searching often through the databases, especially
commer ci al dat abases, you are able to nake the |inkage. And
we like to say oftentines that the investigator finds that
they are basically, they think they have sonet hing.

And what do they have is basically a leg of a whole
el ephant. Sonmeone el se has anot her piece of the el ephant.
And by getting that information we're able to bring the two
t oget her.

MR. MEDINE: Can you give us a sense of what your
annual budget is for these commercial | ook-up services?

MR. BAITY: About three mllion.

MR. MEDINE: Three mllion?

COW SSI ONER VARNEY:  You said when you're in the
busi ness you're in the nanme of the gane is called noney. So
when you're finding the asset records, you're finding those
records that are, the assets that are publicly recorded;
right?

It would certainly be helpful I would think to you
in your business to do precisely what we heard this norning

shoul dn't be done, which is marry the reference data to the
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transactional data so you can truly follow the noney.

MR. BAITY: Well, | think if we had our druthers |
think you' re absolutely right. W'd like to. But given
practical limtations and both privacy and ot herw se, |
think the public data that we are able to retrieve, the
ability to connect to sonetines unknown entities is | think
quite beneficial to | aw enforcenent in that regard.

MR MEDINE: 1'll ask the sane question | asked
earlier about opt out. Do you have a view about consuners'
ability to opt out of these databases?

MR BAITY: Well, | think that, there's one exanple
I think of an opt out. W buy a commercial product which is
basically phone nunbers, but it's only those people who are
in the phone book. So people who opt out of using that
don't get that database.

They nmay be able to be | ocated through sone ot her
mechani sm but they have opted out. | think in terns from
the standpoint of |aw enforcenent support, obviously the
nore conplete the data systens are the better utilization
that the | aw enforcenent agent is going to have.

MR MEDINE: Okay. 1'd like to shift the focus now
fromlaw enforcenent to the private uses of sone of these
dat abases and | ook to the Association for Children
Enf or cenent and Support.

And we have Geral di ne Jensen with us today. Could
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you talk a little bit about your organization and how you

make use of these databases?

M5. JENSEN. All right. Good afternoon. 1It's good
to be here. ACES is a national nonprofit organization nmade
up of famlies whose children are owed child support
paynents. W have 350 chapters in 47 states, about 35,000
menbers.

The average ACES nenber is a | owincone, single
not her. She earns about ten thousand dollars a year. She
has two children. They haven't received support in about
two years. She's gone to the governnment child support
agency for help on her case and she's been waiting for at
| east 18 nont hs.

The | argest problemthat our nenbers report is the
inability to | ocate the absent parent. W use the database
to help these famlies identify a current address so that
| egal papers can be served to establish support orders.

That occurs when maybe you were decertified by a parent who
| eaves the famly and you need to track the person down to
serve them papers to get the child support order

W have nenbers who were not married to the father
of the child and they need to |locate themto establish
paternity. And we have nenbers who are divorced and have
court orders for support and are trying to |locate the

noncustodi al parent in order to collect paynents.
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The service has been very valuable. Qur nenbers
report that when you go into the governnent agency and you
ask for help, they tell you, we have a thousand cases a
worker and if you don't have an address or information, you
know, we'll get around to hel pi ng you.

Many of them | ose their hones, end up on welfare.

Ni ne out of every ten famlies on welfare in Anerica are
owed child support paynents and don't receive them |It's
the | eadi ng cause of child poverty. So they have real
consequences when they're unable to | ocate the absent parent
and get these paynents coll ected.

When we can provi de our nenbership a new address and
they can take that into the agency, 75 percent begin to get
action on their case and begin to get paynents. The
difference is that about 88 percent of those who were on
wel fare get off of welfare because they can conbine the
support paynents with an income fromtheir job

This is a very inportant issue to us because of the
new wel fare reformlaw. Benefits now are going to be
elimnated to famlies after a certain nunber of years. And
the only way that many of these famlies are going to be
able to survive is by adjoining the support paynments with
their earned incone.

MR. MEDINE: What's the fee structure for your

organi zati on and do your nenbers pay you on a
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sear ch- by-search basis? How does that work?

M5. JENSEN. Qur nenbership dues are based on their
income. |If you earn under ten thousand dollars it's ten
dollars a year; ten thousand to fifteen thousand is fifteen
dollars a year. Fifteen thousand and over is twenty dollars
a year. W ask for a five dollar fee to do the |ocate
service for our nmenbership.

We provide theminformation in, tw different types
of information. One is based on just if you have a previous
address. Because if you were not married to the father you
may not have a Social Security nunber in order to use for a
sear ch.

O we can do the search using the Social Security
nunmber, which nowis on your divorce decrees and on the
child s birth certificates so that you can actually use that
to initiate your search

MR. MEDINE: Do you have any sense of how benefi cial
it is to have a Social Security nunber as a search tool in
terms of your ability to tracking themdown? |Is there a
noti ceabl e increase in accuracy of ability to track soneone
down if you can add that Social Security nunber to the
search process?

M5. JENSEN. Right. W are able to find a new
address 57 percent of the tinme based on just the previous

address. W're able to find it 90 percent of the tinme if we
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have a Social Security nunber to enter into the database.

M5. ROSENTHAL: The database that you're using now,
does it provide you with Social Security nunbers?

M5. JENSEN. No, it doesn't. But in the past the
service that we used did. And, you know, that was better
for nost of our nenbership. Wen you think about Anerica
today you have to realize that 25 percent of the children
are born to never married parents.

That neans that in any given day, let's see 29
mllion kids in this country who are owed support, half of
themconme froma famly that they weren't married and they
don't have the Social Security nunber.

So if we could take a person's nanme, their | ast
known address, and then be able to provide that parent the
Soci al Security nunber, they then can take that to the
gover nnment agency and say this is the information | now have
and could you please do a federal parent |ocator

Where the governnent actually |ooks at soci al
security IRS records, and they can then say, yes, indeed,
this is this person's Social Security nunber, and then they
can do several other searches. Oten that's the only way
that famlies are able to get the | egal docunents served so
that they can get a court order so the child can receive
paynents. |If you can't get that done you can't even get an

order for a paynent.
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CHAI RVAN PI TOFSKY: Is your service limted to

| ocati ng people? For exanple, would you get into the
qguestion of whether sonmeone is telling the truth about how
little assets they have?

M5. JENSEN. We have just begun doi ng sone accessing
of public records for assets. But so far our only
experience wwth that is to verify if there is a property
listed in sonmeone's nane or not so that one could put a lien
on the property for, if you have a judgnent for back support
owed to you. So | have limted experience in that.

CHAI RVAN PI TOFSKY:  You woul d ask the person who is
seeking that information to show you sone evidence that they
have a judgnent or sonme other right to get it?

M5. JENSEN. Right. W have them give us a copy of
their judgnment. And for people who don't have a judgnent we
have them give us a copy of their application with the
governnment for child support enforcenent services.

CHAI RVAN PI TOFSKY:  Conm ssi oner St ar ek.

COW SSI ONER STAREK:  Yeah, | wanted to ask you
about child enforcenent support services by the, | think
it's the Departnment of Health and Human Services. Don't
they have a major programto |ocate deadbeat dads? 1Is it
not working or there's just too nmany people that need the
servi ces?

M5. JENSEN. The biggest problemis the backl og of
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the cases. They do have an ability to search IRS, Soci al

Security, Departnent of Defense, Departnent of Labor. They
have requirenents in the new | aw that Social Security
nunbers have to be on the birth certificates, divorce
decrees, marriage licenses in order to facilitate the
ability to |l ocate the parents.

But what happens is that you fill out the
application, you go in there. And maybe if you're lucky in
six nmonths you mght get a search done. |[|f you cone through
us, we can get the information within a week to soneone.
People can't wait for six nonths to feed their children or
to be able to make a house paynent or rent paynent.

COMM SSI ONER VARNEY: Geri, we were speaking a
little bit before the session started. And could you talk a
l[ittle bit about your concerns on how the market, the
econom cs of this industry and what woul d happen to groups
like you if the database services were restricted?

M5. JENSEN: Right. Qur concern would be if only
groups, you know, |aw enforcenent agencies and nonprofit
agenci es had access to these databases is that they'd just
go away. They would dry up. Because how t he conpani es that
have to conpile the data and data enter it, | nean, they
can't make a living fromnonprofit agencies and from | aw
enf orcenent agencies. And none of us have the kind of

budgets that could support that.
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MR. MEDINE: Can you maybe wal k us through an

anecdote fromyour files in just how the process works, and
obvi ously not revealing any identities but give us a nore
concrete sense of how the process works in terns of |ocating
sonebody?

M5. JENSEN. Sure. W have a formthat we ask the
parent to fill out giving us the information that they have,
the | ast known address, the Social Security nunber, how to
contact them to send us a copy of their paperwork show ng
that they are a child support case.

That comes into our office. W have four people who
have pass codes and an ability to use the database in our
office. Because it's a direct tinme when you dial the phone
nunber up and go directly into the service and you enter
your password so that it can't just be used by anybody.

The information then is retrieved, printed off. W
mail the information by regular nmail back to the parent. W
include with that a little survey that we ask themto
conplete to let us know if it's newinformation, if it was
hel pful to them

We encourage themto contact us again. W have an
800 hotline that we operate. So we really encourage people
to |l et us know what happened or if they need nore help.

COW SSI ONER VARNEY:  And, Ceri, you only use one

service; right?
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M5. JENSEN. Right. That's all. W have had

experience wwth three different ones over the years but we
use one at a tine.

COMM SSI ONER VARNEY: And you have used three over
the years. |Is there a reason that you sw tched?

M5. JENSEN:. Because of the cost.

COW SSI ONER VARNEY: And the one you're using now,
do you think they're charging you at a different rate than
they woul d charge comercial services? |s there sonme sort
of pro bono aspect?

M5. JENSEN:. Yes, there is. And we're very thankfu
for that.

MR. MEDINE: Al right. Turning to another user of
t hese dat abases, | want to ask Jane Kirtley fromthe, who is
the Executive Director for Reporters Conmttee for Freedom
of the Press to tal k about the use of these databases by the
press.

M5. KIRTLEY: Thank you very nuch. And |I'm here not
only on ny own behalf or the behalf of my organi zation but
al so the Anerican Society of Newspaper Editors and the
Newspaper Association of Anerica. But | have to qualify by
saying I'monly here to tal k about news gathering and
di ssem nation, not the advertising side of the news
busi ness.

It's not new for journalists to use a variety of
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resources to find people and to put a human face on stories
that are often very difficult to tell. Journalists have
been rel yi ng upon phone books, on assessors' records, on
real estate databases, on even their own el ectronic norgues
that tell them about past news stories about a variety of
subj ect s.

And they have led to a lot of inportant stories that
| think that have nade a difference for the people in this
country and indeed the world. | think one of the nost
i nportant uses of |ocator services for journalist is to
enhance their accuracy in the stories that they wite.

We had one exanple froma reporter in Uah who said
that they had found out that sonmeone who had the sanme nane
as the spokesperson for the local transit district had been
charged with voter fraud in a court record. He had been
accused of voting twice in the election. By using one of
these | ocator services they were able to verify that it was
i ndeed one and the sane.

Now you may be thinking, well, you know, what was
the rush, what was the hurry, couldn't they wait to research
this in conventional ways? But of course for journalists
speed and accuracy are both very inportant conponents. And
one of the very inportant things that journalists gained
fromservices such as these is both speed and accuracy.

Anot her exanple is to provide background information
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on news subjects, particularly in times of national or

natural disaster. O one exanple in California, in the wake
of the Heavens Gate mass suicide the L. A Tines used one of
these | ocator services to do background pieces on a nunber
of the victins of that particular event identifying many
peopl e who, as | think nost of us know, were estranged from
their famlies and friends for many years prior to the
occurrence.

I think the other inportant journalistic use of
these locator systens is to help journalists do the stories
that have made journalismsuch an inportant part of our
denocratic system And that is to tell the stories when the
systemisn't working properly, when public records fail to
reveal problens that exist in the systemand when the public
needs to know about that.

Again it beconmes a form of independent verification
of information where you don't just rely upon a government
conpi | ed dat abase or a set of governnent records but you
| ook at other sources as well, maybe to confirm maybe to
refute the information that's part of the official story.

And also | think, as WS. Dripert said, to add
verisimlitude to what is often an unconvincing narrative;
that is, to give you the people who are behind the story,
who were behind the statistics that otherw se you woul dn't

know about .
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There's sone exanpl es, we have many, but of the

story that was done about a San Jose, California police
of fi cer who was robbi ng houses in the course of his duties.
The paper used these | ook-up services to find the people who
had been the victins of this crime and to get a sense of
what was behind it.

An award wi nning story by the Los Angel es Tines
called "Injustice for Some" recounted how only one in three
killings was being prosecuted in the Los Angeles area. And
they found that external factors such as race, class, and
the anmount of publicity were a factor in whether cases were
getting prosecuted or not.

They al so found that police work that was sonetines
faulty led to the arrest of innocent people. And they went
back and they built this record over a period of five years
and they sinply couldn't have interviewed the people they
needed to talk to without being able to use a | ocator
service to find the people who had noved on fromthe tine
when they were involved in the crimnal justice system

Anot her current issue that is very inportant for
journalists just as it is for everybody who votes in this
country is canpaign finance reformand corruption in our
whol e political system

There have been a nunber of exanples including from

the |l ast election involving various officers in election
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canpai gns who have been accused and in sonme cases convi cted

or have plea bargained to various kinds of illegal acts.

Journalists have used these systens to identify
i ndi vi dual contributors who appear in the FEC reports that
are filed by candidates. They can then determ ne whet her
these contributors really exist, because they don't always
really exist.

And they can also use it to find out who are the
associates of political figures. Wat are the industry
associ ations, and are these industries legitimte businesses
or are they domnated by foreign interest, for exanple, or
organi zed cri ne?

Anot her exanple. W were talking earlier this
nor ni ng about the use of tel ephone records. And I'd like to
gi ve you just a couple of quick exanples of journalistic use
of that and to al so underscore that this is not just the
prerogative of big news organi zations.

The newspaper in Geensburg, Pennsylvania did a
terrific story in nmy opinion about a Pittsburgh city counci
menber who had a city issued cellular phone. And it turned
out he was billing sonething Iike 2,000 calls to the city
bet ween the hours of m dnight and six a.m

They acquired a CD ROM that had phone nunbers at the
northeast and were able to find out who he was calling

during those hours. And it turned out that not surprisingly
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they had nothing to do with city business, and yet the

t axpayers were paying for the cost of those calls.

Anot her exanpl e, the Asbury Park Press in New Jersey
did a story on people who were not paying their property
taxes. This was a classic exanple of taking public records,
and as Conm ssioner Varney refers to, marrying themto
nonpublic records.

They got the paper printouts of delinquents fromthe
county, and then they went to a private vendor to get
property ownership information. Now this may not be a
perfect exanple because of course property ownership
information is usually public record as well.

But in this case they actually did get it froma
private vendor. They conpared it and they found out, for
exanple, if the delinquents who were delinquent on sone
property taxes were paying other property taxes, and indeed
in many cases they were, usually on their own house but not
on other property that they m ght own as well.

And since it turned out that the county had a very
hi gh delinquency rate it's a very inportant story that
ultimately nmade a big difference for that conmmunity.

MR. MEDINE: If | could just ask a question. You
are obviously making a very conpelling case for the
beneficial use of these services. But there are obviously

al so sone privacy concerns that consunmers have who are the
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subj ect of these services.

MS. KIRTLEY: True.

MR. MEDINE: Do you see, is there a balance to be
struck? Do you think the press should have an unrestricted
right of access to these services? How do you reconcile
t hose two concerns?

M5. KIRTLEY: Well, let ne nmake two comments in
response to that. It's always been the position of the
reporters commttee and nost journalistic organizations that
journalists should not get special rights of access to
information, that their rights are coextensive to those of
the general public and they neither seek nor do they demand
special treatnent in this context.

But there is another point that 1'd |ike to nmake
about the journalistic business, and that is that unlike
some of the other private enterprises we have been hearing
about today, what journalists do is very nuch, it's very
accountable to public oversight because it appears in the
newspaper, it appears on television. You see it. You see
the product of what journalists do.

When the public, and it often is, is offended by
what journalists do, the reaction is generally very swft
and sonetines anmounts to |legal action, as well. Journalists
are under trenendous pressure to be accurate, for exanple.

And that's part of the reason they use these services so
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of ten because they don't want to get sued for I|ibel.

They don't want to make an om ssion that could lead to
[iability under traditional kind of torts that have covered
news gathering for years and years. So | think that, nunber
one, journalists don't look for different treatnent. But
nunber two, | think it's inportant to renenber that
journalistic enterprise is, if anything, it's not
cl andestine. The product of what journalists do is there
for all to scrutinize.

MR MEDINE: If we were to limt access to these
dat abases not especially for journalists but to perm ssible
pur poses, would you nmake a strong case that journalism
shoul d be one such perm ssi bl e purpose?

M5. KIRTLEY: Well, | mean, | very nuch hope that it
will not be coming to that. But | think that just as the
news business is not generally considered a comrerci al
purpose for freedom of information purposes, | think that
t he news busi ness should clearly be a perm ssible use of any
kind of data that is in the public domain.

COW SSI ONER STAREK:  Tell nme a little bit about
your First Amendnment concerns here, because it sounds to ne
i ke you're making a First Amendnent argunent.

M5. KIRTLEY: Very nuch so. And it's really very
traditional. | nmean, again we've talked a lot in the |ast

day and we will be talking in the future about everything
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that's new about this great new world that we're in.

But we're sinple folk and we go back to the first
princi ples here which are that under the First Anendnent.
The notion is that the governnment really has very little
interest in controlling the dissem nation by private
entities of accurate, truthful information.

To the extent that it is not false information, as a
matter of public policy this is not sonething that we have
routinely allowed people to bring |legal actions or allowed
t he governnment to control

Now there is such a thing as a tort for invasion of
privacy. And as you probably know, one of the requirenents
to bring a successful invasion of privacy suit for
publication of private facts is that the facts, one, need to
truly be private. But nunber two, that their disclosure
woul d have to be highly offensive to a reasonabl e person.

So the term nology that we often hear these days is
stigmatizing information and the difference between, quote,
unquote, directory information and however we define that
and the kind of information that could cause you harm either
in ternms of your reputation or have soneone take an action
agai nst you that would adversely affect you

But | don't think that the First Amendnent was
designed to create a continuumthat struck a bal ance when

we're tal king about truthful, accurate information. Now,
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erroneous information is a whole other matter, of course.

But, assum ng for the sake of argunent, that we are talking
about an accurate, a database that accurately reports ny
name, ny address, ny phone nunber, even the nunber of
children I have or who's living in nmy hone, | think that not
only has that information traditionally been public, but
it's frankly information that nei ghbors and others coul d
readi |y observe.

You don't depend upon the conputerized database to
get that information. And I'mvery loath to suggest that it
shoul d be possible for governnent to exert control over the
coll ection or dissem nation of that information.

COMM SSI ONER VARNEY: Does the governnent have an
obligation to put paranmeters on the conpanies collecting the
information to provide access to the individual consuners to
ensure that the information is accurate and truthful ?

M5. KIRTLEY: Well, of course the European conmmunity
certainly thinks that the governnents do. And this is
sonmet hing that, speaking again froma journalistic
perspective, | think nost journalists would be very nervous
about regul ati ons of conputerized databases since many of
t hem have conputerized dat abases that don't routinely make
t hose avail able for sale.

So perhaps journalistic enterprises would be exenpt.

But they would be very loath to have, one, the governnent
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comng in and asking them what they have. And then, two,

frankly, to open themup to demands of people to direct or
change what's, the information that's there.

One thing that journalists learn is that
journalists, nunber one, do nake m stakes. There are errors
in their databases. And they like to correct them they
don't like to perpetuate errors.

Nunber two, nmany tinmes those who conpl ai n about
errors are not really conplaining about an error but about
the way they were portrayed sonetines all too accurately in
the press. And to try to draw the distinction between that
is one of the continuing problens for journalists. |'m
reluctant to have the governnent step into try to police
t hat .

COW SSI ONER VARNEY: CQutside of the newspaper's own
dat abase, you do not think it's necessary at this point for
government action to ensure that individuals have access to
and ability to correct inaccurate information in comerci al
dat abases that are sol d?

M5. KIRTLEY: Well, I'mnot convinced that the
opportunity for self-regulation has conpletely been
exhausted. | nean, | would Iike to give that industry an
opportunity to fully present its case in that regard.

COW SSI ONER VARNEY: As a journalist, Jane, is

there any information that you can get about i ndividuals
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fromthese comercial databases that you think we ought to
be nore careful about, previous marriages, ages of children,
I nmean, anything that strikes you as sonething that, nedical
condi ti ons perhaps?

M5. KIRTLEY: Well, | think any -- if we had a room
full of journalists here, which we certainly don't, we could
have a- -

COMM SSI ONER VARNEY: Well, we do but they're not
all owed to tal k.

M5. KIRTLEY: --we could have a very lively ethica
di scussi on about what is the proper use of a whole variety
of information. One of the things |I woul d enphasi ze is that
while | suppose journalists are a lot nore inmune from sort
of idle interest in people's personal |ives than anybody
el se, nost news organi zations do have ethical standards
about what they want to report.

Nunber two, a practical matter, a |ot of that
information is not news and so it's not of any particul ar
interest to them Journalists have really discovered
dat abase reporting in a big way in the last five or ten
years, and you probably know that there is sonething called
the National Institute for Conputer Assisted Reporting which
trains journalists in using a variety of databases, both
public and private, to enhance their reporting.

But what 1'd |like to underscore is the second to the
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| ast word. It's conputer-assisted reporting. Any

journalist knows that a conputerized database is only one
pi ece of the puzzle. It can't be relied upon exclusively
for a news story ever

And no journalist worth his or her salt would base a
story purely on a conputer database, whether it canme from
the governnent or the private sector.

COW SSI ONER VARNEY: Just |let ne focus on one
point. |Is there any piece of information or real mof
information that would in your mnd trigger the necessity
for the database conpany, whether by regul ation,
self-obligation to be nore careful or nore circunmspect about
how and to whom it gives access or sells access to the
i nformation?

M5. KIRTLEY: | would be very reluctant to single
out any single piece of information or type of information
as being the one that would trigger, you know, excluding it
froma database or purging it fromthe database because |I've
heard too many stories of journalists being able to have
that one additional piece that finished up the story.

Even a Social Security nunmber, especially the first
five digits version of the Social Security nunber can be
very hel pful in narrow ng dowmn who it is you're talking
about or witing a better story. So |I'mnot prepared today

to say |I've got a zone of information that | would want to
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see excluded fromthese dat abases.

MR. MEDINE: Thanks. [I'd like to shift the focus
now. W' ve heard a | ot about the benefits of | ook-up
services. There also has been questions raised about the
potential for fraudul ent use and invasions of privacy.

Beth Gvens fromthe Privacy Ri ghts C eari nghouse,
what can you tell us about the potential risk of using these
dat abases to commt identify theft, for instance, where
peopl e take over others credit card accounts or engage in
ot her types of fraudulent activity?

M5. G VENS: Actually, | brought a coupl e of
different risks to the table. Identity theft, well, let ne
preface ny remarks. For the record, the Privacy R ghts
Cl earinghouse is a nonprofit consuner education service in
California. And we run a hotline where people call into
ask questions and nmake conplaints. And we've talked with
t housands upon thousands of consuners in the last five
years.

| do want to preface nmy discussion of risks with
some observations about the database industry very briefly.
This is an industry that's virtually unregul ated and there
is little oversight of these conpanies and little
accountability for the practices.

And in addition, the industry is virtually

i nvisible, not necessarily to us here today but to nost
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Anmeri cans who know not hi ng about these conpanies. But

nonet hel ess these conpanies hold a great deal of very
sensitive information about people.

What | nean by unregul ated is they are not governed
by any code of fair information practices. The data
subjects don't have a right of disclosure, access,
correction, the ability to | earn who has accessed their
files. There is no tinme limt put on the files, for
exanpl e, nor are there any penalties.

So what kinds of risks cone up because of this |ack
of regulation? And | wanted to bring two fromour files.

We receive nunerous calls from people who are wondering if

i nformati on in databases sonmewhere m ght be preventing them
fromgetting work. They get to the first interview, the
second interview, |'ve heard even getting to the third and
all of a sudden they're dropped |like a hot potato. And this
happens over and over.

One individual whose nane is Bronte Kelly was out of
work for several years, and his area of work was in the
retail industry, being a clerk in departnent stores. He al
of a sudden was unable to find work, and it stretched on for
a couple of years. And he went frominterviewto interview
to interview and he realized sonething was w ong.

And he finally got so upset about not being told why

he wasn't being hired that he banged on the door of one of
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the human resources professionals and said, please tell ne

what is going on? And he said, well, the database that we
use has you down as being a shoplifter.

And then he recalled, oh, yes, ny wallet has been
stolen, had been stolen, and it |ooks as though the thief who
stole the wallet then went on to commt a crine in one of
the departnent stores that then got put into the database.
He was not told. He had to plead. And finally after
several years of hardship he was told that it was a certain
dat abase.

The second case concerns a man who for many years
was al so, he was successfully enployed in the construction
i ndustry. Hi's nanme was Ron Dean. He was seriously injured,
had to | eave construction where he had a very good incone
and he was retained to work with conputers.

He's been trying for seven years to get work. He
gets the first interview, the second, the third even and
then he's dropped like a hot potato. He is absolutely
certain that information has been nerged with that of a
brother of his who is a crimnal.

They have exactly the sane initials; their social
security nunbers are one apart. And he is not able to
find -- he pleads again, please tell nme where are you
getting this information? And they say |I'msorry, we wll

not tell you. One conpany, Honme Depot, said |l will tell you

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

184
it comes froman outside source.

What we suggest to people I think is a travesty, but
we say in situations like this if you're going up for a job
where you're certain to have a background check, security
cl earance, spend the noney, spend a hundred, two hundred
dol l ars, run a background check on yourself.

We don't think that people should have to do this.
Information is obtained fromthese people, fromall of us,
basically in nonconsensual ways. Even the credit header is
a nonconsensual database. You have a credit header because
you have a credit report because you participate in the
credit econony. That is nonconsensual .

| think the situation is really rem niscent of Franz
Kaf ka's work of fiction which is called The Trial, which
many of us know about, many of you know about. | think
there could be a very good nonfiction book based on a
simlar theme called The Job.

Anyway, what are several of the risks of the
i nformati on vendor industry being unregulated? 1 think one
IS inaccurate or msleading informati on which is being used
to make these inportant decisions about us.

Second is the absence of an audit trail, having no
ability to know who has obtained information about us from
t hese dat abases.

And the third is the end to | think the notion of

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

185
soci al forgiveness. Should one's shoplifting conviction at

age 19, say, prevent one fromgetting a job at age 29 if
they have had a clear record ever since then?

We have built the notion of social forgiveness into
a lot of our institutions, credit reporting, credit
reporting, for exanple, certain crines that drop off after a
certain nunber of years.

But with the cradle to grave databases that have no
time limts on them | think what's happening is we're
ending up with a society where there is no such thing as
soci al forgiveness.

Anyway, | think we're going to be seeing a ot nore
cases like this as the databases becone nore robust. And
we're definitely going to be seeing nore cases like this if
the individual does not have a right of easy access to al
of the data that is available about them And | think we
need to make the systemtransparent to the data subjects.

CHAI RVAN PI TOFSKY:  How woul d you do it?

M5. GVENS: Well, | would treat it like a credit
reporting industry where have a code of fair information
practices. You have a right to know what's in your credit
report. You have a right to know who has accessed it.
There are, is atinme limt caps on the amount of time that
that information could be put in it, right of correction,

there are penalties for msuse. A code of fair information
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practices

CHAI RVAN PI TOFSKY: What woul d you do about the
person who is losing out in the job nmarket and doesn't know
why?

M5. G VENS: Well, as | said, maybe | don't
understand the question, but we tell themif you can afford
it run a background check on yourself.

CHAI RVAN PI TOFSKY:  Wbhul d you make those avail abl e
as a right fromthe commercial segnent?

M5. G VENS: | think you should have a right once a
year to get information that is held in a database system or
syst em dat abases about you, yes, | do.

Again, this is not consensual data. You are not in

t hese dat abases by choice. Money is being nmade fromthe

information that is in these databases. Inportant decisions
are being made that affect our lives, that yes, | do think
that we should have free access. | also think we should

have free access to our credit report and in sone states
that's happeni ng.

MR. MEDINE: Well, followi ng up on the Chairman's
gquestion the Fair Credit Reporting Act, at l|least in sone
cases requires an adverse action notice where you're told
that you've suffered because of information in a database.
And that triggers a right to a free copy of the data and a

right to a free investigation.
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M5. G VENS: Yes.

MR. MEDINE: Wbuld you apply the simlar right, that
is, if you were treated adversely because of a database in
ternms of getting a job would you require that notice be
given of that fact and of the database that provided the
i nformation?

M5. G VENS. See, you could get around that all too
easily. | think that basically when information is acquired
in the process of a background check, whether or not an
adverse decision is made you should know what infornmation
was used for you

I must say | personally have tal ked with thousands
of consuners over the last few years. And many, nmany have
said, well, I'"ve got ny credit report here and |I' m | ooki ng
at it and I'm confused about it. Not a one over the years
that | have tal ked to has said, you know, |'ve got ny
background check here and |I' m wondering, you know, there is
sonme kind of puzzling information about it.

It's sinply not being done. And I think just saying
that if there is an adverse decision nmade based on this
information that you then would get the information. No, |
don't think that would go far enough.

COW SSI ONER VARNEY: Beth, | don't think you're on
t he next panel where--

M5. 4 VENS: No, |'m not.
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COMM SSI ONER VARNEY: --where | think we are going

to tal k about whether or not, one of the things | hope we'll
cover in the next panel is whether or not a self-regulatory
schenme can work, or if there should be a governnent-inposed
regul atory schenme. Could we have your views on that?

M5. GVENS: Well, | guess | will be really blunt.

I think self-regulatory schenes are the enperor's new
clothes. | don't think they work. | don't think the
incentives are there for a full and neani ngful system of
fair credit, I'msorry, fair information principles to be
appl i ed.

For exanple, let's ook at the principle of
secondary usage. That is one of the tried and true fair
information practices but it's probably the one that is nost
i gnored, you know, when information which has been coll ected
for one purpose is used for another purpose, you should get
the consent of the data subject.

I think credit headers are a very good exanpl e of
the fact that that is being ignored. Anyway, | just don't
think that a self-regulatory approach to having a set of
fair information practices put into effect will work.

COW SSI ONER VARNEY: Have you had a chance to
review the white paper fromthe individual reference
services?

M5. G VENS: No, I'msorry, | have not.
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COMM SSI ONER VARNEY: Could we prevail upon you to

gi ve us your views after today sonetine?

M5. G VENS: Certainly. Absolutely.

COMWM SSI ONER VARNEY:  And we'll put themon the
record as you go through them

M5. QVENS: |'ll submt sone comments, yes.

COMM SSI ONER VARNEY: Okay. M last question for
you about this, we've heard from FINCEN that they, | think
you said, you use about fifteen different databases and we've
heard fromthe Secret Service, | think they used about
thirty different databases. How many, as you call them
i nformati on vendors, are out there?

M5. G VENS: Well, | haven't done an exhaustive
survey. But | spend quite a bit of tine on the Internet and
just over the years conpiling information about them To be
honest with you | don't know. | find a new one every day.

COW SSI ONER VARNEY: Coul d you give us a range, a
guess?

M5. GVENS: | think the problemis in the
definition of them | think there are probably a half a
dozen maj or conpilers of public records and commerci al dat a.
And then spinning off fromthemare all kinds of others that
take it and repackage it. And that may be anywhere from
twenty to a hundred.

MR. MEDINE: Carol Lane, do you have a sense of how
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many - -

M5. LANE: A whole |lot nore than that. Yes.
Actually there's thousands. And you could bring it down to
hundr eds, you know, when you start qualifying down. But
you' re tal ki ng about, when you're tal king about all of the
different sources of this information, you know, you have
got to tal k about the vendors of news, you know.

You have got to tal k about all of the databases that
are put together to profile businesses, conpanies. You
know, there is just every kind of bound and all of it,
al nost anywhere you | ook, contains records about peopl e,
contains information, you know, that's indexed in various
ways and used by different industries for different
purposes. So | would say it takes it into thousands.

MR REED: David, Jack Reed.

MR MEDINE: 1'd like to take Conmm ssioner Steiger
and then we'll call on you.

MR. REED: Oh, I'msorry. o right ahead.

COW SSI ONER STEI GER: Just one question. You
menti oned your advice should you be counseling an individual
who has an inexplicable pattern of job failure, if you
woul d, not being able to get in past the door after two or
three interviews, you said go ahead and do your own
background check for a hundred or two hundred doll ars and

could afford it.
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Nunber one, that seens to ne very low as a figure,

cost figure. But two, how would an individual go about
doi ng their own background check? |'mconparing this

agai nst payi ng sonewhere between eight and thirteen dollars
if you do need to pay for a credit record.

M5. A VENS. Well, yeah. | should probably have
described it differently than doing your own. W suggest
take a look in the yell ow pages under the word
i nvestigators. And by the way, | would recomend that for
anyone. \Wenever you go to a new big city, look in the
yel | ow pages under the word investigators, you wll see
several pages of services, private investigators, enploynent
background checkers, tenant screening services, finding |ost
famly nmenbers, et cetera.

We tell people to call around, make sure that you
find sonmebody who does enpl oynent background checks as a
specialty. Ask themwhat they charge. Ask them what
dat abases they use. |If they want to do a pretty thorough
search they should spend I think at |east a hundred doll ars.
And that would be, it would be very easy to spend that
amount of tine.

The unfortunate thing is, and this is what we tel
peopl e al so, you still do not know for sure that you are
getting the exact sanme information that the decision, that

t he deci si on was based on.
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MR. MEDINE: Well, we just happen to have the
President of the National Council of Investigation and
Security Services sitting wwth us. And maybe you can shed
some further light on Comm ssioner Steiger's question.

MR. REED: Ckay, I'll switch hats. One of the
points I'd like to make is that the nunber of databases is
real |y based upon sectorial requirenents and needs because
there's thousands of them And if you -- Cook County,

Phi | adel phia, they are all over the country with little
segnments of infornmation

Sonme have real property. Sone have certain county
records. Sonme have sone court records that they feel are
vital. Some have sone federal records that they feel are
vital. So you have this mx of all across the country
wherever they find a niche market that they can service.

And so they bring the revenue fromthat. But |
don't think nost of those apply to the enploynent area
because that is a fair credit reporting area. And Beth has
referred sone of her people to ne fromtime to tinme to talk
to.

And | found in two cases, at |east in one case the
i ndi vi dual was being turned dowmn by the State of California
for a job that she had applied, she had previously. She
went back after a couple of years of leaving it. And every

time they interviewed her they threw her out.
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Finally after digging for about 45 mnutes | | earned

that in that particular case the |ady was, had done
sonething at that job. And she admtted that she had done
sonet hi ng but she thought that they should get rid of her
record after a couple of years.

That was one. And the other one, the fell ow want ed
to know what database his file would be in. And | told him
the sane thing Beth just said a nonent ago about the nunber
of enpl oynent, private investigators who do enpl oynent
checks in the United States; thousands of them But they
don't generally devel op dat abases.

Once they do sonmething they send a report to their
client. Furthernore, by the law in nost states they're
required not to disclose any information w thout the
client's consent. And then they have to deal with the Fair
Credit Reporting Act on top of that. And the enployer would
be the responsi bl e person, the end-user so to speak.

So the end-user would be the person to go to. And
if you were turned down for a job and go back to the
end-user, and |I've told people that Beth has referred to ne
and others, if you can't get it fromthe end-user you know
where you | ast applied at, you know who turned you down.

If you go to themand tell themyou want a copy of
that report, you want to see why you were turned down and

they don't give it to you, you go to the FTC and |'d give
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themthe address in Los Angeles. So it's a very sinple
pr ocess.

When it cones to enploynent it's very defined. And
| don't think that you can just walk away fromit. And
enpl oyers can't wal k away fromit because |I'mquite sure
that the FTC will junp in. They send letters out. They
make the necessary responses. |'ve seen it happen in many
cases.

So | don't find that to be a real good issue when it
cones to the databases that we use. In ny database, for
exanple, I wll switch hats again for nonent, in our
dat abase we don't store those reports. W keep themfor
fifteen days and then we dunp them But we have all the
informati on. W know where it went to. W know who the
end-user is.

Because if they're doing an enploynment report we
keep track of who did that enpl oynent report and then who
it, who is the enployer. And then on top of that we send a
letter out to the consuner and tell the consumer, hey,
sonmebody just checked you out. Here it is and these are the
people that did it. So now the consuner has every place in
the world to go, including us, because we notified themthat
we didit.

M5. GVENS: | think, I've heard your testinony

before in California. And you're the only information
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vendor |'ve heard of that sends the letter out to the

applicant, which I think is | audable.

MR. MEDINE: Can you go back to Comm ssi oner
Steiger's question. How nuch --switch hats back again. How
much will it cost the consuner followng Beth's advise to
check out thensel ves?

MR. REED: | think Beth was right on her point that
it's the depth of the report. if you're hiring a high |evel
i ndi vi dual, you could spend five hundred to a thousand
dollars on it to do the investigation; sonmetines nore.

If you' re doing an in-depth on a person who's going
to take over a corporation, for exanple, you m ght spend
four or five thousand dollars to nmake sure that that
i ndi vi dual hasn't got sonething in his background or hers
that it is going to affect that conpany, because you've got
to protect the assets of the corporation.

On the second side, on the normal side, nost --

Mot orol a, we have nost of their clients in the nation. And
they do a very sinple search. They do a credit header
search; that's the first thing they do. And the second thing
they do is they check to see if there's any crimnal record
in the counties where that credit header search shows that
the individual mght |ive.

And that's really what it's used for. Because it

gives ten years of addresses. It also tells themif there is
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any lapses in the address. So it makes a very good tool.

Just a quick review to nake a determ nation whether the
enpl oyee is telling the truth or not on their application.
Because about 35 percent of themdo not tell the truth on
their application.

So when you get to that point, the second issue is
go to the counties where those cities are at, where the
i ndividuals live and | ook up the crimnal record in the
county. And you can go directly to the court and they're
hand- pul | ed i nformati on.

It's hand pulled by a human being not by a conputer
and brought back to the store and then delivered to the
client. So then they review the data and verify other data
withit. So | think that -- and the report |ike that by the
way costs twenty bucks.

MR MEDINE: I'd like to try to return to the issue
of fraudul ent use of these databases. And Beth or nmaybe
Susan Grant can maybe tell us if we have any indication that
t hese dat abases are being used for fraudul ent purposes.

| realize it's a challenge to try to link any fraud
that's commtted to these databases, but that's really one
of the sensitivities is that this information that | believe
Eric Wenger tal ked about earlier that when the key to sone
of your credit accounts is easily available there's

certainly the potential for fraud there.
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M5. GRANT: | represent the National Consuners

League. And anong ot her things, we operate a program called
the National Fraud Information Center where consunmers can
report to us about possible telemarketing and Internet fraud
that they have been victim zed by or that they have been
targeted by.

| think it's very difficult to quantify how nmuch in
the way of consunmer fraud is due to abuse of the kinds of
dat abases that we are tal king about today because consuners
have no i dea where the information about themis being
gl eaned to which they're, or as a result of which, they're
being targeted for various kinds of scans.

And | really don't think ultimately that that's how
we should franme the question. Comm ssioner Steiger, you
asked the question what is new Well, | think what is new
is that consuners have di scovered belatedly that the horse
is out of the barn, that information about themis w dely
commerci al ly avail abl e.

That seens to upset them W don't get conplaints
from consuners about | aw enforcenent being able to track
them down. But it's when they' ve been targeted for
solicitations both legitimte and not that consuners are
upset .

| really feel that it's unfair to pit the consuners

privacy interest against such |audatory prograns as finding
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deadbeat dads or tracking down crimnals. And | really

don't think that the argunent should be franmed that way. |
think that consumers' basic right to privacy should be the
base |ine fromwhich the discussions stem

And that consuners if they are informed of the use
or potential reuse even of their information should have
enough informati on about that to nmake an infornmed deci sion
about whether or not they wsh their information to be used.

| don't think that we can quantify either the
benefits or the risks for consuners. Wat sone consuners
may feel is sensitive information other consunmers may not.
What one consuner may feel is sensitive information in one
particul ar circunstance he or she may not feel is sensitive
i n anot her circunstance.

And also the harmis difficult to quantify. Sonmeone
whose illness fromAIDS is publicly released may not | ose
his or her job or have any other negative effects that we
can quantify but may still feel as though he or she has been
har ned.

And | don't think that it's up to us or to the
Federal Trade Conmmission to arrive at sone |ine and say,
well, this is over the Iine or this isn't. | think that the
decision ultimately should be up to the consuners who are
the ultimte source of and | believe the owners of the

information, that they should have nore control than they do
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over what information of theirs is out there and t hus be

able to reduce the potential harmas they see it.

There may be conpelling reasons why | aw enf or cenent
needs certain kinds of information. And having worked in a
district attorneys office for al nost twenty years and
avai ling nyself of all that kind of information at the tine,
I can understand the need for it.

I think that ways of providing the information that
| aw enf orcenent needs would still be available, as would the
i nformati on that the econony needs in order for the engines
of commerce to keep on turning. But | really think that
it's a false dichotony to tal k about the consuner versus al
the benefits that we have heard about this afternoon.

COMM SSI ONER VARNEY: Let's go there. Let's say
that we can imgine a scenario whether it's legislative or
regul atory where we say look, this is not okay. Consuners
need to have the choice and the control about what
information is avail abl e about them out there except for |aw
enf orcement pur poses.

Let's just put |aw enforcenent off the table.

Dat abase conpanies collect information. They have the
informati on. They have whatever safeguards and protections
they have to work with |aw enforcenment to give | aw
enforcenent, and maybe even let's say | aw enforcenent and

rel ated services so we'll get the child support people.
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Now, who is going to, what groups in the econony

other than the journalists and the First Anendnent concerns
whi ch are real, what businesses, what sectors of the
econony, who is going to object to that kind of scenario?
Who's hurt?

M5. GRANT: | think that there is a great econonic
i nterest anong the marketers and others in this country to
have the use of this information freely in order to pronote
their products and services. And that's understandabl e.

But | think consuners should have sone choice --

COMM SSI ONER VARNEY: Wait, wait, wait. | thought
this norning we said that marketing information is separate
fromreference informtion.

M5. GRANT: Yes.

COW SSI ONER VARNEY: Now |'m positing what if
reference infornmation were only avail able to | aw enfor cenent
and | aw enforcenent rel ated purposes that you could --
wi t hout a consuner's consent, okay, that you can have
dat abase conpani es that can gather and collect all the
i nformati on but the consunmers have to have, what's he been
saying, opt out; there has to be consumer opt out fromthe
system except for |aw enforcenment purposes.

Wi ch woul d nean you woul d keep all the information
on everybody any tinme | aw enforcenment wanted to access it.

But when you went to sell it commercially for other
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pur poses, anybody who had wanted to opt out of it could

have.

M5. GRANT: | think if you had very strict overal
privacy principles that were enforceable, you would get to
the root of that w thout having to decide who should be able
to access these databases and who shouldn't. |[If you were
| ooking at it in terns of who should be able to access it,

" msure that you could carve out categories of people like
| aw enf or cenent .

It starts to get a little fuzzy when you're tal king
about the child support people and ot her people who may have
a legitimate interest but maybe they don't. Maybe it's a
bogus recovery service that is trying to track consuners
down to offer them sone sort of m srepresented assistance
wi th sonet hi ng.

So | think it becones very difficult for any of us
to draw those bright lines. | think it's nore to the point
to give the consuner the power over his or her information
to begin wth.

CHAI RVAN PI TOFSKY:  The power consists of opting out
or even nore than that?

M5. GRANT: | don't think it matters whether it's
opt out or opt in, as long as it's sonething that the
consuner can easily exercise, as long as the consunmer knows

who will ultimately have their information and what it wll
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be used for, as long as he or she can easily access it to

check on its accuracy.

And | echo what Beth said about drawi ng the anal ogy
to the credit reporting systemthat we already have in pl ace
because | think that it's very simlar and that simlar
gui del i nes coul d apply.

CHAI RVAN PI TOFSKY:  Hol di ng and checki ng t he
accuracy. | nean, you used the phrase that the information
is the consuner's property. Wuld you object to white pages
whi ch has your nane, your address, and your phone nunber
bei ng onli ne?

M5. GRANT: Well, the consuner is giving the
information to the phone conpany when he or she is getting a
t el ephone. And as one of the previous speakers alluded to
this norning, you can be unlisted if you w sh.

CHAI RVAN PI TOFSKY: So you say having listed
nunbers is opting in, is the equivalent of opting in.

M5. GRANT: Yes, it is. | think that the heart of
the problemis that there is not a fair trade. And it nakes
it very difficult to weigh the benefits and the harm because
t he benefits for whonf

The consunmer is not the one, in the case of these
ki nds of services that we are tal king about today, who is
directly providing that information in exchange for a

benefit. And because you have really unfair trade, you have
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a real inbalance of interests there. The consuner is not
able to make a bargain that he or she feels recognizes the
val ue of that information, recogni zes whatever the
consuner's privacy concerns m ght be.

M5. JENSEN. Could I, can | respond to that? GCer
Jensen.

MR MEDI NE: Sure.

M5. JENSEN. | guess ny question or concern is that,
you know, people who don't pay their child support are
consuners. And people who commt white collar crine are
consuners. You know, the bad guys are consuners too.

And then if they can opt out and in fact they take
away the ability for us to be able to track them down, you
know, in the case of child support to make sure that the
ki ds have needed paynents along with the other |aw
enforcenent. | don't know how you woul d set sonething up
because everybody is a consuner.

MR. MEDINE: Could I ask Mallory Duncan from
National Retail Federation and John Byrne fromthe Anerican
Bankers Association to talk about their concerns about fraud
detection agai n perpetrated by consuners?

COW SSI ONER VARNEY: While they're getting ready,
David, couldn't you, though, Ceri, | nean, if it were
technologically feasible and all of the database conpanies

could do it without a huge cost, | nmean it m ght inpact
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their ultimte econom es of scale and other things, but

presumably you can run a database that's tagged, you know,
when sonebody says | want to opt out of your database,
that's fine, they opt out of the database except for |aw
enforcenent and | aw enforcenent rel ated purposes.

You can still maintain all the data; you sinply
woul dn't sell it in a comrercial setting that data of those
i ndi vi dual s who have, quote, opted out of the system |
mean, | think it's theoretically possible and you and | aw
enforcenment could still have access to it.

M5. JENSEN. See, | have never thought of that
concept so | don't, |I mean, | don't really know how t hat
woul d work. And the question | would have: would the
dat abase conpani es be interested and continue to gather that
data and would it be feasible for themto do it, putting al
those kind of limtations on it, or would we be kind of
cutting off our own nose to spite our face because they
woul d no | onger, you know, provide the service.

COW SSI ONER VARNEY: Right, does the whol e service
fall apart when we try and use that.

M5. JENSEN: Exactly.

MR. MEDINE: Maybe NRF and ABA coul d address
Commi ssi oner Varney's question, which is do we want to
exclude all but | aw enforcenent and sone support services

from accessi ng these dat abases?
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MR DUNCAN: Well, on behalf of the National Retai

Federation | guess the answer is | would hope not. A nunber
of our menbers do of course issue credit cards. And we are
concerned about identity theft. 1It's a issue for consuners.
This is an issue for credit grantors and for |aw

enf or cenent .

We have been trying to reduce identity theft within
t he bounds of being able to work with our custoners who
extend credit. The question of the day that Comm ssioner
Steiger asked is really what's new. And I'd like to try a
slightly different spin on that, and the answer is really an
ol d song, everything old is new again.

And what's happened here is that at one tinme all
Anericans lived in villages. And the people in the village
knew your identity. They knew your history. They knew your
habits, the good and bad habits. They knew everythi ng about
you and probably knew your nother's nmai den nane as well.

And as a practical matter, what's happened over the
| ast century is there has been a great dispersal of
i ndividuals. And yet Anericans still want the sane kind of
treatnment that they received back in the village.

So when the question is what's new, what we're
trying to do is to essentially electronically recreate that
village. And we are trying to nake certain that there is

informati on there so that consuners can carry out
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transactions as if people knew who they are.

| nean, the real question to ask is how does anyone
know who you are and how do you prove that? So when you
apply for a credit card, one of the things we're trying to
do is to use information that only you would know, or in the
ol d days that would only have been known in your village
about you as a way of verifying your identify to reduce the
amount of fraud.

So when you apply for a credit card, for exanple,
we'll pull the credit report. And there m ght be sone
di screpancy. Perhaps the address is wong. Wll, and it's
possi bl e. The consuner could have noved nore recently than
that's picked up in the credit report information.

And we mght go to a source |like the national change
of address put out by the Postal Service as a database to
see in fact if there's been an updating or a change in their
addr ess.

We m ght | ook at your phone nunber and ask for your
busi ness phone nunber, sonething that m ght be available in
the database but that typically if a casual thief is going
to try to steal your identity they're also not going to go
out and try to establish a phone nunber in your nane.

These are bits of information that we use to try to
confirmwho you are to nmake sure we're granting credit to

the right person. Each of these discrepancies mght be
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scored. If they're mnor we'll let themgo by. If the

scores get to a certain level, then it sends up a flag on
the account. And when you have a flag on the account you

ei ther deny the account outright or you may set it for

addi tional information and questions by the consuner or
grant conditional credit or a nunber of other options that |
really don't want to go into in a public forum

So | guess in a nutshell that's what we're trying to
acconplish. And I'mafraid that any attenpt to draw sinple
easy categories |ike law enforcenent only will seriously
restrict the ability to continue in the kind of commerce
t hat consuners expect.

MR. MEDI NE: John, do you --

MR. BYRNE: David, let me just add a little sonething
nore pedestrian than tal king about villages. W do have sone
of the same concerns that Mallory's nenbers do. But we al so
have obligations that go beyond that. G ven banks bei ng
heavily regulated in safety and soundness of financi al
i nstitutions being sonething we have to deal wth, we
frequently have to do our own investigations.

Dealing with Chris' agents there at Secret Service,
they're great at investigating credit card fraud but they
can't do everything. And so frequently banks will do their
own internal investigations. And so if you |limted database

access to law enforcenent only or related | aw enforcenent,
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what ever that m ght nean, |I'mafraid that we m ght be

excluded fromthe table there.

W have to deal with new accounts, fraud, same
identity theft, all those types of issues. But we have an
affirmative obligation before possible violations of lawto
the federal governnent so Bill Baity's database can capture
all that data.

And so to do that we have to have access to various
tools. If you take them away, we sinply won't be able to do
it. And obviously we'll still continue to be bankers. And
maybe if we see a fraud walk right in the bank we can
address that.

But other than that we won't be able to deal with
t he sophistication that crim nals have cone to use beyond
the past ten years. So we really can't have any limtations
there. If you do it, you won't be able to pee, as it were.
But the bottomline is | aw enforcenent and | aw enf orcenent
rel ated woul d be good enough for us.

MR. MEDINE: Well, we have Leslie Byrne here from
the U S. Ofice of Consuner Affairs. Wat's your
perspective on the information in these databases and
access, correction, and so forth?

M5. BYRNE: First, 1'd like to say that our role in
this, in 1989 our office devel oped what we call the Privacy

Princi pl es which we encouraged both governnment and private
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industry to start to adopt. So we've been at this a little

whi | e.

And the question keeps comng up what's new. What's
new is the kind of econony we're living in. W're living in
an information econony. That makes information a comodity.
When information is kept in a base, it's kept as we all know
in a bank. It's not by accident that those words are
chosen.

Informati on has value. And the new value that is
bei ng placed on it, while there may have been a deci sion
this norning about the difference between marketing
i nformati on and resource infornation, because of storage
capacity in conputers there is no essential difference.
Resource and marketing informati on are one and the sane.

What used to be kept in a roonful of conputers this
size are now kept on a little, mni conputer. And so the
ability to drop information, sectorial information was
referred to, that sectorial information is valid but is also
bei ng used in grand dat abases.

And the harmthat conmes fromthat, we tal ked about
the nmedi cal record issues with H'V, now we have breast
cancer, gene propensity that m ght show up sonewhere, which
is a whole different thing, your propensity to be sick. W
have the inpact on jobs, on insurance, on credit, on |oans;

the well docunented cases of databases being used for
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stal ki ng and abuse and identity theft.

The direct mail and tel emarketing fraud that has
devel oped t hrough the use of what is commonly call ed nooch
lists. | think we're fast approaching the era of universal
nmooch lists that we are all on

And while [ aw enforcenent certainly has its right
and its duty to protect us all through the use of these, |
shoul dn't say that they should have unlimted, unfettered
access because of the use of profiling.

Profiling is a different issue where this
information is used where there is no direct |link between a
suspect for a particular action and yet the infornmation is
downl oaded to create a profile of sonebody who m ght fit
what they're | ooking for.

Mar keters of course are using the sanme profiling
techni ques of crossing different kinds of databases,
cross-fertilization, if you wll, of databases to conme up
with profiles of potential custoners.

Soif I tell you that I want to find a Swedi sh
Nor wegi an extraction male who is 56 years old and has an
i ncome over a hundred thousand dollars and shops on Sat urday
at the grocery store and has to buy nedicine for toe fungus,
they can find him That's how acute these databases have
beconme. They are very sophisticated in their ability to

find what needs to be found for whatever purpose.
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The ot her issue that we have touched upon this

afternoon is the inaccuracy of sonme of these databases.
Most citizens can't correct them because they don't know
what's in them If you don't know what's in themyou can't
guestion them

Qur office receives scores of calls every year,
peopl e who have identified faulty information, particularly
in credit bureau reports, tried to get it fixed, and then
find out after 18 nonths or two years or whatever their
i nformati on keeps com ng back. So we can even attenpt to
fix it once we knowit's in there and it doesn't necessarily
stay fixed.

The last issue I'd like to just touch on is the use
of public information in state and | ocal governnents. This
is information that is conpelled by governnent. W don't
have any single choice whether we give them our persona
property tax records or the informati on needed for a dog
license or a cat license or a cosnetology |icense or
Anmeri can Medi cal Association |icense or a bar association
i cense.

Al'l of this information is on file and is conpelled
by the state that we give it to them Wat is then done in
too many cases in ny belief is that it is then sold w thout
notice, wthout say-so of the person who gave the

i nformati on under the conpelling of the state.
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The real issue here, and | think Susan Grant touched

onit, is who owms the information. And this false

di chotony of saying that if the consuners' needs are net,
sonehow that it's going to interfere with comerce or with
| aw enforcenent | think needs to be reexam ned.

| think Susan is entirely right. Because we can do
anything with information nowadays, the real question is
shoul d we and who controls what we should do? And those are
ny comments.

MR. MEDI NE: Thanks. One question | had is we have
heard a | ot today about the access to public record
information. And you just alluded to that, that we
oftenti mes have to provide information to the governnent for
licenses or other benefits. Wuld you advocate restricting
governnent's di ssem nation of that infornation?

M5. BYRNE: No, |'d advocate restricting the sale of
it. If there is no profit init, governnents won't do it.
If an individual reporter wants to cone and | ook at the
information or if a business wants to cone and | ook at the
information as they used to do in the old days, they'd go to
t he courthouse and they'd go to the file and they'd sign in
so you know who was | ooking at it, and they'd thunb through
the file and they'd wite down what they needed to know.

Now on a CD ROM | can buy 10,000 nanes fromthe

court house and start matching those up with other data sets.
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It's an entirely different situation than it used to be. So

it's not dissemnation; it's sale.

MR. MEDINE: Wbuld you extend the opt out
requirenents that are now in place for notor vehicle
information to other types of public record informtion?

M5. BYRNE: You know, | again agree with Susan that
the whole issue of opt in and opt out is becom ng
immaterial. It's information so that | can nake an
intelligent choice as a nenber of the public what's
happening to ny infornation.

Sonme opt ins | have seen are fairly epheneral in the
informati on you are discl osing where you nmake a choice. And
at lot of opt outs | have seen recently are becom ng nore
acute in the information they are disclosing before you make
the decision. So, you know, | think we're beyond opt in opt
out as operative |anguage.

MR MEDINE: | would turn it to David Sobel who has
wai ted patiently fromEl ectronic Privacy Information Center
and get your sense of the analysis of how you see risks and
benefits here, and do you agree with Susan's point of view
that that's not the right, and as Leslie Byrne pointed out,
it's not the right approach? How do you tackle the benefits
versus the risks of these types of databases?

MR. SOBEL: Well, | think the first point that |

woul d start with is that the uses that we have been
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di scussing, well, I nean sort of weighing it between

benefits and risks assunes that all uses are good and that
there is nothing bad on the use side as opposed to the risk
side. And | don't really think that's true.

I"'mnot so sure that the uses that have been
represented today are necessarily representative of the
uni verse of what's being done with this information.
don't think that the uses that are driving this industry are
the | ocation of deadbeat dads or |aw enforcenent or
journalism

| don't see the guy who calls ne three nights a week
at dinnertime sitting here, and | suspect that that's what's
driving this industry. So I think that it's a fal se bal ance
to a certain extent to tal k about uses on the one hand as if
they're all good as opposed to the risks.

And | think the risks are very substantial, and they
have been touched upon; identity, theft, the fact that
deci si ons about people's lives are being made with this
i nformati on, whether it's enploynent, whether it's insurance
whi ch we haven't really tal ked about, whether it's credit
deci si ons.

The fact of the matter is that a |lot of the kinds of
i nportant decisions in people's lives that were once nade by
t he governnent which led to statutes |like the Privacy Act,

whi ch does regul ate uses of information and gives people
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rights to access and correct information, a |ot of the

deci si on maki ng aspects in people's lives have been noved to
the private sector.

And the kind of information that we're tal ki ng about
here is the information that's used to nake those deci sions.
So | think that if we ook at the Privacy Act as a nodel in
terms of the kinds of rights that can be established, that's
a good starting point.

On that point | just want to nention sonethi ng about
| aw enf orcenent use of private databases which | think
rai ses sone interesting Privacy Act questions. | think what
happened twenty-sone years ago after Watergate was that
deci si ons were nmade about the kinds of information about
peopl e that | aw enforcenent should be having access to and
mai nt ai ni ng.

And steps were taken in the enactnent of the Privacy
Act to address those issues. | think what's now starting to
happen is that process is becom ng privatized. And | think
the fact that we have heard that fifteen, thirty, however
many conmerci al databases it is, are now routinely being used
by | aw enforcenent warrants sone, at |east the asking of
sonme questions about whether or not those Privacy Act
principles are still very neaningful.

The last point | want to tal k about, we've tal ked

about a lot of different categories of information. And
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there have been references made to Social Security nunbers

but we haven't really tal ked specifically about that.

I think that al nost everybody who's | ooked at this
i ssue woul d agree that the highest risk that we're probably
tal ki ng about is associated with the use of Social Security
nunmbers. And | think on a risk benefit analysis, social
security nunbers probably conme out far and away on the risk
si de of the bal ance.

And | think if nothing else, we do need to | ook at
the relative risks and benefits of particul ar pieces of
information. It | think is pretty clear that what drove the
controversy | ast year about LEXIS-NEXIS P-Trak was the fact
that there was Social Security nunbers included in that
system

And it's also notable that that was the piece of
information that LEXIS-NEXIS at |east partially saw fit to
remove fromthat system So | think that Social Security
nunbers m ght be a special case in terns of |ooking at this.

I think, you know, to raise another recent incident
of the m suse of Social Security nunbers, the Soci al
Security Adm nistration's experience w th maki ng PEEBS
informati on available online | think is a very ironic story
that shows that the very agency that issues this nunber and
has a legitimate right to use it as an identifier has | ost

control of it to such an extent that they can't rely on that

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

217
means of identification anynore.

So | think as we look at this, we need to separate
out sone of the categories. | nean, obviously there is a
Soci al Security nunber on the one hand as opposed to
i nformati on that consuners do voluntarily place into white
pages, and | think sone distinctions need to be nade.

MR. MEDI NE: Conm ssioner Starek.

COMW SSI ONER STAREK:  On, thank you. Yeah. |
wanted to just, let ne see if | understand this correctly.
VWhat we are tal king about this norning was a group of
| ook-up services and conpanies that collate information
that's on the public record about people.

They said basically it conmes fromthree places; it
cones fromthe courts, it conmes fromgovernnent, and it's
publicly available information. So what | hear sonme fol ks
saying here is that this publicly available information
shoul dn't be cheap to get, shouldn't be efficient to obtain,
and instead only the wealthy, only the wealthy ought to be
able to have access to this. Only the wealthy | awer who
can send his paralegal down to the court and get the
docunents hinself or only the person who wants to find out
about a nanny who can pay $2,000 to hire a private
i nvestigator to check out the candidates for the nanny
shoul d have access to this information but the people who

can punch into a conputer, use one of these services and
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find publicly available information.

I mean, is that what you' re saying, that because
it's easily, all conpiled in one place, easily accessible
and relatively inexpensive that it shouldn't, conpanies
shoul dn't do that?

MR, SOBEL: Well, |I'mnot sure how i nexpensive it
really is. |If we're talking about sonething |like the
LEXI S-NEXI S service, that is a prem um subscriber service.
This is not sonething that is available to everybody.

| think that the usage that you would find falls
into the category of the wealthy individuals that you cited;
big law firnms, big conpanies. | think it would be
interesting to | ook at who has access to the LEXI S-NEXI S
P- Trak dat abase.

And | think it would fall into the category that
think you're citing when you talk about the wealthy or nore
powerful interests. But, you know, that's why, and | say
you need to | ook at the categories of information.

| don't think it's the case that anyone can easily
and freely find Social Security nunmbers. | think that is
sonet hi ng that has becone a comodity that is for sale and
it is not freely available, it is not easy to get that, and
it is valuable. As Leslie said they call these things data
banks for a good reason. This is a huge underground econony

that's devel oped.
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MR. MEDINE: M ss Varney?

COMWM SSI ONER VARNEY: Yeah. I'minterested in a
coupl e of the other points you had, David. | think it's an
i nteresting question whether or not |aw enforcenent's use of
the database is perm ssible under the Privacy Act, and it's
one | think we ought to take a | ook at.

But putting that aside for a nmonent, | think you
said that, |ook, even, you know, for a nonent if that is a
| audabl e purpose that's not what's driving this industry.

Now, what | thought | heard this norning was, hey,
wait a second, there is a separation between direct
mar keters and reference services. Do you think that's not
true? Do you think, is what -- Wi is using these database
services? What is driving then?

MR. SOBEL: | think, 1'd have to admt to not
entirely understanding that distinction. That has not
becone clear to ne. | think that while we are
di stingui shing between these two kinds of categories they
are in fact in practice being intermngled so that the
di rect marketer who m ght have access to warranty card
i nformati on and whatever else it is then goes into the
| ook-up service if those are not actually linked in a
dat abase; | suspect they probably are.

So it mght be a false distinction that we're

tal king about. But, | nmean, as | said | wasn't being
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facetious. | assune that all of the unsolicited phone calls
that | and everybody else get I'mwlling to bet can be
i nked back to a | ot of these databases.

COMM SSI ONER VARNEY: As opposed to the marketing
lists.

MR. SOBEL: In conjunction with the marketing |ist.

COWMWM SSI ONER VARNEY: Because | thought part of what
we were tal king about this norning is that, |ook, you' ve got
these reference services which collate publicly avail able
information and sell it for a nunber of purposes ranging
fromlaw enforcenent through insurance through journalism
and they are currently selling this for a nunber of, quote,
busi ness pur poses.

But | had the distinct inpression that it was not
being sold to direct marketers so that you weren't, ny
words, marrying transactional profiles of individuals with
public record information fromindividual s.

And | had the sense that nost people thought it was
a good thing that there was not that |evel of information
easily available. Now what |'m hearing you say is slightly
different. Wlat | think you're saying is wait a second,
that may not be the case. | don't know the answer to that.

MR. SOBEL: Yeah, and | think that's right. And I
woul d encourage you to seek definitive answers to that

guestion. Because not being a part of the industry, | am
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not in a position to answer it. But | have not heard that
guestion get nailed down today to ny satisfaction.

MR. MEDI NE: Maybe Robert Edi ngton from LEXI S-NEXI S
can shed sonme |ight on this.

MR, EDINGTON: | would be happy to. On behalf of an
i ndi vidual reference service |l would like to respond to a
coupl e of points, one just nmade earlier and the one nade by
Davi d.

In particular there was a question as to whet her
some of the uses that we've heard here this afternoon really
is what's driving this industry. And | can tell you on
behal f of LEXIS-NEXIS that is exactly what is driving our
busi ness.

COW SSI ONER VARNEY: Wat ?

MR. EDI NGTON: They are professionals performng
i nportant social and governnental functions, tasks. Whether
it ranges fromwelfare reformto canpaign reformto | aw
enforcement, that is our custoner base.

COW SSI ONER VARNEY: What does that nean, canpaign
ref orn?

MR. EDI NGTON: Canpaign reform For instance, |
think we heard today fromthe reporters commttee that they
use these | ocator services to check both the central
commttees of both major parties. | believe Common Cause

are a subscriber to our | ook-up services to ook into this
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i dea of what do we need to do to reform canpaign

COW SSI ONER VARNEY: But wait a second. | thought
that the service that LEXIS-NEXI S provided through its
P-Trak and P-Find, | thought that was that a reporter whose
organi zati on subscri bes can type in a nane and can get
public record informtion.

MR. EDINGTON: That is correct.

COMM SSI ONER VARNEY: And part of that public record
i nformati on, you' re obviously then picking up the federal
el ection comm ssion's records of what people are
contri buti ng.

MR. EDI NGTON: That, we do have federal elections
conm ssion records on file. That is correct.

COW SSI ONER VARNEY: Okay. And what ot her kinds of
records come up?

MR. EDINGTON: O her public record information |ike
assets, judgnents, liens, partnerships, that would fal
within the public records spectrum

COW SSI ONER VARNEY: Do you have any transacti onal
data in your database?

MR. EDI NGTON: Transactional ? Marketing transaction
information? No, we do not. And we have no intention of
i ncl udi ng such information.

COW SSI ONER VARNEY: Do you have subscri bers who

are direct marketers?
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MR, EDI NGTON: That, I'mnot aware of any. |'m not

aware of any. | can tell you fromw thin the business
community we have a nunber of manufacturers. W have

i nsurance and banki ng custoners. Again, and that brings
e - -

COMM SSI ONER VARNEY: Do you have anybody who
subscri bes to your service who you believe uses your
information for target marketing?

MR. EDI NGTON: Absolutely not. W have no evidence
of that. And that goes to another point that I want to go
back to and that was the issue of identity fraud.

| think it's inportant to note that earlier this
year the Federal Reserve Board |ooked at that issue. They
had comments from over a hundred entities, sonme of whom are
here today and participating. They found no evidence that
online | ocator services pronote identity fraud.

In fact, sone of the commentators, representatives
of the financial services community representing a group
with the nost to |ose found that in fact they hel ped prevent
identity fraud. So --

COW SSI ONER VARNEY: Moving away fromidentity
fraud for a second, how woul d your business be inpacted if
you al |l owed consuners to opt out of your systen?

MR. EDINGTON: In ternms, we have that opt out today.

I"'mnot sure | follow your question.
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COMWM SSI ONER VARNEY: So | can wite to you or cal

you and say take ne out of your database?

MR. EDI NGTON: Absolutely. Absolutely. W have
that avail able --

M5. LANE: Excuse ne. You have an opt out on P-Trak
but not on the public records that you carry on your system

MR, EDINGTON: I'msorry. Wre you talking about
public records or P-Trak?

COMWM SSI ONER VARNEY: Wiy don't you answer bot h.

MR, EDI NGTON: The policy would be, not be to opt
out on public records. W do have an opt out on P-Trak.
And you can do that through our Wb site, through fax, and
by nai |

COW SSI ONER VARNEY: Then what's in P-Trak that's
not public record that |I'mopting out fronf

MR. EDI NGTON: P-Trak consists of credit header
i nformati on.

COWM SSI ONER VARNEY:  Ckay.

MR. EDINGTON: And | think we saw that this norning
containing the two prior addresses. And that's the other
thing in terns of the risk of what that sort of file
represents. W believe it's very limted, sensitive data.

There is no date of birth information so that one
coul d assune one's identity because they don't know the

birth date. There is no display of Social Security nunbers.
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MR DICK: | just have a clarification. |If | opt

out of P-Trak and P-Trak is based on a credit header

i nformati on, do you actually renove the credit header
informati on from your database or do you just take it out of
a list space that you call P-Trak?

MR. EDI NGTON: We take that conpletely out.

MR DICK: Qut of all seven thousand of your
dat abases; that's no longer in there.

MR, EDI NGTON: There's only one dat abase call ed
P- Tr ak.

MR. DICK: There's only one dat abase.

MR. EDINGTON: It is not comm ngled wth any other
file, any other of the seven thousand dat abases.

MR DICK: So that credit header record is not in
any of the other seven thousand database records; it's only
in P-Trak.

MR. EDI NGTON: That's correct.

COW SSI ONER VARNEY: Wel |, except for that sane
i nformati on woul d be available in a public record database,
nmy nanme and ny address.

MR. EDI NGTON: You could get it from another source,
that's correct. | nean, we are not going to take that
information if it's not displayed in P-Trak. |If | had a
federal tax lien, which is a public record, and it showed up

there it would stay there.
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We are not going to take -- we would renove if you

asked us to opt out of P-Trak, we would take it out of
P-Trak. But if ny record or ny Social Security nunber shows
up in that federal tax lien, it would remain there then.

MR DICK: It would remain in your other databases.
It's just renoved from one out of seven thousand.

MR. EDINGTON: That is correct.

M5. LANE: Point of clarification here when it cones
to public record. You know, when we're tal king about the
P-Trak and public records stuff, these are conpletely
different things. They're, you know, a different beast.

The public record, if sonebody had the option of
opting out of the public record you couldn't tell who owned
a property. Wiich would nean that a governnent official who
owned all the houses on that street could vote that you
can't get a variance, all kinds of things that allow us to
check on our governnment would be in the hands of only
reporters or |aw enforcement to check on the governnent to
make sure that they don't have m sdeeds or anything that's
affecting us.

It would al so be, you know, when you wanted to
invest with your neighbor into sonething, you wouldn't be
able to check and find out that they had had six other
investnment frauds in the past where they were sued, because

if you go to the police departnment they're not going to run
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a background check for you when you're going to do an

i nvestnent or sonething. So the public records are very
separate froma | ot of these | ook-up services where you can
tal k about an opt out.

COW SSI ONER VARNEY:  And, David, | know you're
wrapping up. But | do want to point out that every tine we
have an exchange with LEXI S-NEXI'S, you guys have been very
hel pful to us and | don't want people to have the inpression
of anything el se because you have been in here for | think
al nost a year working with us on these issues. So we really
turn to you to kind of get to the nitty gritty here and we
appreciate it.

MR. EDINGTON: Right, right. And | hope it's clear
that, you know, we do have that opt out. W have tried to
wi dely publicize that and continue to work to bal ance the
concerns of the public's privacy concerns w thout destroying
the utility that we hope has been denonstrated by this
afternoon's di scussi on.

MR. MEDINE: | just have a few mnutes. Bruce Hul ne
has been waiting very patiently to talk, and he's on al so
the National Council of Investigation and Security Services,
and then I want to conclude, ask Jason Catlett a question
about the security of these databases which we haven't had a
chance to tal k about yet.

MR HULME: | will try and clean this up very fast.
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I don't think we have any argunent by nost of the people

here first of all that public records are public records no
matter where they end up. And I don't think we have to
really concern too nuch there in the end.

The, first Tests NCISS, | just want to al so nention
represents over a thousand conpanies in the United States,
they are private investigators or professional security
conpani es, and includes 30, over the top 40 security firms.

There's been a lot of talk this afternoon regarding
| aw enf orcenent having access. At the present tinme the
private security sector is twice the size of the public
security sector, nunber one.

Nunber two, budget constraints and everything el se,
a lot of cases fall through the cracks and they're put over
for conpanies or for private investigators or private
security conpanies to handle. That's another thing.

We heard a lot earlier today about the public
wanting to opt out on this and that. | appeared at the
notor, federal driver privacy protection hearings back in
1994. And at that time there was a survey floating around,
a Harris-Equifax survey.

But at any rate, at that time over 70 percent of the
Anerican public at least felt that it was generally al
right to check records involving bankruptcy, financial

probl ens, enpl oyees checking for crimnal convictions when a
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person applies for a job, and auto insurance conpanies

checki ng on accidents, driving records, and what have you.

Private investigators handle all of those
i nvestigations as do security conpani es. Most
i nvestigations that are handl ed by the private sector are
often attorney work product record. They're not floating
around, they're not being turned over, they only get turned
over under subpoena or discovery.

Regardi ng the aspect of horror stories now and then
on preenpl oynent checks, the preenploynent check enabl es the
person to access the whole credit, the whole credit record
of which there already are provisions of which that enployee
can seek redress.

And if they're not there now, | understand they wll
be there in effect cone the fall. That now pulls us down to
just the credit header record. The credit header record is
400 letters that outline private investigators' reasons for
accessing credit header records. |'d like put in the
record.

MR. MEDINE: They w il be.

MR. HULME: Some minor ones here that 1'Il also put
in but I thought I would nention are Child Quest
International; we recovered over 2,000 abducted children.

It happens to also be run, it's a private outfit but they

have private investigators that are doing the access of
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records.

MR. MEDINE: | mght have to ask of you, we're
really, we're past tine so if you could just wap up your
poi nt .

MR. HULME: Here's a few nore.

MR. MEDINE: Those will all go in the record; I
prom se

MR. HULME: | heard sonething earlier on the nanny
checki ng and everything else. For whatever it's worth, when
the | ast hearings were going on on the drivers', protection
act there was a nanny nabbed for a nurder wwap up in Bedford
at the sane tine the hearings were taking place. And a nice
little story to read.

MR. MEDINE: Okay. W appreciate that.

MR. HULME: That's it. Thank you for allow ng us
her e.

MR. MEDI NE: Thank you. One nore comment. M.
Catlett will be here thankfully tonorrow as well. One issue
we haven't touched on, if you could just address briefly, is
we tal ked about people who have legitimate access to these
dat abases. But should we al so be concerned about inproper
access to the databases as well and security issues?

MR. CATLETT: W should definitely be concerned
about security. A promnent security expert said that you

shoul d never trust any conputer connected to a network, not
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even a power networKk.

And | think that the recent exanple in Septenber,
"96 of the Wb site of the Central Intelligence Agency which
one woul d hope woul d be better patrolled than nost
comerci al agenci es was penetrated by a group of Swedish
hackers who changed its nane to the Central Stupidity
Agency.

And | think it's also wdely agreed anong conputer
security experts that the level of security is really not
adequate to protect consuners fromthe great, strong risks
that they face by having their nanmes in so many different
dat abases whose conpani es they're not even aware of nanes
of .

MEDI NE:  Thank you.

HANNA: David, | have got to get one conment in.
MEDINE: It's got to be very quick.

HANNA: Three things. One.

MEDI NE:  Just one.

2 ® 32 33

HANNA:  Okay. WDl A does not sell to any direct
mar keters. Al so, our product is not only for the rich; it's
only thirteen dollars. So the gentleman who said it because
we are making it inexpensive and easy to access public
record information was right on target.

MR. MEDINE: kay. Thank you very nuch all for a

very, again a lively discussion. W'Il|l take a ten-mnute
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(A short break was taken.)

ref erence services.
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PANEL 111: A RANGE OF RESPONSES

From consuner education and technol ogical controls to
governnent intervention and self-regul ati on, what responses
are under consideration? Wat can existing self-regulatory

progranms in other sectors teach us?

PANEL 111 A SELF-REGULATORY EFFORTS OF
I NDI VI DUAL REFERENCE SERVI CES

Martin Abranms, Vice President, Information Policy & Privacy,
Experi an

Ti mot hy Davi es, Chief Operating Oficer, National
Information Services, LEXI S-NEXIS

Thomas Quarl es, Senior Vice President & General Counsel,
Met r omai

Jack Reed, Chairman, Information Resource Service Conpany

Paul Tobin, Vice President & General Counsel, CDB Infotek

Ron Pl esser, Advi sor
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MR. MEDINE: Ckay. Thanks very much. We'd like to

resume now. The first panel in this session wll be the
panel on self-regulatory efforts, individual reference
services. Wwen we started this study we understood as tine
went on that these individual reference services decided to
see if they could address sone of the concerns that we've
rai sed through self-regqulatory efforts, which we appl aud
that they are engaged in.

W will now have a chance to see what they have done
and a chance to probe, question, and get a better sense of
what they've done. So I'd introduce Marty Abrams, who will
speak on behal f of the group, who was previously on panels
here and has been hel pful to the FTC for matters on privacy
and he's with Experian.

MR. ABRAMS: (Good afternoon. M nane is Marty
Abrams. It is ny pleasure to introduce a set of principles
that were devel oped by eight conpanies that make up the
i ndi vi dual reference services group.

| amwith Experian. | amjoined at the table today
by Tom Quarles from Metromail, Tim Davies from LEXI S-NEXI S
Paul Tobin from CDB Infotek, and Jack Reed from | RSC

The ot her conpani es invol ved in devel opi ng
principles are Informati on Anerica, Database Technol ogi es,
and First Data Info Source, Donley Marketing. W are also

joined at the table today by Ron Pl esser who was an advi sor
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to the group.

The individual reference service group are eight
conpani es engaged i n the business of providing information
that hel ps our custoners find people or verify individuals'
identities. Sone of the conpanies on this panel provide
services directly to users while others |ike Experian
provi de data to ot her conpani es.

As we expl ained earlier today, these conpanies
provi de an inportant service in our highly nobile society
where 20 percent of the popul ati on change address on an
annual basis. Qur industry is first commtted to hel ping
the public learn who we are and how we add val ue.

These are not secret businesses but rather are
organi zations that are proud about what they do. They
prevent fraud, |ocate pensioners, restore child support to
fol ks who are due child support. This industry is also
conmtted to self-regulation to ensure the public that we
are and will mnimze any risks associated with our
servi ces.

The i ndividual conpani es have for years taken steps
that restrict access to information that raises concerns.
As technol ogy has nmade the use of information to |ocate
i ndi vidual s nore visible, public concerns have been rai sed.

W want the public to know who we are and how we do

busi ness. To nake that possible, the industry began working
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on two projects in February of this year. First is a set of

self-regulatory principles. The second is a white paper
that explains our industry. Both products are being

i ntroduced today. | hope everybody avails thensel ves of the
opportunity to take those docunents, read them study them
carefully; we think they're inportant docunents.

I ndustry adherence to these principles conbined with
an understandi ng of the benefits this industry brings the
American people will help address public concerns.
Furthernore, the self-regulatory nature of these principles
made it possible for us to develop themin a tinely fashion.

We devel oped them nmuch nore quickly than woul d have
been possible with Iaw and regul ation. And they give the
industry the flexibility to adapt to technol ogy change,
consuner concerns, and markets forces.

The conpani es that have devel oped these principles
have put their names on them They are there for
accountability for followng. Furthernore, they were devel oped
with the cooperation of both the DVA and the Il A, so there
is a broad industry history behind themas well.

The fact that we have all put our corporate nanes
behi nd these principles nmeans we are commtted to devel opi ng
the self-regul atory apparatus for ensuring conpliance with
them The principles recognize that information used by the

industry may be divided into three basic types: Public
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record, publicly available information, and nonpublic

i nformati on.

The principles focus on nonpublic information; that
is, information that is not generally available froma
public source or part of a public record. The identifying
information fromthe top of a credit report, called here
today the credit header information, is an exanpl e of
nonpublic infornmation.

The principles require that nonpublic information be
provi ded only to subscribing custoners even though its
information |ike nane, address, year and date of birth and
other information are often found in nore public sources
i ke directories.

The depth of nonpublic information supplied to an
end-user is based on how sel ective the end-user is. Wile
the principles require that all custonmers be subscri ber,
full Social Security nunber as an exanple com ng from
nonpublic informati on may be supplied only to custoners who
are highly qualified as a result of selective distribution.

Only truncated Social Security nunmbers may be
supplied to nore general or nonsel ective distribution users.
Therefore, highly qualified custonmers |ike federal |aw
enf orcenent agencies receive the data they need to protect
us when the general users receive nore limted data.

There are 12 principles contained in this docunent.
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I will briefly review those principles, and | do nean

briefly. There is a |lot of depth in those principles; | do
urge people to read them carefully.

The first principle requires us to educate the
public and our users about the appropriate uses of our
servi ces.

The second goes to sources. This principle
prohi bits the use of marketing transaction information for
i ndi vidual reference services. |I'mgoing to ask Tom Quarl es
to tal k about that issue just briefly because that issue
came up this norning.

MR, QUARLES: Comm ssioner Varney, you asked about
the distinction between reference and marketing information.
And specifically Metromail unlike LEXIS-NEXI'S does provide
its data for both purposes. And I just want to assure you
that in fact we have drawn a |line between our data with
mar keti ng i nformati on being on one side and reference
i nformati on being on the other side.

And the principles that we have adopted here as well
as DVA gui delines provide that marketing information may not
be used for reference purposes. An exanple of marketing
i nformati on woul d be a postal change of address list that we
m ght get from a nmagazi ne subscription conpany, |ike Tine
Warner or sone magazi ne publisher.

That is marketing information, and that information
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may not be used on our reference services and is not used in

our reference services. However, it is conceivable that a
direct nmarketer nay use a reference service for a direct
mar ket i ng application.

As an exanple, L. L. Bean, in mailing out a parcel
to an individual, may use the service to verify a delivery
address. So there are direct marketing applications that
are made fromthe reference data.

But the two sets of data are truly different. They
are not accessible. The marketing information is not
avai l able to the reference services. So it was inportant |
think to at | east point that out in terns of some of the
di scussion that's occurred so far today.

MR. ABRAMS: Thank you very nuch, Tom The third
princi pl e concerns accuracy. The fourth principle specifies
that public record and directory information is avail able
Wi t hout restrictions.

The fifth val ue describes, or excuse ne, the fifth
principle describes the procedures that we nust foll ow when
a service is based on selective distribution of nonpublic
information. The sixth then refers to nonsel ective
di stribution of nonpublic information and is, as we said
earlier, only truncated Social Security nunmbers and birth
dates are available to users of services that are

nonsel ecti ve distribution.
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The seventh principle describes the security

responsibilities of the signatories. Principle eight
requires us to be open and honest with the public about our
privacy practices.

The ninth principle requires us to explain to the
consuners the choices they have or rate activities for the
informati on use. The tenth nmakes it clear that our
obligation is to have an accurate reflection of the public
record, that we should direct consuners to the source to
correct the information.

The eleventh is the access principle. The
signatories are responsible for giving the consuner the
nature of public record and public information they have and
| et the consunmer know that they have nonpublic information
on the consuner and the source and type of that information.

The last principle concerns children. Nonselective
consuner distribution should not include, and | enphasize
not, data on children without the parent's consent.

Thank you very nmuch. [If you have any questions, |'m
joined here on the panel. W wll just be happy to answer
your questions.

MR. MEDINE: And again | want to thank you
Regar dl ess of whether we agree or disagree with what you've
just discussed, | think it's trenendous that you have

responded to public concerns and the Conm ssion's study by
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com ng together and inposing a self-regulatory schene.

| have sone questions.

COW SSI ONER VARNEY: | do, too.

MR MEDI NE: Sure.

COW SSI ONER VARNEY: | woul d add ny act ual
astoni shnent that you ei ght conpani es have been able to cone
together and sit down and work out sone principles that for
sone of you are probably not past practices. W're glad to
see they're going to be future practices.

But before we get into the substance of what the
principles are, you're eight conpanies. Wat percentage of
the industry are you?

MR. ABRAMS: | woul d say, Conm ssioner Varney, that
we're the vast majority of the industry that supplies this
type of information to commercial users. And | believe that
the principles that we have established will becone the
standard for the industry.

MR. MEDINE: | can add to that. During the break
Oscar Marquis from TransUni on said that while they were not
participants in this group, they are prepared to subscribe
to these principles as well.

COW SSI ONER VARNEY: |s there anyone ot her than
TransUni on that's not signed up?

MR. MEDINE: Has Equi fax as a whol e?

MR. TOBIN: Choice Point. 1It's been a signatory to
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CDB. It's another Choice Point conpany. | don't believe

that the Equifax side considers thenselves to be included.

COWM SSI ONER VARNEY:  Ckay.

MR. FORD: David, Equifax has unofficially ascribed,
but I don't have a special --

MR MEDINE: | couldn't find you during the break.
I"'msorry. Thank you.

COWM SSI ONER VARNEY: So, is this the universe of

fire? | nean, has everybody signed on?
MR. PLESSER: | don't know. It's not ny industry.
COWMM SSI ONER VARNEY: Well, let nme ask you a couple
of questions then if this were. |If we go through the

substance and the Commi ssion finds itself in nuch agreenent
Wi th you, do you think under our Section Five authority that
we shoul d prosecute practices that are not consistent with
these principles as unfair practices?

MR. ABRAMS: Conmi ssioner Varney, | can only speak
for Experian. Qur nane is on the principles. |If we don't
live by these principles we expect you to hold our feet to
the fire.

COW SSI ONER VARNEY: O ot her conpanies, that may
or may not be. | nean, is this all --

MR. QUARLES: Speaking only for Metromail, | would
agree with what Marty just said.

COW SSI ONER VARNEY: Okay. You'd probably al
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agr ee.

MR TOBIN. | would make an additional point. W
talk about in the principles thenselves that we are, our
next step is going to be looking at a self-regulatory
enf orcenent nechani sm so that probably you woul dn't have to
do that.

COW SSI ONER VARNEY: But presunably we may have to
do that if there are outlyers, if there are people engaged
in this business who don't adhere to these principles.

MR. REED: And, Conm ssioner Varney, we subscribe to
the principles and we expect to be held to them

COW SSI ONER VARNEY: Ckay. Wuld you all be
confortable if we went through these point by point and you
found that you had three conmm ssioners in total agreenent
with the principles? Wuld you all be confortable wth us
adopting them as regul atory gui del i nes?

MR. DAVIES: The answer to that is yes. A great
deal of thought has gone into these over many nonths. And
we're very thankful to your surprise that they've actually
been brought together, possibly to our slight surprise.

But the group has worked very well. And we expect,
it's just been said, our feet to be held for the fire and
for themto be discussed robustly.

COW SSI ONER VARNEY: Okay. David, I'mready to

start going through themif you are.
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MR, MEDI NE: Ckay. Maybe we'll just junp to the
mar keting issue just to clear the air on that. | just have
two questions about that. One is the discussion about
i nformati on going into the | ook-up services.

And maybe you could just clarify, | don't know
whet her Jack Reed had indicated that | RSC offers a | ast nanme
search and a new address search database that is conpiled
from phone directories and direct mail and nagazi ne
subscription |ists.

MR, QUARLES: Well, to the extent that he's getting
that information from Metromail, he would only give that
information on the reference side and it would only include
publicly avail able, public record information. It would not
i nclude any information such as postal change of address or
any marketing information; you would not find it |ocated
t here.

MR. MEDINE: Just so to clarify, would you view
direct market, direct nmail, magazine subscription lists to
be marketing information or not marketing information?

MR. QUARLES: Yes, | woul d.

MR, MEDI NE: Yes, what?

MR. QUARLES: Yes, | would conclude that those are,
that's marketing information.

MR MEDINE: So if the information does cone from

t hose sources, it should not be used for reference services.

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

245

MR. QUARLES: That's the way we interpret the
gui delines and that's the way we woul d enforce these rules.

MR, REED: Just a short statenment. | just l|learned a
few nonents ago that in 1994 they changed their policies and
we have not updated our files.

MR. MEDI NE: Yeah. Thank you.

COMM SSI ONER VARNEY: If | understood, | nean |
m ght not have understood it, the L. L. Bean exanple. Let's
tal k about this for a mnute. L. L. Bean can conme to you or
any one of you presumably and purchase reference service
i nformati on because you said they can use it to verify
address; right?

MR. QUARLES: Wien you say reference information,
they could subscribe to a reference service whereby they
coul d make, you know, | ook-ups of individuals as opposed to
on the marketing side where we are producing for thema |ist
of names and addresses.

COW SSI ONER VARNEY: Okay. So they, they can't use
the reference service in the sanme way that they would use a
mar keti ng service. They can't go into a reference service
and say give nme everybody in these zip codes who owns their
own honme whose val ue of the hone is over X dollars.

MR QUARLES: | nean potentially they could
subscribe to the | ast characteristic that you added to the

extent that that was derived fromyour public record data or
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census data, that kind of data, then they could go in and

presumably do a search of a particular zip code with those
characteristics and nanme by nane begin to build a file.

But froma cost standpoint it just doesn't make
sense for them because what they' Il do is they'll cone to us
on the marketing side and they'll say would you give nme all
the nanes and addresses of individuals that neet this
profile.

And then we will go into our direct marking database
whi ch is much nore conprehensive because it includes a | ot
of nonpublic information derived from marketing transactions
and provide themw th that information and address.

COW SSI ONER VARNEY: Ckay. So does the direct
mar keting information al so provide the public record side
information so that | can get anybody in zip codes who neet
certain transaction criteria whose value of the hone is
over X dollars?

MR. QUARLES: | nean, you could go into the
reference services and use it as you'd, you know, for
mar keting --

COW SSI ONER VARNEY: Can you go into the marketing
services and do that, though?

MR. QUARLES: Well, you can go on the marketing
services because it's explicitly for that purpose.

COW SSI ONER VARNEY: So nmarketing services do have
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the public record information and can use it.

MR. QUARLES: Marketing services have nanmes and
addresses, et cetera, of individuals. And, you know, the
information is derived from marketing transactions.

COMM SSI ONER VARNEY: Is it also derived frompublic
record transaction, public records?

MR. QUARLES: As an exanple, census data, you know,
it can becone --

COMM SSI ONER VARNEY: Tax rolls, property tax rolls.

MR. QUARLES: Property tax rolls, it could be used
over there, you know, on the direct marketing side.

COW SSI ONER VARNEY: Ckay. So it sounds |ike, and
maybe this is a distinction that is neaningless, but it does
sound |ike that what we're getting is the flow of public
record information into direct marketing databases, but what
we're not getting is a flow of transactional data into the
public record bases. |Is that --

MR. QUARLES: Under the DMA guidelines, direct
mar keti ng i nformati on cannot be used for reference purposes.
However, reference data --

COW SSI ONER VARNEY: Can be used. So it's a
one-way street.

MR. QUARLES: It can be used for all purposes.

COW SSI ONER VARNEY:  Ckay.

MR. MEDINE: One thing that's absent from your
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proposal, and | fully understand that given the very limted

time you had to even put this together is any type of
sel f - enf or cenent nechani sm

Have you gi ven sone thought to that and how woul d
you proceed to address issues of individual firnms not
conplying with these principles?

MR. ABRAMS: We've just finished, we've just
finished putting the principles together. And it was a
| ong, involved process in putting the principles together.
As we said in the |lay paper, we have commtted to work on
t he enforcenent concepts.

Most of us are nmenbers of other trade associations.
And these principles are consistent with the guidelines in
those trade associations. At this point and tinme we need
the opportunity to get themin place in our own businesses
and tal k about what enforcenent m ght be. At this point we
don't know what enforcenent m ght Dbe.

MR. MEDINE: But is this sonmething that you plan on

addressing in the future?

MR ABRAMS. Yes.

MR DAVIES: Yes.

MR. QUARLES: Yes.

MR. REED:. Yes.

MR, TOBIN  Yes.

MR REED: [1'd like to make a comment. 1'Il|l put on
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nmy investigator's hat here just for a second. W have, the

Nati onal Council of Investigation and Security Services, which
is an unbrella organi zati on, over sone 27 state

associ ations, another fifteen or twenty other national,

i nternational associations, we are currently, as soon as we
have sone type of affirmance here, we will nove this out to
each one of those associations through NC SS first as

appr oved.

Once that's approved it wll becone the practice of
the association as far as investigators are concerned with
some limted exceptions about the concerns of opt out,
wherein an individual in that case is obligated by law to do
certain things and not disclose certain things. So that
woul d have to be an exception

But as to that, it would go fromthere to the other
associations that we are the unbrella for and they would be
asked to affirm And then as soon as we have received that
i nformati on, then we would cone back to you with that
i nformati on and then we coul d make sone deci sions on how
possi bly that m ght be worked into sone | egal enforcenent
nmeans.

MR MEDINE: | wanted, | want to revisit marketing
one nore tine. And that is, in defining nonpublic
i nformati on on page six of your white paper, in the second

sent ence under nonpublic information, you say in sone
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i nstances this may consist, but if not public informtion

may consi st of survey responses and self-reported data.

What do you see, does that include warranty cards
for instance? And if so, how do you view that as falling
within the divide between nmarketing and nonmarketi ng data?

MR. QUARLES: As it relates to warranty cards, and |
can only speak on behalf of Metromail, we consider that to
be a matter that arises froma marketing transacti on and
therefore will not use that data on the reference side.

MR. MEDINE: So what is the, when you refer, when
the white paper refers to survey responses and self-reported
data, what is that referring to if not marketing data?

MR, QUARLES: For exanple, there could be a survey
that is collected fromindividuals that specifically says we
intend to collect this information and use it for a
reference service; in other words, to help individuals find
you and this information.

In that situation, assum ng that kind of disclosure,
then it was not collected in a marketing transaction. The
reason for the collection was nmade clear to the respondent,
and that data collected wth that scenario would in fact be
usable in the reference service. So it's just an exanple of
sonmet hing that --

MR. PLESSER: There is a history of city directories

whi ch have been col |l ected by door-to-door surveys and ot her
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things of that nature. And | think it's really questioned

in that case, over the notification if the notification says
it's being collected for marketing data then it would be
mar ket i ng.

If it said this is being collected for directory
pur poses, then that or | guess it could be joint. But there
are rules that would have to be clear notice as to what the
pur pose of the collection is.

MR. MEDI NE: And again, we woul d exclude consuners
expression of preferences on warranty cards or other types
of products service information

MR. PLESSER. R ght. | think it was our active
assunption throughout that warranty cards, custoner
satisfaction, feedback nechanisns, stuff |ike that woul d
clearly be seen on the marketing side.

COW SSI ONER VARNEY: Do you think that it's
worthwhile to talk about if there are ways to get consent
for public record information mgrates to the marketing
si de?

MR. ABRAMS: Conmi ssioner Varney, | think before we
work on consent | think that we need to work on consuner
educati on, education of state officials so that the states
are educating the public to their dissem nation procedures
and processes.

And | think that's the first step. | believe that
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the public record is collected. And this is an Experian

view, it's ny view, | believe the public record, the pure
public record, we have talked in the past about different
types of governnent-sourced information. Readily pure

public record information is collected without the ability for
the consuner to have a choice, that we have data integrity
issues with that part of the public record if consuners can
opt out.

COMM SSI ONER VARNEY: Well, they're not, not opt
out. | nean, I'masking a slightly different question.

Ckay. You got mny public record | know. There's nothing I
can do about it. It's accurate. |It's out there. It
exi sts.

You have got marketing information on ne. At |east
| feel like I have sone control over that because there is a
mai | preference service or a tel ephone preference service.
There's a lot | can do about that. | can also shop in cash.
You know, | can do sonme other things. |If | have a high
privacy value on ny life, there's things |I can do about
t hat .

What |"'masking is, | know | can't opt out of public
records. But can | say to you, |ook, don't give ny public
record information to marketers?

MR. ABRAMS: Conmi ssioner Varney, we have at

Experi an, as you know, besides our credit reporting business
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we al so have a direct marketing information business and a

real estate information business.

Consuners can opt out of that real estate
i nformati on being used for direct marketing. That
information is licensed to Metromail, and part of the
i cense agreenent is that they have to honor the mai
pref erence service.

So you can't opt out of that information being used
for purposes of underwiting property or assuring the title
is clean. But, yes, we give the consuner the ability to opt
out of the marketing of that information. |In fact, the DVA
guidelines require that we do that.

MR. QUARLES: When you subscribe to the tel ephone
preference service or the mail preference service, that
woul d ensure that at |east on the marketing side of the
busi ness that your nanme and address is not going to be part
of alist given to direct marketers.

What is al nost inpossible is on the reference side,
using the L. L. Bean exanple, delivery of your address for
delivering a shipnment that you ordered, is that a marketing
application and could we know that every tinme sonmeone calls
the service that they couldn't use it for that marketing
appl i cation?

COW SSI ONER VARNEY: That's exactly what |'m

asking. Should there be a public reference or public
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records service in the sanme way there's a tel ephone

preference service and a mail preference service should
there be a public records preference service? Not that you
can't collect ny information from publicly avail abl e sources
because it's there, but should consuners have sone ability
to influence what's done with that information?

MR. PLESSER: Well, | think Marty gave the answer
before, that if you' re on MPS with the narket mail
preference service marketing uses won't be nmade of the data
wherever it cane from including public records.

The sanme woul d be on an individual opt out given to
an individual conpany. Certainly under the PPPA, those
woul d all be at the use end rather than at the collection
end. And | think those were the, where the inpact would be.

Public records information thensel ves can be used
for any purpose. But | think certainly the limtations on
mar keti ng and tel ephone calls under enforceable rules, you
can tell sonebody don't call ne again during David Sobel's
dinner time. That will already exist.

I think that there is, you know, that's the way I
think that the problem solves. But again, this is not
really a group of marketers. This is a group of |ook-up
service conpanies. And the marketers will be here tonorrow

MR DAVIES: Could I just add one point? It is the

actual use of public records. And public records are not
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actually in the files which really give nuch use to sone of
the applications we have just been tal king about. So that's
interesting to talk it through.

The very nature of getting hold of all these
records, putting the |last of the -- nost of themare there
and they get very old. So they have to have a currentness
of that information for the person who is delivering a
parcel for L. L. Bean, which would be renote in ny book

COMW SSI ONER VARNEY: David, | would like to, if I
could for a mnute, digress off the specifics and go through
each conpany in asking you, we've had a | ot of discussion
here today about the drivers in your business, in your
public records business, in your reference |ook-up service
busi ness.

Who are you guys selling to? Wo are your clients?
Who are your subscribers? And I'd really like to go right
down the table, unless it's the same answer, and hear from
each of you

MR ABRAMS: Qur answer is sinple. W supply
nonpublic information on a very selective basis. W wll be
using these principles to qualify the users of this
i nformati on.

W don't provide the information typically to
end-users except as part of the ongoing relationship with

subscri bers. For exanple, if a retailer has a credit
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relationship with a consuner and the consuner runs out on

the debt, then we do provide this information to help them
| ocate. But as you know they have a perm ssi bl e purpose
under the FCRA

COMM SSI ONER VARNEY: (Okay. So you're selling to
| aw enforcenent. You're selling to retailers. You're
selling to insurance. You're selling to |aw enforcenent
related. Who el se?

MR. ABRAMS: No. W supply to our ongoing credit
subscribers and to a very selected group of referencing
servi ces.

COWMW SSI ONER VARNEY: kay, that's who you sell to.

MR. QUARLES: A lot of the individuals here have
al ready indicated that they use Metronmail data for their
services. But financial services use our reference
services, insurance conpani es use our services, credit and
coll ection agency use our reference services. Law
enf orcement uses our reference services.

W al so advertise to consuners a nunber that a | ot
of alummi clubs and student reunion groups use our service
to help plan reunions and things of that nature. So
consuners use our service to try to |locate and find
i ndi vi dual s.

We supply our data to the National Center for

M ssing and Exploited Children so they use our data as well.
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"' m probably m ssing sone applications, but that's pretty
much the groups that use them

MR, REED: |'msorry. The groups, | thought we
tal ked about that earlier. The insurance conpani es, banks,
comerci al banks for, primarily for business. The -- | just
went bl ank. |nsurance conpani es, banks, the nortgage
busi ness, casinos, and various corporations throughout the
conpany, Fortune 500 and sone Fortune 1, 000 conpanies, and
the private investigators and | awers. Those are our
primary m xed markets.

MR TOBIN: That's really the same markets that we
serve. And what we're selling to these peopl e are busi ness
ri sk managenent, fraud prevention, fraud control, fraud
detection. Qur point of view on selling these things and
why it could be inappropriate to tell us that we couldn't
sell to these people and only sell to | aw enforcenent
because by all ow ng busi nesses to do these things and
mnimze their | osses, that benefits consuners that do play
by the rules, pay their bills, et cetera, to the tune of
billions of dollars.

MR. DAVIES: At LEXIS-NEXIS, our primary business or
why we cane into business was to set up the |legal market
until initially many of our files building up fromthe
public records was to serve that community.

Since then of course it's expanded. And the |aw
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enforcenent side is another very |large user of our records
for the reasons that have actually been stated here, and
together with all the benefits that came through,
particularly for the child support.

And many of the exanples that have been given on the
benefits arise fromthe |egal industry, finding wtnesses
and so forth; all those conme through fromus. To go back to
an earlier point in the previous session when it was
refuted, and | don't know on what basis, as to the good
grounds that our public records are put to, | would say from
the experience of LEXIS-NEXIS and from many of ny col | eagues
on the commttee who serve distinct niches and segnments of
it, it is entirely or pretty well entirely used for those
pur poses.

MR, HENDRI CKS: Yeah, Evan Hendricks of Privacy
Times. Now, when things, records are in the public record,

i ndi vi dual s uni versal ly al nost have rights of access to that
informati on, as they have a legal right of access to their
information in credit bureaus, their credit reports.

Are you saying here that now individuals will have a

right of access, like if LEXIS NEXI S has a record on ne,
CDB, IRSC, Metromail, that I will be able to exercise a
right of access at least to ny public record information
that you hol d?

MR. DAVIES: We're junping to the end, and I'll be
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delighted to answer that point specifically. Fromthe

LEXI S-NEXI S side, just to go through, after we | aunched P-Trak

and it was a concern when this informati on was given out, we
i mredi ately all owed people to be able to opt out that
servi ce.

And we responded to people when we had actually
found their records and taken them down. What we have in
t hese gui deli nes goes beyond that. Wat we need to set up
in place for the information, for the specific information
fromP-Trak and P-Find is to be able to tell people who
contact us what information they actually have is to be able
to pull that information off to give it to them

If it's frompublic record sources, then people know
if they've got a house and they've got the other side what
records are there. Wat we'll tell themis we have got
their property information or whatever else it is fromthe
county or the state it actually cones from

MR. HENDRICKS: |Is that true for everybody here?

MR MEDINE: Can | just follow up on that? | guess
the concern that's been raised through the session to this
point is, and we've heard fromBeth G vens and others, is
there are a |l ot of situations where there has been
msinformation in the file that it nmay be hard to determ ne
whi ch piece of information is m sinformation.

How can consumers know where to go, which public
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record source to go to to correct a problemunl ess they had

access to their file so they know naybe ny | and record was
okay but nmy DW record wasn't okay?

MR. PLESSER: | think the, first of all this is
really for the | ook-up services or reference services. And
the principle says both if you're on public record then they
wi || describe the record.

But further in response to the question, there is
al so nonpublic record information in here, the credit header
information. And there is an affirmative obligation to
notify, to respond to people that yes, we do identify you or
we don't identify you in the system And that is sonething
new i n these principles.

A lot of the conpanies have not inplenented it yet.
But that is a requirenent that | think is a new one that has
not been seen before. And that will require essentially in
the type of products that you heard today to identify for
nonpublic information whether or not you're in fact
identified in the product.

Now, in Jack's world, in the selective kind of |aw
enforcenent world there may have to be sone rul es and
adjustnents. W don't want people who are subject to
i nvestigation to be kind of doubly investigation. And |
think there is sone roomin there to protect them

But the basic rule for a LEXI S ki nd of database or
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for Metromail is that sonebody could request to know whet her
or not there's information about themin the base and they
woul d then tell them

MR. HENDRI CKS: But why not just, why not just --

COMM SSI ONER VARNEY: Everybody is getting to the
same point.

MR. MEDINE: W're going to expand the panel in a
m nute, okay. You're really sort of junping the gun on the
next panel. So let ne just, we'll open this up to further
di scussion. But while we have this panel | want to follow
up with that question, which is on | ook-up service, we heard
fromthe National Retail Federation, for instance, that they
use | ook-up services to see if soneone's address infornmation
per haps consists under Social Security information is
consi stent.

If I get turned down for an account at a store or if
a bank says | don't get a checking account because the
information in the | ook-up services doesn't match ny
application, howdo |I knowif the information that caused ne
the problem the inconsistency was ny address that canme from
DW, was ny address that came from Social Security, froma
credit report.

wn't | really need access to the file to know
precisely what information is incorrect so then, and where

it came fromso | can follow up?
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MR. PLESSER: As Karen indicated this norning, and I

think the other conpanies, many of themw ||l have to respond
thensel ves, but for LEXIS-NEXIS there is a clear indication
in the application, in the screen, both at the application
point and in the screen it used about the Fair Credit
Reporting Act.

If sonmebody is denied credit or is using it for
credit purposes, they're not supposed to use the system It
is not made avail abl e because of the subscription, and |
know many of the sales force gets very angry at the general
counsels office, there are many sal es that are not nade of
LEXI S because it's being used for a perm ssi bl e purpose.

W' ve discussed this over the years with the Federa
Trade Comm ssion. This is not sonmething new This is a
split that we have, that LEXI S-NEXIS has mai ntai ned. The
question is there is, credit header information is avail able
on request fromthe credit reporting agency. So this is not
information that's not available to the individual.

MR. MEDINE: If you know to ask for it.

COW SSI ONER VARNEY: Well, yeah. Look. As I
understand it today, if | want a copy of ny credit report |
can wite to the conpanies, in sone cases call the
conpani es. Depending on ny circunstance | either pay for it
or get it for free. And | get what is alleged to be an

actual copy of ny credit report, or a close facsimle.
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You all have, at least in this |anguage right here,
on the access | anguage, principle eleven, nmake avail abl e
information that's nade avail able in products and servi ces.
Ckay. That tells nme if I'm sonebody who is a subscriber,
sonebody who uses your service, | can go to you with a nane
or wth a name and address or with a nane and a soci al
security nunber and you'll run ne a report, okay, and you'l
give ne a piece of paper or you'll transmt to ne
el ectronically a report.

My question is, under your principles, maybe you
haven't gotten here yet, will you provide a copy of that
report to any consumer who requests it and under what
circunstances will you nmake that avail able, the actual copy
of the product?

MR. DAVIES: |If | can answer on behal f of
LEXI S-NEXI' S, whether it's P-Trak or P-Find informati on which
was all denonstrated this norning, we will supply a copy of
that. It is public records. W will just tell people that
the information is held avail abl e.

Al'so, | think you are hinting at, if | can assune
that earlier on, is howdo we tell the public in how they
can cone to us to know that that information is avail abl e?

Well, they do that. W go to a great deal of
trouble to make certain it's available on the Wb site. |If

they know this, if it's a concern they can go to the Wb
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site, they can wite in, they can E-Mail in, any basic way

of actually communicating to us as well as by placing, try
to be bilingual advertisenents and advertisenents and so
forth when we're through. So we do try to a reasonable | ot
of trouble to nake certain people know how to contact us and
make it easy for them

COMM SSI ONER VARNEY: But the question is, though,
are you all, the eight of you willing to say, and | think
woul d personally take great confort if you were, that any
consuner can contact you and you will provide thema copy of
ei ther the product or the information, the public record
i nformati on that you have on then? Then we can get to the
question of if it's erroneous how does it get corrected.
But will you give themthe copy?

MR. REED:. For what reason?

COW SSI ONER VARNEY:  For any reason they w sh.

MR. DAVIES: Getting back to it, to the public
record, we can only say that we're holding that record.
It's just the conplexity of the databases to pull it out.
We can | et people know that their public records are there.
They know it's filed and they know what's actually contai ned
in those. They signed the docunment that was actually being
made to publish it.

COW SSI ONER VARNEY: Wl |, but suppose there is a

public record that shows a lien and for whatever reason the
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Iien has been satisfied and that doesn't show up on your

copy of the --

MR. DAVIES: The fact that we're holding it for them
nmeans they can get, they know where it's filed to go there.
I"mafraid, there are many ways to be able to say to pull it
up froman online database such as ours to pull out all the
public record information on that is just not practical.

To get through to them to nmake certain that people
know where the information is, what is being held, why is
the lien still there, to go back to correct it then doesn't
really nean the information that we find is true. And there
are many ot her ways and saf eguards of other sorts that they
coul d actually contact that.

I f they thought sonething was out of line on a
public record, then nost people would go not for us but go
directly to the source to correct it. And we'll do
everything we can to facilitate them know ng where that
source is and the address and how to get at it.

MR. MEDINE: Again to clarify, will they have access
to the precise information that they, only they will knowis
correct or incorrect, the consuner?

MR. DAVIES: P-Trak, P-Find, yes; the public
records, no.

MR. MEDINE: So the consumer goes to you and says |

want to see ny P-Trak file, you will give it to thenf
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MR, DAVI ES: Yes.

MR. MEDINE: Even if they're not a subscriber
ot herw se.

MR. DAVIES: If we don't, we take the nanmes down.

W go to great lengths to try and neet that already.

MR. MEDI NE: And what about the other participants?

MR TOBIN | just wanted to clarify. The other
part of your question, the exanple you used, | can tell you
sonet hing we have done for a long tine. |[If sonmeone cones to
us and says, okay, | have a judgnment and that judgnent was
satisfied, | understand that in your database you' re not
show ng that.

We say fine, can you show us that record? Say they
send us sonething, a public record. W fix that. That
doesn't solve their problem Until such tinme as we
nonopol i ze 100 percent of the market, that doesn't fix their
pr obl em

What we tell themthey have to do is to get, go back
to the public record source, which is the, in that case the
court records in the jurisdiction, and inpose upon the
public records source to fix the record.

COMM SSI ONER VARNEY: |'m not even there yet, |I'm
not on how do you fix an error. I'mat how do |I know what's
in your version of my public record?

MR. TOBIN: The best way for you to know what's in
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public records is to go to the source.

MR. MEDINE: No, but your version of it may be
different because it may not be as current as the public
record. The public record nay be updated with a
satisfaction of a judgnent that is not reflected in yours.

COMM SSI ONER VARNEY: There may be things in your
public record that | as the consuner may never occur to ne
that birth records were public.

MR. MEDINE: So | guess the question is if the
consuner has access to your file and you tell them where the
information came from then they are arned with the two bits
of information they need, which is what's the erroneous
informati on and where do | go to fix it, even if you're not
the entity who can fix it.

MR. REED: David, one of the problens that's here is
that, for exanple, in California on DW we are a commerci a
provider of DW information in California. Qur custoner is
a subscriber. W never see the information. W don't know
what it looks like. It goes directly through us right into
t he subscri ber's hand.

We don't have any information on them It goes to
the subscriber that nmade the access on that piece of
information. So they'd have to go to DW to find out what
that record was that was delivered. And if | renenber the

rules correctly, and the DW nekes it very difficult for the
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consuner to even get their report in California. So it's a
difficult situation.

COMW SSI ONER VARNEY: Okay. Well, then let's --

MR. REED. Real property records --

COMM SSI ONER VARNEY: Well, let's take it a step
further then.

MR. REED: Ckay. All right.

COMM SSI ONER VARNEY: Let's say that technol ogically
it's just not feasible to give consuners copies of their,
guote, report. Can you give thema |list of everything
that's in it and where it cane fronf

MR. REED: Everything that's init.

COMM SSI ONER VARNEY:  Your public record, whatever
product it is.

MR. REED: | can tell themwhat information that we
actually have in their file, yes.

COW SSI ONER VARNEY: In witing you can transmt
t hat .

MR. REED:. And I will be happy to do that.

COW SSI ONER VARNEY: That's what they're saying.

MR. REED: But |I'mnot going to allow every consumner
in the United States to conme in and say give nme a copy of ny
report.

MR. MEDINE: Just to clarify. Did the principles

say --
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MR. REED: Unless they want to pay for it.

MR MEDINE: Did the principles say that you can
informan individual by the nature of the information? Are
you prepared to nodify that to say that a copy of the
information or the nature of the substance of the
information or this is fromthe Fair Credit Reporting Act?

MR, PLESSER. Well, | think to say the response is,
we'd like to know what all the concerns and responses with
the Commission is. | think the industry has done kind of as
far as it has gone | think to a certain extent.

Al'l of the responses | think the commttee now woul d
make X change or Y change, | think, you know, w thout
sounding like an old contract negotiator we'd like to hear
all the changes and ook at it in totality.

This has been a very good, difficult one. | think
there is a commtnent here to |l et people know if they are in
t he dat abases. That may not be satisfactory but it's a
start. And also the sources of the information. And |
think this has been a very controversial issue.

Certainly it is publicly. It's been within the
group. And | think the input we get fromthe Conm ssion and
fromother people who will contact us as a response to this
and the other principles would be very helpful. I1t's hard
to pick one out. | think that it has to be |ooked at in

totality. And when we can see your reaction in totality
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then I think we will be able to respond.

MR. MEDINE: We'd certainly be anxious to hear back
fromyou about your views on consumer disclosure because |
think that's been our theme throughout the day; that is an
i nportant issue.

COMM SSI ONER VARNEY: And in particular | think,
Jack, what you just said, you know, | think got ground up by
the din, but you would not be willing to nake it avail able
to every consuner in Anerica for free. Let's think about
and maybe, you know, have a discussion now or nore |ater
under what circunstances shoul d individuals have free access
and under what circunstances should they be paid. And if
they do pay for it, should it be universal access to
everybody who wants it for whatever reason if they pay a fee
and, you know, those kind of issues.

MR. MEDINE: And credit bureaus al so charge a fee;
correct?

COW SSI ONER VARNEY: Ri ght.

MR. TOBIN: So do the states, incidentally.

MR MEDINE: That's right. So I don't think anyone
IS necessarily suggesting this be free.

MR. REED: You know, if we were tal king about a
specific record, you cane to me and a nonent ago you
menti oned sonet hing about a lien and you said there's no

satisfaction on nmy lien. And | believe it's in your file; |
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don't know that but | think it's in your file where that

information canme from | would be happy right then and
there to check that Iien and be sure.

Because | don't want any delays for you to get
what ever benefit you're asking for. And if that's
preventing you fromgetting a benefit, | want to nove that
along as quickly as possible. But | still have to go back
to ny resource, M. Hogan, and ask himand he will do that
i mredi ately, you know, within a few days check the
informati on and then get ne back corrected information if
there is a problem

And we have done that many, many tines. So whenever
t hose kind of events have occurred, we have net the
consuner's demand and satisfied himand their concerns. And
| think that's very inportant when we are dealing with this.
There is a quid pro quo here.

There is sonme information that is very difficult.
For exanple, if they want to know who nmade an inquiry on
their file, | probably won't give that out no matter what.
Because if they know who nade that inquiry, they m ght know
it's an attorney | ooking for a particular asset. And once
that asset is being | ooked for, they're going to get rid of
it, hide it, nove it, use the bank from another place.
What ever the case may be, it's going to happen.

So you have a lot of issues that are underlying
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i ssues that nmake a difference on how you nmanage this. And

it's not a sinple thing. | wshit were. If it were nice
and cl ean where we could say, yeah, that's fine, | think al
of us would have said it.

But we recogni ze that we have a great diversity of
clients. They were using it for a great nunber of uses and
t hat broad base of uses is unbelievable.

We checked out an attorney who had defrauded his
wfe. And it was an ugly case. The man had built up
several corporations. He had transferred all the real
property into it. |In fact, he brought all the real property
init. Al the bank accounts were in it, all the noney.

And there was sonme eight mllion dollars fromtheir
estate. He clained to the court he didn't have any noney,
he didn't have anything. W were able to go through al
t hese dat abases and find out how he did it by tracking
various details that we understood to track.

And we were able to help that |ady and she got 90
percent of that estate once we proved it all. W used
credit headers. W used everything that was available to
get, to match the people up and the players. So I think
it's very inportant --

COW SSI ONER VARNEY: This was a wife going after
her husband; right?

MR REED. Hm?
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COMM SSI ONER VARNEY: This was a wife going after

her husband; right?

MR. REED: Yes, ma'am

COMM SSI ONER VARNEY: One m ght argue that that
sheet, that was her information as well.

MR. REED. Well --

COW SSI ONER VARNEY: Wit a mnute.

MR REED: In this case -- you're right, you're
right, you're right.

COMM SSI ONER VARNEY: What about a standard that
says we will disclose that you have accessed this
i nformati on unl ess you go through, that you have requested
this informati on unless you go through sone internal process
to convince us why we shouldn't disclose to the consuner
that you have accessed the information? |Is that too
onerous? |s that too burdensone?

MR. TOBIN. Everybody will say no thank you. This
IS business risk managenent, fraud detection, things |ike
that. Everybody will say no thank you. |If | could nake
anot her point on sonething else, you --

COW SSI ONER VARNEY: Because we used to be able to
get that. | haven't done it in a long tinme but we used to
be able to get that on the credit report. You could see
exactly who had accessed your credit report.

MR. ABRAMS: You still can get that on the credit
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report.

MR, TOBIN. You nmade a | ot of points about old data,
i naccurate date, et cetera. And in addition to, you know,
we're nice people, we want to do the right thing, there is
trenmendous conpetitive pressure. Because believe ne, the
custoners notice if ny data is | ess accurate than Jack's or
sonmeone el se's.

And for that reason just for conpetitive pressure we
apply updates within 24 hours of receiving them W go to
tremendous | engths and spend a ton of noney trying to nake
this stuff as accurate as can be, and we do it on an ongoi ng
basis. So, | nmean, just conpetitive pressure alone wll
take care of that concern.

MR MEDINE: | want to turn to children's issues and
how you handl e children's information.

MR. SILVERMAN. Specifically with respect to your
principle nunber twelve, you state that you, in situations
where an individual is identified as being under the age of
18 that nonpublic information about that individual should
not be provided for nonsel ective distribution
wi t hout parental consent.

And as | understand the principles then, what you're
suggesting is that public record and publicly avail able
i nformati on about children under the age of 18 can be

provi ded both on a selective and nonsel ecti ve basi s.
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So as | understand it, it would be appropriate, for

exanpl e, to nmake avail able an ei ght-year-old' s phone nunber
and address sinply because it's available either publicly or
through public records. And |I'm wondering what rationale
woul d support that decision?

MR. PLESSER: What circunstance woul d an
ei ght-year-ol d's tel ephone nunber be in the public record?

MR, SILVERVAN.  Well, | nean, are there any
ci rcunst ances where information about children should be
avai |l abl e on a nonsel ective basis?

MR. PLESSER: | think we have driver's |icenses and
kids driving notor vehicles at 16 and being publicly, having
not or vehi cl es.

MR. SILVERVAN: What about soneone under the age of
127

MR. PLESSER: I n sone cases kids -- Wat?

MR, SI LVERMAN.  What about 12 and under? Not
driver's license, just address information? Phone nunbers
on children.

MR. PLESSER: Well, the question really was, the
guestion was, the question in drafting this was, was, A,
bei ng sensitive to kids under P-Trak and P-Find. Many of
these | ook-up type of services don't have information on
ki ds.

And you can ask a question like that, but there is

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

276
no hiding here. The question is and, Jack, you may want to

respond to it, on sone of the investigative and sel ective
things there was, there is children information in sone of
t hat .

I ndeed sone of the records about m ssing children.
And Ernie Allen will be here later. To have said that we
would elimnate it in all circunmstances seemnot to be
prudent. | don't think that that nmeans it was any trick,
t hat people are going to go out and market information on
children or do that at all. | think that it was a way to
protect sonme of the investigative abuses.

And, Jack, do you want to follow up on that?

MR. SILVERVAN. Well, let ne ask if it would be
appropriate then to limt uses of children's information for
| aw enforcenent or for purpose specifically like finding
| ost children to make sure that there are no risks of
I nappropriate uses of even information |ike address and
phone nunber ?

MR. PLESSER: Well, that would only come from public
record information. | don't know where address and phone
nunber froma child would come from public record
i nformati on.

But, Jack, other than a public driver's license.
Jack?

COW SSI ONER VARNEY: Well, no, but it woul d because
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birth records are public; right?

MR, PLESSER: But not address and tel ephone nunber.

COMM SSI ONER VARNEY:  Yeah, but it's easy, if you' ve
got the child' s birth name and the parents birth nane when
the parent gives birth and then you go to the tax rolls and
the property tax records. | nean, you' ve got a pretty
conplete famly picture.

| think the question Steve was getting to is, |ook,
it'"s not, it's very easy to see how you can easily put
together children's birth dates, nanes, addresses, parents'
names, and is there any circunstance other than | aw
enforcenent or related purposes which any of you can foresee
whi ch that information should be made avail able to others?

MR. REED: Yes.

COW SSI ONER VARNEY: Ckay. What is it?

MR. REED: There's hundreds of cases a year, nmaybe
t housands of them W certainly only do hundreds probably a
year. But the case is when a child is stolen or m ssing.
And in those cases, private investigators get hired in many
of those cases to find them

Just one case, | got a postcard on it right before |
left the office the other day and it was quite interesting.
An individual, a child was m ssing. He used our database to
| ocate sone information to track down ot her people who m ght

have informati on about the child and began the process. He
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travel ed over two continents. He ended up in Little Rock,

Arkansas. The man was arrested; the child has been returned
to his nother.

COWMWM SSI ONER VARNEY: Okay. Well, other than those
circunstances. | think that's precisely what we're asking.

MR. REED: Those are the things |I'm concerned about.
QG her than that, | don't frankly care about children's
i nformati on.

COWMM SSI ONER VARNEY: There is no other
ci rcunst ance.

MR. REED: But | certainly don't want to be limted
for that purpose.

COMM SSI ONER VARNEY: Right, but that's what we're
asking. |Is there any circunstance other than | aw
enforcement and | aw enforcenent assistance --

MR. REED: Well, that wouldn't be | aw enforcenent.
That was private sector nmanagenent.

COW SSI ONER VARNEY: That woul d be | aw enfor cenment
assistance if it's an abducted child.

MR. REED: As long as that's included in the
definition, that's fine.

MR. DAVIES: In answer to your question directly, |
mean, just for the record we've taken all children's records
that we could identify off records |like P-Trak and P-Find

wel | before the last six nonths; so fromthe beginning.
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The question is really the First Amendnent rul es.

Wll, if a public record is a public record, then |I'm not
saying that's a justification, but many of our sources go to
accuracy of those. And this is an issue, which all | can
say is we need to turn back and may need further

consi deration beyond which I don't think any of us on this
platformcan really add to that particul ar debate.

MR. SILVERMAN. The First Amendnent clearly doesn't
force database operators to provide information about
children. Database operators, as LEXI S-NEXI S has done,
certainly have the ability to make a determ nation on their
own.

MR. DAVIES. 1In the consideration of it, if you're
cont ai ni ng records which have got public records, people
need to know that they're going to believe in the database
and that the substance and the conpl eteness of the
information that's there.

You fully accept all the sensitivities and one that
needs to be actually thought through to a huge degree and
how t hese are actually identified. But one has got to be
very careful in which Jack and others were pointing out, how
that information today will be beneficial to use or whether
that's in law enforcenent. But it is an area | think that
needs a great deal of faith possibly outside this

di scussi on.
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MR. MEDI NE: I'd like to take a brief break and

invite the rest of the panel nenbers to join the discussion.
Let's take about three mnutes or so. People can nake their
way up to the room | thank all of you for presenting your
pr oposal .

(A short break was taken.)
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MR. MEDI NE: Thank you very nuch. W' ve nunbered a
post -sel f-regul atory schene and staff here has a chance to
comment on it. W want to open up the discussion to other
self-regulatory efforts and a chance to critique to sone
extent the proposal that has been placed before us and
suggest where we ought to go from here.

I know Marc has to | eave sonewhat early, so why
don't we get Marc's views up front.

MR. ROTENBERG  Thank you, David. |[|'mactually
going to hold off for a nonent any comments on the proposal.
But | did want to make a point and ask a question since it
is the purpose of this panel to be discussing
self-regulatory neasures. | wanted to tell a little story.

About seven years ago at this time | was preparing
for a hearing that was being held in Congress on privacy
issues. And at the tine the person who I was working with
on the testinony, a Mary Cul nan, who is now a professor at
Geor get own Busi ness School and School of Business
Adm ni stration, we were reading through the trade
publ i cati ons.

And we cane across a product, this is My, 1990,
call ed Lotus Marketplace. And it was a product that Lotus
and Equi fax had decided to nake available to the public by
conbining data in the Equifax credit record database with

denogr aphi c data, public record information that Lotus was
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putting together and going to market as one product on a

series of CD ROWS.

And | went to the council for the Direct Mrketing
Associ ation, Ron Plesser, and | said to Ron, you know, |'m
| ooki ng through the Direct Marketing Associ ation's code of
conduct. And one of your principles here says that
consuners shoul d have an effective nmeans to opt out of a
mar keting |ist.

Now, | felt since that opt out really wasn't
sufficient, we needed opt in and so forth. But the rule in
pl ace at the tinme was opt out. Consuners should have an
effective neans for opt out.

And | said, you know, Ron, |I'mreading about this
new product. |It's supposed to be released later this year.
| don't understand how consuners are going to opt out of a
COROM It would be a little bit |ike publishing a phone
book with everyone's unlisted nunbers in the phone book and
then saying to people who are upset after the fact cone back
to us if you want your nunbers out of the next edition.

And he said to ne, well, it's a problemand we are
| ooking intoit. And I said, well, you' ve got a guideline
on this. Don't you have to, don't you have to stop it?
mean, | have to explain also that at this point and tine |
really had very little dealings with the Direct Marketing

Associ ati on.
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It seened to ne to be a fairly straightforward

i ssue. You have an industry guideline, an issue arises, you
enforce it and you nove on. O course what happened in 1990
was that the Direct Marketing Association did not enforce
its guidelines.

It did not stand up to Lotus. It did not stand up
to Equifax. It did not tell themdo not go forward with
this product; it fails to neet the basic privacy standards
that we within this industry have agreed to.

And it took 30,000 people sending E-Miil nessages,
you know, talking to reporters, discussing these issues; and
some of the discussion | have to tell some of the friends
who have been recently critical of the Internet, sonme of
those di scussions were at a very high |level.

There was a | ot of good technical discussion, how
secure was the data, what techniques were being used with
the CD ROM could it be reverse engineered, could it be used
for a | ook-up service? Al of that discussion was happening
on the Internet.

And a | ot of people who thought carefully about this
i ssue said that product should not be released. And after a
si x-nmonth consuner protest, Lotus and Equifax dropped their
plans to rel ease that product.

So if | begin ny coment on this proposal by saying

this is Iike deja vous all over again | have to explain what
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| nmean by that. And it is sinply this. That we have not
yet seen voluntary self-regulation work in the privacy
arena. It hasn't happened.

And so when peopl e are skeptical about this
proposal, and |I'm skeptical for other reasons as well, there
are sone provisions in here, you know, you don't get access
to the data; you get access to a policy. You don't have a
choi ce of exercising control, you get infornmed if you
request if you have a choice.

And they also say in provision nunber four public
record information and publicly available information shal
be usable w thout restriction, which | have to assune was an
ext ended typographical error. Because of course they neant
that such information could be used subject to | ega
restrictions.

So when | say that there is sonme skeptici sm about
the proposal, | have to explain that history. And | hope
that in this discussion as we tal k about whether or not
self-regulatory nmeans will work we don't |ose track of that
mar ket pl ace history.

I f these safeguards are good, if they're right, if
they're going to work, let's back themup with aw. Let's
get people sone renedies. Let's create an enforcenent
mechanism Let's create a level playing field; everyone

who's in the industry plays by the sane rules.

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

287
MR. MEDINE: Allan Davies, nmaybe you could tal k

about your self-regulatory efforts and the degree to which
you have been effective this council provided Dun &
Bradstreet .

MR. A DAVIES: Sure. Dun & Bradstreet has the
worl d's |argest comercial credit database. It contains
alnmost 44 mllion records fromaround the world. Here in
the U S. which is probably what you' re nost interested in,
we nai ntain that database.

Sone of the sources of information for that database
is that we go in. Wen we wite a report on a business we
ask that business principal, we tell himthat we are going
to be witing a report. W gather information and |let them
beconme part of it.

After that report is conpleted, they can review a
copy of it. In fact, anyone can conme to us, any business
can conme to us at any time and ask to see a copy of that
report, which we provide to themfree of charge. And we are
happy to do that because we consider themto be partners in
the preparation of that report.

We gather information fromlots of sources, but
primarily fromthe business owner. And we put that
information up and avail able to our custoners.

MR. MEDINE: O her thoughts? Yes.

MR. Bl GGERSTAFF: Yeah. 1'd like to echo M.
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Rot enberg's remarks about the DMA. It's been ny experience

in talking to people on the Internet and tal king to people
who have had conplaints with the DVA that they turn a deaf
ear, they pay |ip service.

The DVMA's TPS and MPS, they do not require their
menbers to use it. Many nenbers do not use it. And it's
been ny experience that all the conplaints, they'll tell you
they're going to do sonething about it. But |I know people
personal ly who have foll owed up with conplaints and
conplained tine and tine again and are basically told
eventual |y that DVA doesn't take any action against their
peopl e, they have no ability to take any action agai nst
their nenbers, and they don't do it. And | don't think they
can be trusted in this instance without the force of |aw
behind it.

MR. MEDINE: And your nane is Robert Biggerstaff,
for the record.

MR. BI GGERSTAFF: That's correct.

MR. MEDINE: And you're appearing on your own
behal f.

MR. BI GGERSTAFF: Yeah, | feel a little naked.
Everybody el se has things after their nane except ne and
Ram But the other thing I'd like to say is | have been in
the database field for alnost thirty years. And | renenber

sonmet hing that was said by Barry ol dwater back when the
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Privacy Act was being discussed and debat ed.

And he said we have to reprogramthe programers
while we still have sone civil liberties yet left. And I
took that to heart. |In ny professional career | have had to
turn down projects fromclients that | thought were i moral.

| see databases that scare ne to death. Twenty-five
years ago this year the first checkout scanner was installed
at a Kroger store in GCncinnati. And now 25 years |ater
the technology is in place for every single thing that you
buy at the grocery store to be traced back and stored in a
dat abase with your nane.

The technology is there for your enployer to find
out if you buy birth control or alcohol or tobacco or
pregnancy tests or what drugs you buy that you have
prescriptions for.

It's possible for themto get this and conpare a
list of wonmen who have bought pregnancy tests to a list from
their human resources departnent of single wonen who work
for them and deci de that nmaybe they don't want wonen who
have that noral l|ifestyle working for them

They're able to, an enployer is not allowed to ask
you questions of a certain type in an enploynent interview,
if youre married, if you have kids, if you're divorced, if
you're living with soneone, all kinds of questions. But al

of those questions can be answered with these databases.
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And there's not just a few hundred; there are thousands of
t hem

In my comments | |ist a whole bunch of them On ny
Web site | have over a hundred. | have personal experience
W th these databases. And regardless of what people tel
you like LEXIS-NEXI'S, LEXI S-NEXI S says you have to be a
subscri ber.

Well, no, you don't. | contacted them anonynously
and they provided ne information on how | could do a | ook-up
as a nonsubscriber and pay a one-tinme fee. The other
dat abases, it has been ny experience that the vast mgjority,
they wll give you any information you want if your noney is
gr een.

In the book |I carry with me I have plenty of
exanpl es of systens that will allow you to anonynously get
Soci al Security nunbers, even certain nedical records such
as workman's conpensation filings anonynously. | have,
finally, I have even called on the tel ephone and used a
sinple tel ephone pretext with one of the big three credit
agenci es and obtained a credit report on soneone and had it,
| pretended at work, | had it sent to a blind PO box not in
the name of the person who's on the report and in a
different city than that person lived and they mail ed that
report.

MR. DAVIES: Could I just also point out on behalf
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of LEXIS-NEXIS --

MR. MEDINE: Sure. Use the m crophone.

MR, DAVIES. Just to be clear what | was saying on
LEXI S-NEXI S and the consi stency of the point, P-Trak has
never been, we have a facility known as NEXI S Express which
people can dial in for parts of information, |ike a snal
| awyer .

P-Trak is not on that and hasn't been on it. And it
was on it | think for the first week and we actually took it
off. P-Find is on that. And P-Find is when Karen Wl ch
when t hrough the denonstration this norning, and if you | ook
out in the brochures we actually left behind contains
i nformati on from white pages which are avail abl e everywhere.

So we didn't think there was any point in actually
restricting that. But that is the position with LEXIS-NEXI S
to make it absolutely clear.

VR. Bl GGERSTAFF:  Well, you al so say that
LEXI S-NEXI S does not contain nother's mai den nane
information; is that correct?

MR. DAVIES: W do not have nother's nai den nanme
informati on on P-Trak or P-Find. One other point while
we' re going through these points. Not only the, the P-Trak
informati on wasn't up there. The P, sorry, P-Trak
i nformati on has never been up. The P-Find information is

there. To go back to nother's maiden nane information, and
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I think Karen went, | renenber her repeating it three tines

this norni ng what mai den nanme information was there. And
she enphasi zed on each occasion that nother's nmai den nane
i nformati on was not avail abl e.

MR. Bl GGERSTAFF: Well, let nme use your exanples
fromthis norning. |If you I ook on the page where it has the
name of a person, Jamie M Easter, it shows other nane,
Jame Smth. And it was indicated that Smth was nore than
likely Jam e's nai den nane.

If you turn to the next page in the exanple, you
have got the listing for three nenbers of the Cine famly,
Robert, his spouse Ann and probably their son, Robert W
Well, if you see that Ann is Robert's nother and you were to
| ook up Ann Cline on an individual page like this, you are
nore |ikely than not going to have other name, and that
woul d be Ann Cine's maiden nane. So you have just found
Robert W Cdine's nother's nmaiden nane with very little
effort through P-Trak. This kind of data mning, it's
called, is done quite frequently.

MR. DAVIES: All for three hundred doll ars.

MR BI GGERSTAFF: They gave nme a price of ten
dol | ars.

MR. DAVIES: The information actually going through
to create that, there may be ways if you wanted to go

through to find out that actual information. The point that
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was bei ng made clear this norning, we have gone to a great

deal of trouble, the nother's nmaiden nane is not given to us
and we don't display that.

If there are ways round in routing because
relationships in a famly can't be that renote, maybe not
only through that service but many ot her services the
i nformati on could al so be avail abl e.

MR. MEDINE: Jason. kay. Jason Catlett.

MR, CATLETT: Thank you. | wanted to quote a report
fromDi rect Marketing News, which is the direct marketing
i ndustry's newspaper of record. It reported on April 18 of
this year that in an informal poll anong the nore than 150
attendees at a trade show, quote, 17 percent of direct
mar keters were not aware of the DVA's mail preference and
t el ephone service. Even nore alarmngly, 38 percent said
they were aware of fellow marketers that are renting house
files without providing consunmer notice or opt out options.
That's from Direct Marketing News.

MR. MEDINE: GCkay. |[|'d like to maybe focus the
di scussion on the issue at hand, which are | ook-up services
and where do we go fromhere. | think |I'm beginning to get
a flavor of people's concerns about self-regulatory efforts.
And the question is what is the answer to the problemwe are
facing today in the study that Congress has asked us to do,

which is are | ook-up services a problenf
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If they are a problem is the self-regulatory schene

that we have seen introduced today adequate to address that
problen? And if not, should there be other renedies
avai | abl e?

Deirdre Mulligan fromthe Center for Denocracy and
Technol ogy.

M5. MIULLIGAN: | wanted to start, just to open it by
saying that | think we heard a question earlier about what
was new. And for a very long tinme we have been tal king
about kind of the violation of the secondary use principle,
meaning if | give information for one purpose it shoul dn't
be used for another purpose so that ny consent is being a
vi ol ation of individual privacy.

And | think probably the nost alarm ng thing that we
have seen over the past six nonths is that it turns out that
it's bad for business. And | think that is sonething new.
And if we think about it, we have the National Retai
Federation tal ki ng about because the information in a credit
report is no | onger enough to prove who you are we now need
to get nore information because that information has been
di scl osed for so many other purposes that it can't perform
its underlying function.

The Social Security Adm nistration had to take down
their dat abase because the Social Security nunber ended up

bei ng di scl osed for so many ot her unrel ated purposes that
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it's now useless to the Social Security Adm nistration.

And we see the Direct Marketing Association saying
that marketing data should only be used for marketing
purposes. And so that | think this is very interesting.

Al'l of a sudden people are saying that perm ssible purposes,
secondary use, that this concept does need to get inserted
in some way back into the private sector

And | think that is sonmething new. | think that in
| ooking at the guidelines that were put forward in other
proposals, | think Beth G vens and Marc have both made very
strong criticisnms of the guidelines. | think as far as
i ndi vi dual access goes it really is a poor conponent.

I think in |ooking at these databases under a Fair
Credit Reporting Act type nodel it's not necessarily a
direct map but | think it's probably the best road map we
have. | think in looking at it we would probably have to
start thinking about taking a step further back though,
whi ch Leslie Byrne's office has been doing in | ooking at
public records information.

Ri ght now the idea that you could have any kind of
consent mechanismbuilt into these databases is not | ooking
at consent in the right place. And that | really think that
a review of the public record databases and how we deci de
what personal information is contained in public records has

to be avail able and for what purposes has to be addressed at
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the sane tine we are | ooking at these | ook-up services.

MR. MEDI NE: Assuming that issue gets addressed, do
you think the secondary use principle even applies to public
records? What we've heard today is a |l ot of these databases
contains public records. And isn't the notion of public
records that they're public and that the expectation is not
that they will be used to fill nmy order with this nerchant
and not passed on for nmarketing purposes by sone third-party
but that they will be available to anybody who wants them on
the public record?

M5. MILLI GAN: Absolutely. And I think that's why
we have to | ook at the public records too. | think that
once the information has been declared public that there are
serious, serious First Amendnent concerns in limting its
use.

And so stepping back and | ooking at the public
record itself and the nature of what information is being
made available is really an inportant step. But | think in
| ooki ng at these | ook-up services we can | ook at perm ssible
pur poses.

| think that there is a general consensus anong
people froman industry that they think they know what the
perm ssi bl e purposes are. |I'mnot so sure | do. To, you
know, kind of build on David Sobel's coments earlier, |

think there are very, very serious issues about these
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treasured flows of information in the private sector being

avai l able to | aw enforcenent.

And | would lIike to know, you know, is it a nere
subpoena under which we get access to that? Yeah. And is
t hat enough and what is this data used for? And | think
there are a lot of areas to look at. | think this is a step
inthe right direction, but | think there's probably room
for sone nore | ooking at this.

MR. MEDI NE: Al den Schacher fromthe Information
I ndustry Associ ati on.

M5. SCHACHER: Actually, David, 1'd like to respond
to two things; first the self-regulation issue and then al so
the opt out for public records. So if you'll bear with ne.
| think this may be the only tine | get the mke so I'm
going to go on with this.

First 1'd like to say that the individual reference
services who are here today, and renmenber this is a group of
ei ght conpani es, we're not tal king about an entire industry
such as the direct marketing industry. |In addition to the
fact that they have cone together to draft these responsible
i ndustry guidelines in response to market indicated privacy
concerns, they've already taken neasures to address concerns
such as truncating Social Security nunbers or taking them
off their services altogether.

So it does show that self-regulation can work. The
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sel f-regul atory guidelines have allowed this group of

conpanies to respond quickly in a very serious manner to
concerns voi ced by individuals and policy makers while
allowng flexibility to neet the legitimte needs of
cust oners.

I nflexible and sl ow noving |aw or regul ati on woul d
not have allowed this quick response. It also would not
allow the industry to react to changes in technol ogy, which
IS going to be an inportant part of tonorrow s discussion.
So | think that's really inportant.

And then the last point that | want to nake as far
as self-regulation is concerned is that if the FTC or
Congress decided to nove forward with law or with
regul ation, there would be a serious need to | ook at the
substantial injury and the harmthat is caused or is
possi bly caused by these services.

This is a point that hasn't really been raised. W
spent a lot of tine today |ooking at beneficial uses of
these. W need to point directly to those beneficial uses.
You can't point directly to harm And the Federal Reserve
Board nade that pretty clear in their report.

The second issue that | wanted to speak to --

MR. MEDINE: Can | just ask a question before you go
onto the second issue on that point which is, was Comm ssion

Varney's question to you that she posed to the group earlier
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which is, would you be confortable enacting this group's

sel f-regul atory sel f-desi gned proposal into | aw?

M5. SCHACHER: | think that that's a question that's
nore appropriate for those specific conpanies. But | would
say that for the broader information industry association
think there would be, we would need to take a very cl ose
| ook at how a regulation like this mght affect other
busi nesses.

And because these guidelines were just rel eased
publicly, the entire association has not had an opportunity
to corment on those. That's sonething that | would have to
get back to you on.

The second point that | wanted to nake, David, was
on the opt out for public records. | think that saying
provi di ng consunmers with choice as far as public records is
concerned is, it seens on its face to be a really reasonable
and rational answer.

But there are really two major hurdles that you face
when you tal k about an opt out for public records. The
first hurdle is a policy hurdle. And that hurdle has to do
wi th reaching consensus. W saw it with the Driver's
Privacy Protection Act. It was very difficult to decide
what the consensus woul d be for perm ssible uses.

If you tal k about the ganut of public records you

are looking at a very big task in trying to cone to
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consensus on what's a perm ssi ble purpose and what is not.

The second hurdle is an operational hurdle. And
there is experience in this area also with Driver's Privacy
Protection Act. The state and |ocal governnents that you're
asking to put these opt out systens, which are conplicated
and expensive into place are already tapped.

So what's happening is many of themlike, Illinois
was nmentioned this norning, are just closing off access to
the records altogether. The consequence of that obviously
is that the many beneficial purposes of public records are
bei ng squeezed.

And the second piece of that is that South Carolina
obviously has filed a Tenth Amendnent suit, and so it's
sonething that you really have to bear in mnd

MR. MEDI NE: Ckay. Thank you very nuch for those
comments. Tim Dick, about self-regulation as well, a
slide.

MR DICK: A slide, an old-fashioned slide. This is
inrelation to the white pages industry, and not pertaining
right nowto eTRUST or TRUSTe. Earlier today | alluded to
the fact that nost of the major white pages services, and
this does not include what Christine Varney expl ai ned, al
the great unknown or the great m ddl e act accordingly or
have devel oped an internal set of guidelines that are pretty

consi stent.
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And today you can see, and |'ve |isted eight of
them there are a couple of nore which I will nane, behavior
that is remarkably uniform These services are displaying
today publicly disclosed sources. That is not public
records. It's publicly disclosed lists used for
directories.

There are not reverse searches, with a coupl e of
not abl e exceptions, PC411, reverse tel ephone nunber search,
and Four1l Corporation with reverse address search. And
finally, the ability to opt out versus delist. The two
ot her maj or services are Bigfoot, which unfortunately when
did the snapshot on June 8th was not put, and |InfoSeat which
utilizes InfoSpace's white pages and is consistent with
their practice also.

So our contention is that this segnent to the
i ndustry, the majority segnent of this industry is acting
pretty well and evolving very effectively towards a
sel f-regul at ory nmechani sm

What we will work to do right now and we have sone
signatures already is to put this into an adjunct TRUSTe,
whi ch is |launching tonight, another set of database
guidelines. TRUSTe itself does have T. It does have
mechani snms by which nenbers will be audited, fined and
actually renoved if they are in violations of that.

This is alittle bit in advance of where the
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industry is today. And again, this is not nmeant to cover

the so-called bad actors, the great mddle, or sites that
are very distinctly outside of the bounds of the white pages
industry. And it's also not neant to be specific to many of
t he professional database services |ike LEXIS-NEXI S and

Equi fax which typically serve very different markets.

MR. SILVERMAN. Tim if | could, I'd like to ask a
coupl e of questions. As you point out, a majority of the
conpanies that are identified on your overhead follow nearly
uni form practices, but there are a couple clearly who don't.
PC411 and Four1ll, for exanple, provide reverse searches.

MR DI CK: Yes.

MR. SILVERVAN: |'m wondering how do we encourage
those conpanies to adopt guidelines simlar to the ones
adopted by Worl dPages, WhoWhere, Yahoo, conpare that with
reverse searches. You tal k about TRUSTe and branding sites.

But I"'mcurious. It seens that one problem
associated with that process is that the individuals using
the sites have interests that are directly at variance with
the consuner subjects of those sites.

Those individuals want as nmuch i nformation as
possi bl e, and PC411 and Four 1l arguably nake thensel ves nore
mar ket abl e by providing greater depth of information.

MR DICK: It's certainly possible. None of these

sites are notable for depth of information. These are white
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pages services. And to the extent that we can nake

observabl es, | believe based upon the traffic counts that I
know about, that Switchboard is the |argest traffic count of
all of these services.

And PC411 is far fromthe largest. | don't think
it's even in the top five. So there is certain argunents
about what the traffic counts mght be. | think what Fourll
m ght argue is that --

M5. LAMB: M. Dick, excuse nme. Your voice is not

bei ng picked up by the mke. Could you possibly pick up the

m ke?
(O f the record.)
MR DICK: Let ne just sit down and do it from here.
M5. LAMB: Thank you.
MR DICK: Let's see. It's up to Fourll to comrent
for thenmselves fromPC411. 1'mgoing to be curious to see

their reaction to the press that | expect to come out about
this, this particular set of proceedings today and find out
whet her they will nodify their policies.

But the two things that we hear from sone of the
services in direct discussions, particularly with any of the
ones that are naned are that reverse searches are avail able
on commercially available CD ROMS. So sone conpani es don't
see sone of the problens that we do with reverse searches.

They look at it as an issue of Internet nmedia versus
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CD ROM or other kinds of nedia. So that's one set of |ogic.

And I"'mnot trying to nmake a case whether it's right or
wong, it's just one set of |ogic.

The ability to opt out I think is nearly uniform at
this point. And it's not clear to ne; again, | cannot speak
for PC411 nor Four1l Corporation which does have the
opportunity to opt out why that service is not allowed.

Thank you.

MR. MEDINE: Ram Avraham, |1'd like to get your
views on self-regulation and consunmer control, regulation
about thensel ves.

MR. AVRAHAM : Thank you for letting ne be here. |
represent nyself as well as thousands of other citizens who
signed an online petition that | conduct and subscribe to
the opinions that are presented.

I amgoing to talk about self-regulation in the
sense as nost consuners. The way | see it, and this is a
fundanental econom c issue, ny personal information has
val ue. Your personal information has value as well. No one
as yet was willing to put a nunber on this so |l will do it.

U S. A Today estimtes that about $3 billion of
personal information is sold every year. So when |I'm
| ooking at self-regulation, it's |ike seeing an industry
hol ding a big check of $3 billion. And soneone tells it,

wel |, you know, why won't you just not cash it?
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And it's a bit of noney. And you can hope that they
will doit. But, and again, putting a little nore | ega
technicality, as far as |I know the industry cannot legally
enforce their guidelines because of antitrust |aw

So basically what you have here is not
sel f-regul ati ons because the industry cannot regul ate
itself, but self-restraint; that is, please don't use the
$3 billion. And we have not seen that happening so far.

So when | am as a consuner sayi ng, okay, |
understand ny personal information is worth noney and |
understand there are |ots of good things that can be done
with that information that | would Iike to get it, | would
like to get credit. | definitely want to nake sure that |aw
enforcenment authorities will do their jobs and if sonething
happens and | want to pursue that that | will have an
opti on.

But can | let a conpany that its interest is a
little different than m ne make the difference of what ny
personal information should be used or not, I amnot so
certain this is the case. And here is where | cone to ny
concerns.

The regul ati ons, the proposed self-regul ation
princi ples that were shown here are | acking one very big
i nportant guideline, and that is accountability to the

consunmer. | was looking for all of that. And it says
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di sclosure, it says a lot of things, but where is the

accountability to ne?

What happens if, you know, all of the m ddl enen
in the process that buy that information, sell it from one
to another until it gets to the stal ker who kills Rebecca
Schaffer. Now, who is responsible for that information
bei ng | eaked?

And | see no attenpt fromthe industry to take
responsibility for what it sells. And, therefore, | say if
they are not willing to take that responsibility it is up to
me to do so. And therefore either the industry will take
full accountability on what it sells, tell nme exactly who it
sells it to, where it got it from | definitely want ful
di scl osure, or | want the option to opt out conpletely from
all ourself, ny personal information and nove to an opt in
systemin which I will be able to say what's good and what's
not .

And if you think about it, for a lot of issues that
wer e di scussed here, those are issues that are good for
consuners. Let's say marketing. | want to get information
Qoviously I would like to, I'd be willing to share sone

information so that I'd get the goods that | want.

| can definitely, I"'mwlling to conprom se on the
issue of |aw enforcenent. | want to have effective | aw
enforcement here. | want to get credit and I will sign, and
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| do sign today, that | allow the credit bureau to exchange

financial information about ne.

Il will agree maybe for a | ower insurance rate to
agree for themto check all kinds of information about ne if
I"'mnot interested in. But, and this cones to the question
t hat Conmm ssioner Varney asked at the beginning of the
guestion; where do you draw the line? And | say in the
information age, in the age of the Internet where all the
costs of transactions are becom ng so small, why not |et
every consuner draw the line for hinself?

Soif I"'minterested in getting a |lot of junk mail
I wll subscribe toit. And if I'mnot not interested, then
I wll subscribe to the MPS and | want the MPS to be
enf orceabl e and accountable to nme, not like it's now done
today. If you look at all those services and uses of
information, there is alnbst no reason why consuners cannot
have an i nforned consent on all of themand use it.

MR. MEDINE: |Is your first question public record
information as well as information that's gathered through
private firnms?

MR AVRAHAM : |1'mglad you asked. | think there is
a very inportant distinction, and Rob and | just talked
about it a couple of days ago between public domain and
public know edge.

| amfor freedomof information. | definitely want
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to nake sure that officials that | elect will be able to

check if there are any corruptions and everything else. And
| don't have anything to hide with ny court records.

That nmeans that there is sone information about ne
that is publicly known. But that does not nean that
conpani es can make noney out of it. There is a very
di stinct difference between having sonet hi ng known,
newsworthy wi se, or just public information than ability to
commercially exploit it.

And | do not believe that any conpany, including the
governnment, has a right to sell ny personal information
wi t hout ny perm ssion.

MR. MEDINE: Just to clarify one point nade about
antitrust laws. |It's not clear that they necessarily
prohibit self-regulatory efforts. | think the Comm ssion

may be trying to get sonme further guidance on that in the

future.

Shirley Sarna fromthe New York Attorney Ceneral s
Ofice.

M5. SARNA: Thank you. |[|'ve just had a coupl e of
observations of what we've done today. First of all, again,

great thanks to the Comm ssion. But | think that the
di fference between the conversation that's happening this
year and the conversation that happened | ast year at this

time when we di scussed these issues is nothing short of
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st unni ng.

I think that they are incredibly nore nuanced.
see really an astoni shing response by industry to think
about these issues, to grapple with them to recognize that
they have independent nerit. And for that participation
certainly as a law enforcer in New York State am very
grateful.

Thi s norni ng when Comm ssioner Steiger asked what's
new, | think that the answer is an awful lot. W heard many
responses to that question. An additional elenent of what
isnewis | think a need to revisit sonme of our assunptions
on what is public and what is nonpublic fromthe get-go.

Because while as a going end point of view public
really is public, | alnost feel like we're in a real estate
transaction, |ocation, location, |location. You know, when
it's, when ny Social Security nunmber is on a docunent in a
court house that sonebody has to get to, maybe signin to
| ook at, while | know that | gave it, ny expectation of how
that was going to be used was very limted.

And | gave it under the circunstances that it was
necessary in order for nme to receive sonething in return.

If | understood for one nonent that getting a |license and
doi ng these other things was going to enable sone of the
search organi zations simlar to the ones that Carol Lane

showed us this norning that are not part of the professional
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usage which is kind of, in a particular sense the high-end

nore easily reachable end of the nmarket, but the other
fol ks, | have a disconfort |evel

And so | think that it is inportant to go back to
the idea that nmaybe public requires sone additional thought.
Certainly naybe sone disclosure at the point that these
di scl osures are, that the disclosures are nade that this
informati on m ght be nade available in a nore general way,
and nmaybe a specific disclosure that these m ght be
avai |l abl e on online databases. Because | don't think that
this is sonmething that consuners begin to visualize or
under st and.

W in New York have tried to nassage this issue
which we find incredibly, incredibly challenging. As Eric
spoke about this norning, one of the entrees that we' ve
considered is to try and separate different categories of
information on the theory that not all information is
qual itatively equal.

So one of the things that we have determ ned so far
as we're concerned Social Security information, nother's
mai den nane, perhaps even specific date of birth with nonth,
day and year, is highly sensitive informati on because of the
security risk it poses.

Jerry Berman | think this norning was concerned that

the I aw enforcers not |ook fromthe point of view of the
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Internet. We have in fact nade comments just |ast week to

our Public Service Comm ssion urging that regul ati ons be
clarified to prohibit any utility now and in a deregul ated
mar ket fromever requiring a Social Security nunber as a
formof identification for electric services.

So we are consistently |looking at the quality of
information irrespective of the delivery service. But |
think that that is one approach. The nodels we even heard
today, a consuner opt in and opt out at the collector |evel,
| think that it's useful to think about that but | think
that ultimately because it's so easy to marry what is
publicly available wth everything else, | think it has
limtations.

I think the idea of having a perm ssible purpose at
the user level is very inportant to explore when you
suggest, I'msorry | didn't catch your nane, when you
suggest that in thinking these things through we need to
really quantify harm one of the shortcom ngs, and | ama
maj or advocate of self-regulation, but one of the
shortcom ngs of self-regulation is perhaps in quantifying
the concept of harm

Harm certainly can be economc harm and | assune
that that's what you're tal king about. But if you give
value to the concept of privacy, then there needs to be a

factoring in of that harmas well. And I'mnot sure that
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self-regulation is the best place for that equation to be

massaged.

It seems to ne that those kinds of issues are
per haps nore appropriately |egislative issues or at |east
open for legislative concern. | wonder whether there really
isn't at sone legislative | evel an appropriate area for
government to at | east open the dial ogue, open the
conversation to say froma public interest point of viewis
there a normative |l evel at which we ought to make privacy
nore accountable wth enforceable rights, and are we as a
soci ety m ndful of where we are today? Do we need to have
this conversation? | applaud the FTC for nmaking that
avai |l abl e here.

| finally just on the legislative side want to make
two observations. Nunber one, in New York we have been very
careful to stay away froma regul atory nodel, although, and
Eric is going to talk about this tonorrow, we have proposed
| egi slation dealing with junk E-Mail and have recogni zed
that that mght be in a sonewhat different, in a sonmewhat
di fferent category.

W have often worried about big brother governnent
havi ng these i nmense dat abases available to all of us. |Is
anyone concerned that it's now available only in a private
forun? | can conplain to the governnment about rel easing

i nformati on about ne or considering how that information is
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used.

But deci sions are bei ng nade about what |evel of
consol i dat ed and now possi bly di saggregated information is
avai l able for all of us but is being made by commerci al
entities that don't have a | egislative accountability.

| throw these out just in case we don't have enough
conplicated things to think about.

MR. MEDI NE: Thank you very nuch for your comrents.

Scott Charney, Conputer Crime Section of the Justice
Departnent, what is your take on where the governnent, what
the governnment's role should be in this area?

MR. CHARNEY: Well, ny role is sonewhat nore
circunspect. Because nost of the debate that | have been
listening to is about what constitutes an appropriate use of
information. And of course in the crine arena it's a little
bit different; we go after the fringes.

And | guess there are two aspects to ny role in
this. First, of course, is that |aw enforcenent has a need
to access information. And in one respect we're
self-regulatory. W have our own guidelines about when we
can access information in the first instance.

And, for exanple, we can't build dossiers on people
wi t hout sone predication, even if it's public record
material; we don't ook at it. And the second thing is

we're a heavily regulated industry. Very often when we go
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to get information we need to do it wth subpoenas, search

warrants, court orders, and other kind of process that
hopefully protects privacy and bal ances the needs of public
safety and privacy.

On the flip side though I can tell you one of ny
bi ggest concerns is that as nore and nore of this data is
stored and nmade avail able el ectronically, conputer security
is woefully inadequate. And we have many, many cases where
peopl e have accessed credit reporting bureaus, tapped into
hotel reservation systens and gotten all sorts of personal
dat a.

And the other aspect of this is the absence of what
we call practical obscurity. Forever a lot of records were
public but nobody went to | ook. Those days are over. \WWen
you put all that information online it can rapidly be
collected. And as you network all of these systens, even
t hough sone of them a lot of themare password protected or
ot herwi se, we see nore and nore sophisticated hackers.

I would also point out that in 1996 on Cctober 11th
the President signed into | aw the National |nformation
Infrastructure Protection Act which had broad-reachi ng new
provisions to protect the confidentiality of data.

And on top of that, the sentencing comm ssion, there
I's now proposed for adoption new sentencing guidelines for

conmputer crines which allow the courts to consider invasions
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of privacy and determ ning appropriate sentence.

So fromthe Justice Departnent's view on one hand
are an information consuner and need to preserve access, on
the other hand we're very aggressively going after those who
access conputers wi thout a nexus or authorities and breach
the confidentiality of data.

MR. MEDI NE: Thank you.

Leslie Byrne is a former |egislator and now a
consuner advisor and advocate. What's your take on the need
for active governnent involvenent in this area as opposed to

giving self-regulation a chance to work?

M5. BYRNE: | really wwsh I could see
self-regulation working. | think it would be the way of
| east resistance for all of us. | have deep concerns that

when the public, and | alluded to our 800 nunber where we
take a lot of calls fromthe public, when the public calls
us and said we know that certain groups have these codes of
ethics, where is their nenbershi p? How do | know who

bel ongs? That's a basic question.

You know, we can have |ots of codes of ethics. But
if we don't know that a particular conpany we're dealing
with belongs to the association that has that code, we can't
do anything about it.

The other thing is that | would hope in the next

year that the eight conpanies that have cone forward with
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this self-regul ation proposal would get others to join them

I would be willing for nmy part to watch what happens in the
next year as we see these self-regulatory schenmes devel op
and see how well they do handl e enforcenent.

It's the biggest puzzle to nme how we can have these
i ndependent conpani es who bel ong to associ ati ons be brought
to task, | guess is the termthat ny nother would use, for
doi ng sonet hi ng agai nst a code of ethics. And whether they
woul d drum them out of the core, | don't know Tear off
their epaulets? | don't know.

It's going to be interesting to see howthat is
enforced. Because without enforcenent | don't think you
have any great self-regulatory schene.

MR. MEDINE: Ernie Allen, what are your views on the
governnment's role here and what benefits there are to
governnment regul ation or should be?

MR ALLEN: Well, a couple of thoughts. One is |
t hi nk Congressnman Byrne made a really conpelling point is
that the best way to determ ne whether any node of
regul ation works is to nonitor it and watch it and see
whether it works. And | think the notion of assessing their
opportunity to do that nakes a | ot of sense.

| guess what 1'd |ike to contribute is, it seenms to
me that the nost inportant thing in this whole debate is to

approach it with balance and approach it wth reason.
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Recently we had a European journalist who said to us the

reason you have so many missing children in the United
States is that it's so easy to be anonynous.

And as one who is a |lawer, as one who firmy
believes in individual privacy rights, | would hope that we
could draw the line that M. Avraham tal ked about as cl ose
to pure individual privacy as we can. But | think there is
areality. And that reality is that there are sone fairly
conpel i ng purposes for which these sorts of data are really
i nportant.

We have worked very closely with the industry, with
private conpani es because we find mssing children through
the use of images and information. And through the access
to dat abases conpanies |ike Metromail and Anerican Student
Lists, we are finding children who have been abducted who
have been enrolled in schools in other states under their
own namnes.

And because of the inadequacy of public databases
and the lack of uniformnational public databases, these
kids fall through the cracks. So the power of these private
conpany databases is really inportant.

Secondly, even beyond public data, we work very
closely with CDB I nfotek who provides for us, and all we get
fromthat credit header data is name, address, soci al

security nunmber. And just using those data we are able to
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find children all the tine who in many cases have been

abduct ed by noncustodi al parents.

M. Charney tal ked about the predicates. W have a
host of Congressionally nandated predicates, including the
fact that this has to be a crimnal case, it has to be in
the FBI's national crime conputer, there has to be a warrant
for the abductor.

But these sources are absolutely vital because of
partly the inadequacy of public sources and partly because
we are a nation where people do have the opportunity to be
anonynous. | think it's short of big brother.

But whether it's that runaway who changes her nane
but takes a job sonewhere and the Social Security nunber
shows up, or whether it's an abducting, a noncustodi al
abducting dad who shows up or whether it's a nonfamly
abductor, tracking, being able to identify that abductor is
a vital source.

| guess the last point I want to make is that while
| believe fervently in the concept of the opt out, |I'm
concer ned about nmaking the opt out too universal and too
easy. | don't think it's a stretch of logic to realize that
those who woul d nost be interested in opting out are those
who we nost want to find.

So I commend the Commi ssion for what | think is a

very reasoned approach to this, and | hope that the sol ution
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that you adopt is one of balance and giving things a chance

to work.

MR. MEDINE: Thank you. It will be a challenge for
comng up with a solution in this area.

MR, HENDRI CKS: Evan Hendricks, Privacy Tines. Can
self-regulation work in this area?

MR. HENDRI CKS: Cenerally no, it can't. There has
been a long history of failure of self-regulation neeting
privacy concerns in this country going back to 19, late
1970s. Marc Rotenberg has alluded to that. | will echo his
response.

Robert Biggerstaff has given you specific exanples,
and we will be able to provide nore exanples of that
tonorrow because we're going to revisit the area of
self-regulation so I'"'mnot going to launch into a history of
t hat .

| actually will start by saying |I'm sonmewhat
satisfied with seeing the progress of the white pages.
think that they have done sone good things. Here's public
information may transfer to a new nedium They're al
trying to offer opt out services.

I wal ked through sone of themnyself. 1[|'d be
happier if they just had a privacy box on the front page.
There is sonme fine tuning they could use, but it seens |ike

there's sone inportant progress there. But for the big eight
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that canme here today, you know, this is not, they had a

whol e year. W started tal king about it in hearings |ast
year. The FTC was supposed to be nonitoring voluntary
sel f-conpliance starting a year ago.

MR. MEDINE: Well, just for the record, the
Congressi onal study of |ook-up services was really only
announced this, early spring, late winter. W admttedly,
tonorrow s subject, we've been | ooking at the subject two
years.

MR. HENDRI CKS: Ri ght.

MR. MEDINE: But in fairness, just for the record,
we really only publicly enbarked on this effort | think in
Mar ch.

MR. HENDRI CKS: COkay. The letter from Congress went
there | ast Septenber. The letter from Congress went to the
FTC | ast Sept enber.

MR. MEDINE: [In Cctober.

MR. HENDRI CKS: Cctober, nmade public.

MR. MEDINE: But then we had to clarify sone issues.

MR. HENDRI CKS: COkay. Here they are on the date of
t he hearings and they' ve made an effort to define sone
principles. But | think the fundanental issue here |'|
tal k about now is sunshine. Here is an industry that we
don't have a great deal of information on what all their

practices are.
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We're | earning nore through this hearing. But

peopl e have an access to information held about them by
state and | ocal governnent agencies. These organi zations
have the good fortune or the privilege to be trafficking in
peopl e's personal information that they get fromthese
agenci es.

Il think it's clear that once that information goes
froma state agency where people have access to it to these
private organi zati ons where they |ose their rights and
relation to that information, that nowis the tinme to extend
the rights that people have to their personal information,
at | east on the fundanental issue of access to their own
record that cane from public source database so they don't
forfeit their rights sinply frombeing transferred to a
private organizati on.

Now, obviously they can work out a situation to
charge reasonable fees. Credit bureaus can charge
reasonabl e fees. State agencies charge fees. Federal
agenci es charge fees under the Freedom of Information Act.
Bis really not the issue.

The issue is being able to get access. How are you
supposed to know if there's harmif you can't get access to
your own records? People had trouble getting access to
their credit reports for many years. Once they started

getting access to it, it becane the | eading cause of
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conplaints in the Federal Trade Conmm ssion.

You know, we need to have sonme sunshine on this
issue. And | think one thing the Federal Trade Conm ssion
can do, if it can do it, you know, in a regulatory fashion
and extend the rights of access to personal information held
by these dat abases and then hopefully the rights of
correction.

You work out a deal with the nedical information
bureau. That pretty nuch solved a | ot of issues with the
medi cal information bureau. | think these organizations
will have to step up to the line and do it too. The
problem | don't think it will work as a voluntary matter is
that they're asked, what percentage of the industry do you
represent?

Well, the answer was vast ngjority. Okay. Alot is
ny favorite nunber and free is ny favorite price, but that's
not very specific. There are |ots of databases out there
that are not going to be included in this. W're never
going to reach themw th this program

If the attention dies down it's going to wther
away. |'ve seen so many voluntary prograns w ther away.

And so there's no replacenent for the FTC stepping in here
where it can do sonething and reconmendi ng | egi sl ati on where
it can't.

MR, MEDI NE: Marc.

For The Record, Inc. (301) 870-8025



© 00 N o g b~ wWw N Pk

N N N N NN P P R R R R R Rp R
g N W N P O © O N O 0N W N P O

323
MR ROTENBERG David, | wanted to return to the

ori gi nal question about whether self-regulation can work and
say sonething to the people who have put the principles
together which may sound a little bit Iike an apol ogy.

But | realize, you know, it is certainly the case
that the people wthin the industry who try to get out in
front and respond to public concerns are also the ones nost
likely to get public criticismbecause they're visible.

And there are a | ot of conpanies here, you know,
hearing us out and trying to respond to concerns. And I
just want to go on record as saying | do recognize that and
| appreciate that. There are a | ot of other fol ks who
choose not to be in this roomand not to take some of the
heat .

And I'll even go a step further and say that, you
know, | think LEXIS-NEXIS is a great conpany; you' ve got
great services and | use themquite a bit. But | think
P-Trak and P-Find are problematic products that you offer.

And maybe if | were running the conpany |I'd say
we' ve got the greatest database conpany in the world, but
frankly for what we have to go through over P-Trak and
P-Find, it's not worth it and I1'd just as soon drop those
products rather than to try to defend them

But these are your decisions; it's not ny decision.

But the real question | think is not whether self-regulation
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can work. | nean, that's the question that you posed today.

| think the real question is wll privacy be protected?
mean as nebul ous and as difficult to define as it is, that
really is the question this week.

WIIl privacy be protected? Now, if we start there,

you know, we cone back and say, well, how far does
self-regulation take us toward this goal? | nean, it does
some things well. Maybe it brings people to the table.

Maybe it clarifies sone issues. Maybe it begins a dial ogue.

Sonme other things it doesn't do so well. It |eaves
open the question of enforcenent, and as Ram said very
directly the question of consuner accountability. How do we
know when there are problens? And when there are probl ens,
what wi Il be done?

And | just have this sense, and |'msaying it as |
am because | don't really want to send the wong nessage
here, it's not so nuch that the principles conme up short,
although I think in sonme critical ways they do. | don't
think the principles end up protecting privacy.

You see, now if the principles don't end up
protecting privacy then we've still got a problem And |
think that's, you know, | think that's where we need to
focus.

MR. MEDINE: We may not have tine for this, but can

you gi ve us sonme gui dance as to where you think the
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principles fall short in ternms of not protecting privacy?

MR, ROTENBERG Well, it's a little paradoxical, you
know. But one of the nobst inportant privacy principles
there is is the right to see information about yourself held
by others. | nmean, nost people think about privacy in terns
of limting disclosure. That's obviously a key part
reflected in a lot of our |aws.

But reflective of a lot of our laws as well is the
principle that you get to see the information that others
have on you. It's in the Fair Credit Reporting Act . It's
in every bit of privacy |legislation that we have.

And there are two reasons for doing this. | nean,
one reason is to give sonme accountability so that people can
see is that information accurate and conplete. The other
reason is actually to nake the organization that's
collecting information to sort of stop and think for a
nmoment ; you know, would I collect the information if the
person, the data subject knew | had this.

Now, we have sone special cases. Law enforcenent is
t he obvious one. | nean, there are sone things that |aw
enforcenent collects on people that they don't have to
di scl ose to others.

But as a general matter, particularly in the
commercial realm | see nothing wong wth saying that as a

matter of privacy, people should have the right to see the
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information that's held by others. W can argue about

whet her that should be for a fee or for free. That debate
goes on. That principle, that key part of privacy policy
whi ch we've al ways had is not here.

MR. MEDINE: Yes, Tim

MR. DAVIES: And thank you for your comments.
Qoviously for a conpany like LEXIS-NEXIS we take a huge
anount of interest in what should be displayed and the
purposes it's for.

MR, MEDI NE: Excuse nme. Just use the m crophone
just to help the folks out there to hear.

MR. DAVIES: Sorry. And we feel the reasons that
have been well publicized today are the ones we're very
happy to associ ate those products wth. But noving beyond
that, there are several deep concerns. Those of you who are
extrenely worried about privacy are very worried what those
ot her concerns and threats are, particularly fromthe
debates that will be going on for the next couple of days.

"' m now tal ki ng about the online industry which
actually represent. Let ne be, we need to be clear about
what they are and are they actually being substanti ated.
And certainly the white paper that's actually been produced
with the industry sets out in great detail a huge anount of
fact in here that | do recormmend to all of you

I n going through that, you should also take into
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account the Federal Reserve Board. That was a full bl ooded

hearing, if | can put it that way. It was |ooking into
credit card fraud and couldn't find evidence.

It pointed to one of the other areas it may have had
general concern but couldn't find any. Now to ny m nd that
is substantial. W then need to nove on to the other areas.
It was very interesting hearing the point fromthe abducted
children. | too was in California the other week when Mark
Kl aas was speaking at the dinner. And through the day the
services actually found that abductor that copied through
our services before they discovered it to a child.

Now, you have got to weigh all these points out.
These to ny mnd are very powerful reasons for the existence
of these products. Geri Jensen went through many ot hers,
heart-w enching cases. And they're there; they exist in the
day-t o-day basis.

But where are these threats? The IlA said we need
to | ook at nore; where are they? Because we are very
interested in |ooking at themand trying to substantiate
them So the interest that is comng back to our clients
and the Federal Reserve Board is they may lurk in the
I nternet somewhere; we're not the Internet.

If they are there, we need to address them In
goi ng through the paper that's actually been put together,

one of the things which | personally found to be associ at ed
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in P-Trak fromthe beginning was the scare that canme up

earlier on the air was a huge public m sconceptions of

what was going on. On one side they want all the benefits;
on the other side, particularly if they're alarm st views
not based on fact, they are deeply concerned.

So they should be. So we all are. But what we need
to do as the conmmtnent in here is to educate people so they
can see the reliability of the information, the sources they
cone from the accuracy, the uses to which they're put.

They shoul d have a clear idea which we set out in there
which is very clearly about how we truncate information. |If
sonebody is worried about the threat, there isn't the
information there to actually apply that threat.

Then lastly, how they can get ahold of the
i nformati on and whether there have been sone criticisns to
date. They'll say it's a very large step to |let them know
what information is avail able and the sources where they can
go to to correct. The last things are the other issues here
on children.

So |l would say that this is a very bold attenpt done
within a relatively short space of tine which can react very
qui ckly, and it has been seen to react that quickly, as in
the case of SSNs, to respond to consuner concern. And it's
been able to be put into effect quickly.

Legislation at this nmonment and tine, and | stress at
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this noment and tinme could possibly take a year, two years

to produce sonmething like this. And that's not the fault of
the legislation, it's a situation which existed over tine.

Thank you.

MR. Bl GGERSTAFF: | also want to say, | didn't nean
to single LEXIS-NEXIS out earlier. LEXIS-NEXIS in ny
opinion as a professional is at the head of the class in
taking steps for privacy. And | know the FTC soneti nes
gives out report cards for different industries.

But as a professional | have to say the information
i ndustry gets a big round F. Now LEXIS-NEXIS may get a D,
but they are in the field.

One of your conpetitors though, just so they get a
little bit nore press, West Publishing offers a product, and
am| correct, they are one of your mmjor conpetitors?

MR. DAVI ES: Yes.

VMR, Bl GGERSTAFF: West Publishing offers a product
cal | ed Peopl e Finder which they advertise is an
i ndi spensabl e tool for |ocating w tnesses, defendants, bl ah,
bl ah, bl ah. Besides basic nane, address, telephone nunber
data they have age, gender, Social Security nunmber, nanes
and ages of other househol d nenbers, which may include
children, and the nanes and address and tel ephone nunbers of
up to ten neighbors. And that's from West Publi shing.

They're one of the big fol ks out there.
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MR. MEDINE: Did they subscribe to this

agreenent? |Is that right or not?

MR. BI GGERSTAFF: | haven't heard them nentioned at
all.

MR. DAVIES: Well, Peggy is in this room they have
signed on. Well, they definitely have signed on.

MR BI GGERSTAFF: Well, we'll see. 1'mnot in the
mar keti ng business; |I'min the database business. | don't
know who should or should not have access to this. | don't

want to throw the baby out wth the bath water

We have drugs that can absolutely, positively, one
hundred percent kill cancer cells. The problemis they also
kill the body. And that's why doctors are al ways | ooki ng
for magic bullets that can kill cancer without killing the
body. | want to keep these databases for their good uses.
What | want to do is stop their bad uses.

I'"ve also heard a |l ot of msquoting of the Federal
Reserve Board. The Federal Reserve Board did not say there
were no risks. What they said was that there was no risk to
i nsured deposits in insured depositories at FDI C deposits.

They did say, and | quote, neverthel ess, fraud
related to identity theft appears to be a growing risk for
consuners and financial institutions and the rel ative easy
access to personal information may expand the risk.

We've all seen Dateline. W've all seen other T.V.
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shows where they went undercover and they had used car
deal ers and ot her people getting credit reports and then
using those to turn around and commt credit fraud.

| think it's naive to think that crimnals have not
di scovered sone of these other databases that nmany, nmaybe
not LEXIS-NEXI'S, but | have hundreds of themthat for five,
ten, fifteen dollars you can get Social Security nunbers and
everything el se you want.

M. Allen said it's easy to be anonynous. And
that's where, | worked on the Federal Trade Comm ssion
di scussion group last fall. And we cane out with our own
points that will clear up some of this. And this conmes from
applying standard i ndustry security practices.

What M. Charney said is absolutely right. Security
gets an F. The first thing you have to have, if you ever
have control |l ed access is a chall enge and response system
You have to nmake it, all these database vendors, and |
believe it should be a condition of law, if you are going to
commercially or make commercially avail abl e persona
identifying information, you have to nmake positive I.D. O
the recipient.

Now whet her that neans sonebody has to go in their
| ocal honme town and find a notary public and get a Xerox of
a driver's |license or what, | don't know about the nethods,

but you have to make positive |I.D. of the recipient.
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personal |y have gotten all kinds of stuff under fake nanes

with a sinple tel ephone pretext and had the information
faxed to ne by sending thema check or a credit card.

Nunber two, the end-user, they have to keep
permanent | ogs or long-termlogs of the access. And the
end-user has to have access to those |ogs and the data. Now
that was nentioned earlier and they said nobody woul d use
the databases if that was true.

But I checked with over 20 professionals, several
peopl e who submtted comments, including, let's see, the
Anmeri can Bankers Association Task Force. And all of these
peopl e said that their use of these databases would not be
hanpered or inpeded one bit. They all believe they have the
right to this information and are making legitimate use of
it. They have no problemputting their nane on the dotted
line and having it go into the |og.

This would also help I believe, M. Charney, in
tracki ng down sone of the credit fraud because you' d have
better audit trails. There would be no nore anonynous
access. Caller 1.D. has cut harassing and obscene phone
calls by 98 percent in sone places because there is no
| onger any anonynous phone cal li ng.

If we can cut out anonynous data access, we wll
elimnate one of the holes in the boat that we're al

si nking in.
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MR, MEDI NE: Just as a matter of time, we have just
a fewnore mnutes. And I'd ask Susan G ant and Jane
Kirtley to give sone brief comments and then we will have to
wWrap up.

M5. GRANT: A lot of what | was going to say has
been said by nost people here. | do want to respond again,
maki ng that point about the Federal Reserve Study. They not
only said that there was a problemw th credit theft and
identity theft but they noted how difficult it is to find
out for sure how it occurred, howdifficult it is to trace
it back to its origins.

And this is one of the problens with | ook-up
services or any kind of nutation of the kinds of | ook-up
services that are represented here is that | don't think
that anyone sitting around the table here could really say
genuinely that there is not the potential for the m suse of
informati on apart fromit.

So given that potential and given the difficulty
that we have in quantifying it, | still think that we can
get to the root of the problemby all agreeing that there
wi ||l be basic privacy principles that everyone will follow

| think those have to be codified in the | aw because
otherwise we will have who knows how many conpani es, we
can't even say, who are not playing by the sanme rules as the

peopl e here who are trying to construct good rules.
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And we wi |l have other kinds of services. Many of
you have pointed out that you take great care not to mx
mar keting information with other kinds of public record
i nformati on that you give out for your reference services,
and yet there is nothing to prevent any nunber of fol ks out
there who can put this information together in various ways
that we have heard are real easy to do frommaking this
i nformati on avail abl e and because they don't conme under the
very narrow definition that you have carved for yourself and
because you don't have any way of enforcing your
sel f-regul atory nmechani sm these people are actually able to
be up there just not only, not identifiable by consumers but
not able to have action taken agai nst them by anybody
representing consuners because we can't prove who they are
and what they're doing.

MR. DAVIES: [|I'mvery synpathetic to what you're
saying. Wat | was trying to do was blow the fog and m st
away fromthe cockpit of particular issues. | also know
fromthe Federal Reserve Board report which did express
concerns generally over the area which is in there, but what
was done there couldn't link it and saw no evidence in
linking it to online services, online services.

And it was also going on to say that the evidence
given fromthe other side of where credit card fraud occurs

fromis theft and the interception of mail. And those who
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were using that said they used the online services to help

defeat that and to bring it through.

So all 1'm saying, there have been | oads of concern.
There are many issues on the face that can actually be
i nked. But we need the evidence of the cases that is
com ng through, those that are concerned wth it shoul d
produce that. Once it's been produced, we can see how to
react to it.

But at the nonent all I'msaying is that at this
nmonment and tine, and as it was said just here a few nonents
ago that a year is an awfully long tinme for what we're
doi ng, progress has been nade in the last year. W as a
conpany, | know the industry group which | represent is very
anxi ous to nmake that progress. So those are noni ssues.

But we do need to be cl ear about precisely how we
make that progress in the new future. That's why | was
maki ng those remarks. | think we are in synpathy with each
ot her.

MR. MEDI NE: Thanks. Final words from Jane.

M5. KIRTLEY: Thank you. [It's at the eleventh hour,
quite literally that 1'd like to bring us back if | could to
a couple of principles. One, that | amnot clear still in
my mnd, although this group seens to have accepted it as a
gi ven, that the governnment has a role in regulating the

di sseni nation of truthful, accurate information that has
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been | egal | y obt ai ned.

It seens to ne that there is a basic prem se in our
| aw t hat says no prior restraint. And this seens to ne to
be a derogation of that. But putting that to one side, |I'm
very disturbed by what | think has been the use of a |ot of
ternms that |'mnot sure even the people at this table who
are allied would agree with. And one of themis privacy.

Mar ¢ Rotenberg tal ked about these proposed

principles don't even protect privacy. Wat is the

definition of privacy? 1've heard Marc's definition. |[|'ve
heard Evan Hendrick's definition. | knowit's not the sane
as mne. | knowit's not the sane in many of the |egal

cases and in many statutes.
So to try to parse this through w thout even
defining our terns | think puts us in an unconfortable
posi tion. Because how can we begin to define appropriate
uses for truthful, accurate information if we don't even
know what the interest is precisely that we want to defend.
Finally, one |last coment. W've talked a little
bit about this issue of the information haves and have-nots;
those who have the noney to access information wll always
be able to get it, those who do not wll not. As we
redefine the issue of access to public records, which seens
to be the direction this group is noving, I'd like to

menti on sonething that canme up before the Mryl and
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| egi slature a few years ago.

There was a novenent to close off access to the
names of crinme victins because there had been a | ot of
protests by people in the suburban areas of Baltinore about
their nanes bei ng made public when their houses were
burgl arized. They said this nade them vul nerable to future
attacks.

It was wi dely debated, went through severa
commttees. 1In the final hearings a reporter fromthe
Baltinmore Sun went in and he said, with all respect | think
this is arich, white person's bill. If you are poor, if
you are a nmenber of the mnority you want these records to
be open because it is your only assurance that someone wll
be watching the police, soneone will be watching the
authorities to make sure that the crinme that's commtted
agai nst you is investigated and prosecuted.

And | would just like to underscore that as we elite
sit around this table parsing out these privacy interests it
m ght be useful to bear in mnd that there are public policy
interests that are also inplicated here.

MR. MEDINE: | want to thank all the panelists from
all day for engaging in a very lively exchange. 1t's been
very useful to the Conm ssion and staff, and further
comments will be accepted for at |east another nonth.

(The hearing concluded at 6:07 p.m)
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