




Skip to main content

  
        
    

  
    
      
            
              

  
    
        
            
    
                      





          

  


  



  
          
  
          
        
          
            [image: U.S. flag]
          

          
            An official website of the United States government

            Here’s how you know

          

          
            Here's how you know
          
        

      
      
        
          
            [image: Dot gov]
            
              
                The .gov means it’s official.
                

                Federal government websites often end in .gov or .mil. Before sharing sensitive information, make sure you’re on a federal government site.
              

            

          

          
            [image: Https]
            
              
                The site is secure.
                

                The https:// ensures that you are connecting to the official website and that any information you provide is encrypted and transmitted securely.
              

            

          

        

      

      




    
          
          
    
    
    	
          Español
        


  




    
    	
          Report Fraud
        
	
          Read Consumer Alerts
        
	
          Get Consumer Alerts
        
	
          Visit ftc.gov
        


  




  


      

      





  


  
    
    
  
            
        

      
        



Menu





    
            
        
        
          [image: close]
        


                  
              
    
            
  CFG: Main Menu Mega

  

        
  
  	
                              
              Show/hide Shopping and Donating menu items
            
                    
            
              
  
  
              
  

          
        
  
    
        
    

  
  
  
    


    
          Shopping and Donating


Make smart shopping decisions, know your rights, and solve problems when you shop or donate to charity.


View Shopping and Donating



      




  




  


  
    
          Video

        
    

  
  
  
    
  




  


      

    
          
        
  
    
        
    

  
  
  
    


    
          Topics



      




  




  


            
  Topics

  

        
        	
        Shopping
              
	
        For the Home
              
	
        Health
              
	
        Funerals
              
	
        Buying and Owning a Car
              
	
        Donating to Charity
              


    


  

      

    
          
        

  
    
      
            
              

  
    
        
          
        Consumer Alerts
      


            
          
            

  
   
FTC wants your repair stories


        


    
          April 4, 2024


      






    
          Lesley Fair

      






    
            When trying to get a product fixed, you might find yourself in a fix. That’s why the FTC wants to hear what happened if you recently tried to get a product repaired.
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          Credit, Loans, and Debt


Learn about getting and using credit, borrowing money, and managing debt.


View Credit, Loans, and Debt
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Paycheck Protection Program loan processor told applicants they would get funding. They overpromised
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            When it comes to small business loans, time is money. That was especially true early in the pandemic: when many small businesses were struggling to stay open, and Paycheck Protection Program (PPP) funds were limited. So, when Womply advertised that small businesses, including gig workers and one-person small businesses, could get fast PPP funding if they applied through the company, millions of applications came pouring in. The problem, says the FTC, is that Womply didn’t live up to its promises. And that hurt millions of small businesses.
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          Jobs and Making Money


What to know when you're looking for a job or more education, or considering a money-making opportunity or investment.


View Jobs and Making Money
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College students are targeted with jobs scams, too
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            Getting hired might feel like the ultimate high. But finding out it was just a scammer trying to steal your money will bring you — and your bank balance — right back down. Many college students look for virtual jobs they can do while going to school, but if a new employer mails your first paycheck before you even start working, that’s your cue to stop — it’s a scam.
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          Unwanted Calls, Emails, and Texts


What to do about unwanted calls, emails, and text messages that can be annoying, might be illegal, and are probably scams.


View Unwanted Calls, Emails, and Texts
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Fake shipping notification emails and text messages: What you need to know this holiday season
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Identity Theft and Online Security


How to protect your personal information and privacy, stay safe online, and help your kids do the same.


View Identity Theft and Online Security
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Odds are your kids play video games. And as their parent, you have ideas about what’s right for them when they do. Fortunately, tools like game ratings and parental controls can help you learn about the games your kids want to play — and help you make sure they’re playing according to your rules. That includes knowing how to make sure your kids can’t access online features if you don’t want them to. Regardless of the limits you set or the tools you use, talk to your kids about them.
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Parental Controls for Game Systems: What Are My Options?


For many families, video games are a part of everyday life.


Many games allow players to talk and play with other people — or buy more content right from the console or game. And plenty of games are designed with a grown-up audience in mind. That’s why it’s important to find out your parental control options.


Depending on the system, parental controls might include:


Game Rating Restrictions: This setting this lets you decide which games can be played on a console or handheld gaming device based on the rating from the Entertainment Software Rating Board (ESRB). For example, you might set the system to allow games Rated E for Everyone to be played, but not games rated Teen or above.


Disabling Internet Access: This setting can prevent your kids from accessing online features. For example, some systems include parental controls that allow you to mute or disable online chat, which might include profanity or bullying by other players. Some systems that offer online gaming also give parents the ability to approve friend requests or create approved lists of friends their kids can play with or talk to.


Time Limits: Some game systems let you set days and times your kids can play, and for how long.


Profiles: Some systems let you create multiple profiles with different settings for each. So while your password-protected profile might allow you to play any game, your nine-year-old’s profile might be limited to games rated E for Everyone. If your system doesn’t have profiles, you may have to reset the preferences each time you play.


In-game Purchase Restrictions: Sometimes you can buy downloadable games or downloadable content with the credit card tied to your account. But in most cases, you can set a password to restrict those purchases.


Look Up Your Game System


To find out about a game system’s parental control options, look it up in the ESRB resource section, or check with the manufacturer. Microsoft, for example, offers parental control information at getgamesmart.com. You’ll find information for Nintendo systems at www.nintendo.com/consumer/info/en_na/parents.jsp, and for Sony at us.playstation.com/support/parents/index.htm.  


Video Game Ratings


Along with using parental controls to set limits, think about what kind of games you want your kids to play. That’s where game ratings come in. Video games have their own rating system from the ESRB. Ratings, printed right on the game box — or included at online storefronts for games downloaded directly to a game console — include: 


Age Ratings: On the front of most game boxes, age rating symbols (Early Childhood to Adults Only 18+) give you an idea of the ages the game may be appropriate for.


Content Descriptors: On the back of the box, the content descriptors detail game elements — like violence, sex, language, and gambling — that may have triggered a particular rating.


[image: ]


Rating Summaries: If you’re looking for more information, check a game’s ESRB rating summary, a detailed description of key content. Rating summaries aren’t printed on the box, but you can look them up for most games at esrb.org or using the ESRB’s free mobile app. Games that are available only as a download through a console or handheld storefront do not get rating summaries.


Other organizations offer even more detailed information on game content. For example, Common Sense Media has game reviews, including recommended ages, at commonsensemedia.org/game-reviews.


Online Rating Notice: If a game is online-enabled, it will include the notice, "Online Interactions Not Rated by the ESRB." That tells you that players could be exposed to chat — text, audio, or video — or other types of user-generated content that aren’t part of the game’s rating.


Mobile Game Apps


If you have a smart phone or another mobile device with internet access, like a tablet or music player, you’re probably familiar with apps. The Android, Apple, Microsoft, and BlackBerry mobile operating systems, as well as some online retailers, have online app stores. But since not all apps are free, you may have to provide a credit card number to set up an account. Online mobile app stores and most smartphones have controls for parents to manage kids’ purchase and use of apps.


App ratings: Some app storefronts have developed their own content ratings for the apps they offer. Others use a rating system developed by CTIA-The Wireless Association and the ESRB that’s based on the ESRB’s game ratings and lets developers get appropriate ratings for their apps. Some parental controls rely on content ratings to screen out apps that may be inappropriate for kids.


Phone settings: You may be able to restrict content by age rating, or require a password for in-app purchases and app downloads. Check with your mobile provider.


What some apps may allow:


	In-App Purchases: Some developers offer app users the ability to buy more content within a game. For example, you might be able to buy virtual currency from a game to buy virtual extras for an online world or avatar. Or you might be able to pay to upgrade to a premium version of a game. Usually, you’re billed for in-app purchases through the app store. Many devices have settings that allow you to block in-app purchases or require a password before they can be made.
	In-App Advertising: Ads running inside an app may allow you to call phone numbers directly or visit websites appearing in the ad. Some app descriptions tell you if an app is or isn’t ad-free.
	Location Sharing: Some mobile games and apps and newer handheld gaming devices use a player’s location and might broadcast it to others. Many phones and devices let you turn this feature off.

For more on mobile apps, including the type of data they may collect, read Understanding Mobile Apps.


Web-Based Games


What about the time your kids spend playing games online? In addition to keeping up on the games they’re playing, check to see what controls your browser offers. For more on tools that might help, read Parental Controls.


Talk to Your Kids


Parental controls are a great tool, but they’re no substitute for talking to your kids about:


	what games and apps they are playing or using
	what your family has decided is okay. Are there limits on what they can play, or when and how long they can play?
	who it’s okay to play games with online
	why it’s important not to share personal information, like their address, school, or plans for the weekend
	how to deal with inappropriate online behavior by another player. You may be able to block the player, or notify a game’s publisher or online service.

Another good idea: keep your computer or game system in a common area. That opens the door to ask questions and have conversations on the spot. For more, check out the ESRB’s Family Discussion Guide at esrb.org.
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