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          Shopping and Donating


Make smart shopping decisions, know your rights, and solve problems when you shop or donate to charity.
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Sham charity turns the Big C into a Big Con.  Here’s what to know to avoid a cancer charity scam
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            The pleas pulled at heartstrings — donate now to help women struggling with breast cancer pay their rent or their utilities — and generous people responded. In truth, barely a penny of every dollar donated went to cancer patients. Today the FTC and ten state partners sued the so-called “charity” that lied to donors about helping cancer patients.
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          Credit, Loans, and Debt


Learn about getting and using credit, borrowing money, and managing debt.


View Credit, Loans, and Debt
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            Are you looking for ways to pay off credit card debt? Offers to help you cut down or wipe out your debt might sound like a perfect solution, but dishonest debt relief companies will take your money and do little or nothing to help. So how do you get real help and skip the scammers?
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          Jobs and Making Money


What to know when you're looking for a job or more education, or considering a money-making opportunity or investment.


View Jobs and Making Money
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Job scams targeting college students are getting personal
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            If you’ll be seeing college-age relatives over the holidays, warn them about a variation on the “job interview” scam that students looking for summer or permanent employment have reported to us.
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          Unwanted Calls, Emails, and Texts


What to do about unwanted calls, emails, and text messages that can be annoying, might be illegal, and are probably scams.


View Unwanted Calls, Emails, and Texts
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Fake shipping notification emails and text messages: What you need to know this holiday season
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Identity Theft and Online Security


How to protect your personal information and privacy, stay safe online, and help your kids do the same.


View Identity Theft and Online Security
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            When you order something online, you might get several emails or text messages about your order: Confirming your order. Telling you it shipped. Saying it's out for delivery. Notifying you about delivery. Did you know that scammers send fake package shipment and delivery notifications to try to steal people's personal information — not just at the holidays, but all year long? Here's what you need to know to protect yourself from these scams.
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          Credit freezes and fraud alerts can protect you from identity theft or prevent further misuse of your personal information if it was stolen. Learn what they do and how to place them.



		Credit Freezes
	Fraud Alerts





Credit Freezes


Who can place one: Anyone can freeze their credit report, even if their identity has not been stolen.


What it does: A credit freeze restricts access to your credit report, which means you — or others — won’t be able to open a new credit account while the freeze is in place. You can temporarily lift the credit freeze if you need to apply for new credit. When the freeze is in place, you will still be able to do things like apply for a job, rent an apartment, or buy insurance without lifting or removing it.


Duration: A credit freeze lasts until you remove it.


Cost: Free


How to place: Contact each of the three credit bureaus — Equifax, Experian, and TransUnion.


Fraud Alerts


Fraud alerts are available in different situations and have different benefits.


Fraud alert


Who can place one: Anyone who suspects fraud can place a fraud alert on their credit report.


What it does: A fraud alert will make it harder for someone to open a new credit account in your name. A business must verify your identity before it issues new credit in your name.


When you place a fraud alert on your credit report, you can get a free copy of your credit report from each of the three credit bureaus.


Duration: A fraud alert lasts one year. After a year, you can renew it.


Cost: Free


How to place: Contact any one of the three credit bureaus — Equifax, Experian, and TransUnion. You don’t have to contact all three. The credit bureau you contact must tell the other two to place a fraud alert on your credit report.


Extended fraud alert


Who can place one: An extended fraud alert is only available to people who have had their identity stolen and completed an FTC identity theft report at IdentityTheft.gov or filed a police report.


What it does: Like a fraud alert, an extended fraud alert will make it harder for someone to open a new credit account in your name. A business must contact you before it issues new credit in your name.


When you place an extended fraud alert on your credit report, you can get a free copy of your credit report from each of the three credit bureaus twice within one year from when you place the alert, which means you could review your credit report six times in a year.


In addition, the credit bureaus will take you off their marketing lists for unsolicited credit and insurance offers for five years, unless you ask them not to.


Duration: An extended fraud alert lasts seven years.


Cost: Free


How to place: Contact any one of the three credit bureaus — Equifax, Experian, and TransUnion. You don’t have to contact all three. The credit bureau you contact must tell the other two to place an extended fraud alert on your credit report.


Active duty alert


Who can place one: Active duty service members can place an active duty fraud alert.


What it does: An active duty fraud alert will make it harder for someone to open a new credit account in your name. A business must verify your identity before it issues new credit in your name.


In addition, the credit bureaus will take you off their marketing lists for unsolicited credit and insurance offers for two years, unless you ask them not to.


Duration: An active duty fraud alert lasts one year. After a year, you can renew it for the length of your deployment.


Cost: Free


How to place: Contact any one of the three credit bureaus — Equifax, Experian, and TransUnion. You don’t have to contact all three. The credit bureau you contact must tell the other two to place an active duty fraud alert on your credit report.



	Free credit monitoring for active duty service members


	Active duty service members can get free electronic credit monitoring, which can detect problems that might be the result of identity theft. To sign up, contact each of the three credit bureaus — Equifax, Experian, and TransUnion.




	
				Which Fraud Alert Is Right for You?

			
	
				Fraud Alert

				
				Extended Fraud Alert

				
				Active Duty Alert

			
	
				Place when you’re concerned about identity theft. It makes it harder for someone to open a new credit account in your name. It’s free and lasts 1 year.

				
				Place when you’ve had your identity stolen and completed an FTC identity theft report at IdentityTheft.gov or filed a police report. It makes it harder for someone to open a new credit account in your name and removes you from unsolicited credit and insurance offers for 5 years. It’s free and lasts 7 years.

				
				Place when you’re on active military duty. It makes it harder for someone to open a new credit account in your name and removes you from unsolicited credit and insurance offers for 2 years. It’s free and lasts 1 year.

			



 


 Data Breaches - What to Know, What to Do


What to do if your information is exposed in a data breach


 


Order free copies


 



      






            Topics

            
              Identity Theft

              Identity Theft and Online Security

          

  




    
          May 2021


      






            Related Items

            
              What To Know About Identity Theft

          

  


          
                
        




  
    
      
            
              

  
    
        
            
    
                      





          

  


  


        

              

    

  
    
    
    

  
    
      Return to top
    
  





      

      
                
          
            
              
                                
    
  
            
        

      
        



Menu

            
  CFG: Footer Menu

  

        
    
    	
          Feature Pages
        
	
          Articles
        
	
          Consumer Alerts
        
	
          Videos
        


  



  

            
  CFG: Footer Menu Right

  

        


      	
                                                  Report Fraud
                  
	
                                                  Get Consumer Alerts
                  


  

  

  


              


                          

          

        

        

      


    

  
  
      
      
        
                    

                            
    
            
  CFG: Footer

  

        


      	
                                                  ftc.gov
                  
	
                                                  About Us
                  
	
                                                  Contact Us
                  
	
                                                  Privacy and Notices
                  
	
                                                  FOIA
                  
	
                                                  Office of Inspector General
                  


  

  

  


            
          


                      
                              
                                      
                      
                        
                      
                    

                  
                                      
                      
                        
                      
                    

                  
                  
                    
                      
                    
                  


                                      
                      
                        
                      
                    

                  
                                      
                      
                        
                      
                    

                                  

                                          
                

                  
                                  

              
            

          
        

        

      

    

  


  


























































